
SLA Description Response Time Resolution Time Total Time
Hardware Request (e.g. pcs, laptops, local printer, scanner, blackberry, etc.) 0 hours up to  8 hours 16 hours 3 days

Hardware Request Other
(e.g. external hard drives, external card readers) All Pending 

approval 0 hours up to 16 hours 16 hours 4 days

Hardware Failure (e.g. pcs, laptops, local printer, scanner, blackberry) 0 hours up to 4 hours 8 hours 2 days

Network Printer Failure Service Interruption (Times may be affected by vendor availability) 0 hours up to 8 hours 16 hours 3 days

SLA Description Response Time Resolution Time Total Time
VM Request/Call Center Agent  VM Request /  Call Center Agent 0 hours up to 8 hours  4 days  5 days

Phone Phone replacement, move or add a  phone to an existing line 0 hours up to 8 hours 4 days  5 days
Circuit (Analog, Fax, ISDN) Move existing line or add  new line to an existing outside circuit 0 hours up to 8 hours 7 days 8 days

Call Forwarding Request for Call Forwarding 0 hours up to 8 hours  4 days  5 days

Audio Conference/Calling Card Request for Audio Conference/ Calling Card
VOIP Failure Service interruption 0 hours up to 8 hours  4 days  5 days

SLA Description Response Time Resolution Time Total Time

Desktop software applications Failures
Standard applications (Outlook, Office Suite, Adobe, IE, Firefox, 
Chrome, Roxio, Project, Access, Visio, etc.) 0 hours up to 4 hours 8 hours 2 days

Desktop software applications Standard Requests
Standard applications (Outlook, Office Suite, McAfee, Adobe, IE, 
Firefox, Chrome, Roxio, Project, Access, Visio, etc.) 0 hours up to 8 hours 16 hours 3 days

Desktop software applications non-standard Requests
Non-Standard (Dragon Naturally Speaking, Jinitiator, AutoCAD, 
Adobe CSX, etc) 0 hours up to 16 hours 16 hours 4 days

SLA Description Response Time Resolution Time Total Time
Web Application Access (e.g. CBS, Sunflower, WebTA, WebflowDoc, Accelion) 0 hours up to 16 hours 16 hours 4 days
Web Application Failure (e.g. CBS, Sunflower, WebTA, WebflowDoc, Accelion) 0 hours up to 8 hours 16 hours 3 days

SLA Description Response Time Resolution Time Total Time
Server Application Failure (e.g. BES, Active Directory, Safeboot, Endpoint, Exchange) 0 hours up to 2 hours 8 hours 1 day
Password Reset (e.g.  Windows Password Reset, Safeboot, Endpoint, etc) 0 hours up to 1 hours 4 hours 8 hours

SLA Description Response Time Resolution Time Total Time
Routine Network Requests  Routine Firewall changes, Port Activation from an existing line 0 hours up to 8 hours  4 days  5 days
Wi-Fi Failure for GFE ONLY Unable to connect 0 hours up to 8 hours  4 days  5 days
Non-Routine Network Requests non-Routine Firewall, DHCP, DNS, Site-to-Site VPN changes 0 hours up to 8 hours  11 days  12 days
Network Failures Firewall, Port Activation, Circuit request, Site to Site VPN, etc 0 hours up to 8 hours  4 days  5 days

New Port Activation
Run a new cable from the customer to an existing switch and 
activate port 0 hours up to 8 hours 7 days 8 days

SLA Description Response Time Resolution Time Total Time
Remote Access Request (e.g. new remote access connection, IPSEC or SSL) 0 hours up to 8 hours 2 days 3 days
Remote Access Failure (e.g. connection) 0 hours up to 8 hours 2 days 3 days
Password / PIN Reset (e.g. RSA Token Reset) 0 hours up to 4 hours 8 hours 2 days

SLA Description Response Time Resolution Time Total Time

Setup/Departure New Employee or Employee Departure 0 hours up to 8 hours 16 hours 3 days
Access Requests (e.g. calendar, file share, mail increase, name change, 0 hours up to 2 days 4 days 6 days

Move (e.g. CD-410s, reconnect/disconnect equipment, ports) 0 hours up to 2 days 4 days 6 days

Service Desktop Applications

Service VOIP

Service  Hardware

Service Network 

Service Remote Access 

Service Employee Actions

Service Web Applications

Service Server Applications
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UNITED STATES DEPARTMENT OF COMMERCE
Chief Information Officer
Washington, D.C. 20230

;EP 1 2 2014

MEMORANDUM FOR: Chief Information Officers

FROM: Steven I. Cooper

SUBJECT: 2014 DOC Information Technology Security Program Policy

I am pleased to introduce the 2014 DOC Information Technology Security Program Policy
(ITSPP), effective immediately. This policy update is the result of a collaborative Department-
wide effort to align DOC IT security policies with current federal and DOC directives,

regulations, requirements and standards.

OUs are required to comply with the DOC ITSPP within 120 days. Compliance with the DOC

ITSPP beyond the specified timeframe shall be managed through the use of Plans of Action and

Milestones (POA&Ms).

Please contact DOC IT Security Policy Program Lead, Patty McMahon, at pmcmahon@doc.gov
or (202) 482-1898 with questions or for additional information.

Cc DOC Chief Information Security Officer

DOC IT Security Coordinating Committee (ITSCC)
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Change/Review Record 
Modifications made to this document are recorded in the Change/Review Record below.  
Reviews made as part of the assessment process should also be recorded below.  This history 
shall be maintained throughout the life of the document.   

 

Version 
Number Date Description of 

Change/Revision 
Section/Pages 
Affected 

Changes Made 
by Name/Title/ 
Organization 

1.0 June 30, 2005 Version 1.0 released  DOC OCIO 
2.0 January 2009 Revised version 2.0 released  DOC OCIO 
3.0 February 2014 Transferred 2.0 to new template All OCS 
3.1 July 21, 2014 Compiled Sections 1 and 2 of 

ITSPP for DOC Union Review 
All OCS 

3.2 Sept 2, 2014 Final Revision for CIO Review  OCS 
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1 Introduction 
 
The Department of Commerce (DOC) is strongly committed to Information Technology (IT) 
Security.  DOC leaders at all levels recognize that security must be inherent in our business 
processes and IT systems to support the various missions and service functions of the organizations.   
Given the significant and growing danger of current cyber threats, DOC managers systematically 
recognize and manage information security-related risks and take steps to understand these risks 
to achieve more secure information and information systems through the implementation of 
appropriate risk mitigation strategies . This is important, not only to achieve adequate 
compliance with public laws, federal regulations, and standards, but also to aid in the DOC 
mission to foster, promote, and develop the foreign and domestic commerce of the United States.  
This document sets forth the DOC Information Technology Security Program Policy (ITSPP), 
which specifies IT security and privacy requirements to meet the minimum legal and federal 
mandates for information security.  

1.1 Background 
 
The DOC mission impacts industry, federal agencies, local, tribal, state, and international 
governments, and the American people in many ways.  The work on behalf of these constituents 
is either directly or indirectly reliant on the confidentiality, integrity, and availability of DOC 
information and information systems. IT security supports the DOC mission by ensuring our 
information and information systems are protected against risks of loss, misuse, or unauthorized 
access in accordance with applicable laws.  

1.2 Purpose 
 
The DOC ITSPP specifies the mandatory requirements for the DOC IT Security Program.  This 
policy addresses requirements and guidance set forth by the Federal Information Security 
Management Act (FISMA) and provides clarity on the Department’s specific control parameters.  
It also encompasses minimum security controls as required by Federal Information Processing 
Standard (FIPS) 200, Minimum Security Requirements for Federal Information and Information 
Systems, defined by National Institute of Standards and Technology (NIST) Special Publication 
(SP) 800-53, Revision 4, Security and Privacy Controls for Federal Information Systems and 
Organizations, and commensurate with the security categorization defined by FIPS 199, 
Standards for Security Categorization of Federal Information and Information Systems.   

1.3 Scope and Applicability  
 
The DOC ITSPP applies to all Operating Units (OUs) and employees (federal and contractor), 
guest researchers, collaborators, and others requiring access to DOC information systems.  This 
policy also applies to organizations and services to which DOC and/or OUs have contracts or 
legal agreements. The DOC ITSPP applies to all IT systems owned or operated on behalf of 
DOC.  Requirements apply also to systems which are not owned by DOC but to which DOC 
interconnects and has legal and/or contractual authority to dictate requirements. The term 
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Information Technology Security encompasses all requirements for information security (i.e., 
protection of data) as well as the requirements necessary to maintain the confidentiality, 
integrity, and availability of the Departments information technology infrastructure.  Classified 
information and information systems are not within the scope of this document.   

1.4 IT Security Documentation 
 
The DOC ITSPP includes policy statements, NIST SP 800-53 Rev. 4 security controls requiring 
DOC-specific parameters, and supporting criteria for controls where specificity is warranted.  
OUs are responsible for following NIST SP 800-53 Rev. 4 for implementing control details that 
are not explicitly described in the ITSPP. 

 
The DOC ITSPP is comprised of the body of the document itself as well as the following 
documents, which supplement the minimum implementation standards described herein and 
carry authority equal to the DOC ITSPP: 
 

• Commerce Information Technology Requirements (CITRs):  CITRs are a fundamental 
component of the DOC ITSPP.  CITRs are released as new threats arise or federal 
mandates are introduced that require the implementation of additional IT security 
measures. CITRs are real-time updates that amend or supersede the current version of 
the DOC ITSPP.  Like the ITSPP, CITRs shall be reviewed by the DOC IT Security 
Coordinating Committee (ITSCC), and Chief Information Officer (CIO) Council, as 
necessary, and approved by the DOC CIO;   

• Policy Memoranda:  Policy memoranda contain security directives, advisories or 
information that do not necessarily fit into the scope of the DOC ITSPP but are 
required for implementation across the Department; and 

• Frequently Asked Questions (FAQs): FAQs are released to provide clarification on 
requirements outlined in the DOC ITSPP, CITRs and policy memoranda.  
Recommendations or best practices are specifically noted and separated from official 
policy statements within the FAQs.  These are included for informational purposes but 
are not required by policy.   

 
The DOC ITSPP, CITRs, policy memoranda, FAQs and other related documentation can be 
found on the DOC OCIO IT Security Policy and FISMA Reporting Team Intranet site.  
Comments or questions regarding the DOC IT Security Program documentation can be 
submitted via e-mail to DOCITSecurity@doc.gov. 

1.5 ITSPP Organization 
 

The DOC ITSPP is divided into six (6) sections: 

• Section 1 - Introduction, which describes the background, purpose, scope and 
applicability, and documentation; 

• Section 2 - Policy, which describes the policy authority, effective date, scoping and 
waivers, and enforcement; 
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• Section 3 - IT Security Roles and Responsibilities, which provides an outline of the 
DOC offices, DOC/OU roles, and DOC IT groups that play a role in implementing 
DOC ITSPP requirements; 

• Section 4 - Baseline Security Controls contains a list of security controls requiring a 
DOC parameter or DOC-specific criteria; 

• Appendix A – Acronyms and Abbreviations; and 
• Appendix B – Glossary.  
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2 Policy 
 
DOC OUs must develop, document, and implement an IT Security Program to protect the 
confidentiality, integrity, and availability of DOC information and information systems in 
accordance with the Federal Information Security Management Act of 2002 (FISMA) and other 
applicable legislation. 
 
DOC OUs must use FIPS 199 to categorize information systems and determine their appropriate 
impact levels (Low, Moderate, or High).  OUs must select the security controls baseline defined 
in NIST SP 800-53, Rev. 4 based on the system's impact level, and tailor, supplement, and 
implement the baseline according to NIST SP 800-53, Rev 4.  OUs must use NIST SP 800-53A, 
Revision 1, Guide for Assessing the Security Controls in Federal Information Systems and 
Organizations (pending final release of NIST SP 800-53A, Revision 2) as the basis for assessing 
information system security controls to determine the extent to which they are implemented 
correctly, operating as intended, and producing the desired outcome with respect to meeting the 
security requirements. OUs must assess and authorize information systems in accordance with 
DOC CITR-019, Risk Management Framework and NIST SP 800-37, Revision 1, Guide for 
Applying the Risk Management Framework to Federal Information Systems. 
 

2.1 Effective Date 
The DOC ITSPP is effective upon issuance and supersedes the 2009 DOC ITSPP.  

OUs are required to comply with the DOC ITSPP within 120 days.  Effective dates of other 
policy vehicles (e.g. CITRs, policy memos, and FAQs) will be specified in each respective 
policy vehicle.  Compliance with the DOC ITSPP beyond the specified timeframe shall be 
managed through the Plan of Action and Milestones (POA&Ms). 

 
The DOC Chief Information Security Officer (CISO)/Senior Agency Information Security 
Officer (SAISO) will review the DOC ITSPP at least annually and incorporate updates as 
necessary.  The revised DOC ITSPP shall be reviewed by the DOC ITSCC and CIO Council, as 
necessary, and approved by the DOC CIO.  

2.2 Scoping and Waivers 

2.2.1  Control Tailoring (Scoping) 

DOC OUs have the flexibility to tailor security control baselines in accordance with the terms 
and conditions set forth in NIST SP 800-53 Rev. 4, Chapter 3.2: “Tailoring Baseline Security 
Controls.”  Scoping provides specific terms and conditions on the applicability and 
implementation of NIST SP 800-53 Rev. 4 security controls.  In addition, scoping may also be 
applied to controls and parameters that fall outside of the NIST SP 800-53 Rev. 4 framework 
(e.g. DOC Criteria) and for which waivers are not required by OU CIOs.  Questions regarding 
controls and parameters can be submitted to the DOC CISO/SAISO. 

Implementation details for all controls being employed on the system must be stated in the 
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system’s System Security Plan (SSP).  Controls the Authorizing Official (AO) has elected not to 
employ as a result of following the scoping guidance in NIST SP 800-53 Rev. 4, or because the 
AO has deemed the control technically or operationally infeasible to implement must have the 
following information documented for each control not being employed: 

1. Explanation of circumstance justifying foregoing the implementation of the 
control (SSP- field for that specific control); 

2. Description of all compensating controls reducing the risks associated with the 
inability to implement the control (SSP-field for that specific control); 

3. Description of any residual risk introduced as a result of not implementing the 
control (Risk Assessment); and 

4. Controls not currently being employed but which are planned to be employed 
must be documented in a POA&M and the POA&M referenced in the respective 
control section in the SSP or Risk Assessment.  

2.2.2 Waivers 

Waivers are to be adjudicated by the OU CIO, except for controls and/or policies that explicitly 
require a waiver be adjudicated at the DOC CIO level.  Compliance with collective bargaining 
agreements and labor relations laws constitute legitimate grounds for OUs to grant waivers to 
security requirements. Circumstances for waivers differ from controls baseline tailoring as 
described in Section 2.2.1 above, in that waivers are to be provided for instances of widespread 
(affecting multiple OU systems or users) inability to implement certain policy requirements or in 
situations where policies explicitly require a waiver for a specific control or requirement. Waiver 
requests must document, as applicable:  

 

1. Explanation of unique circumstance justifying foregoing the implementation of 
the requirement/control;  

2. Description of compensating controls that provide an equivalent or comparable 
protective value to that of the requirement/control not being implemented;  

3. Description of any residual risk introduced as a result of not implementing the 
requirement/control; 

4. Documented POA&Ms for controls not currently being employed but which are 
planned; and 

5. Decision by the OU CIO (or DOC CIO in cases where policy requires DOC CIO 
approval of waivers). 

Waivers must be referenced in relevant system security documentation (e.g., SSP and Risk 
Assessment) and made available to the DOC CISO/SAISO upon request.   

 

2.3 Enforcement 
 

OFFICIAL USE ONLY
 

      Department of Commerce  Page 5 



DOC ITSPP    

 

The DOC ITSPP and CITRs are issued under the authority of the Department Administrative 
Order (DAO) 200-0, DOC Handbooks and Manuals as a section of the IT Management 
Handbook, and thereby have the same force and effect as a DAO. 
 
Violations of the DOC ITSPP and/or CITRs may result in loss of IT access, disciplinary action, 
or other consequences consistent with DAO 202-751, Discipline, and/or civil or criminal action 
against the offending employee(s), associate(s), and/or contractor(s), consistent with applicable 
law, or contract terms as applicable. 
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3 IT Security Roles and Responsibilities 
The responsibility to protect DOC information and technological resources extends to all non-
public users and requires collaboration across various offices to coordinate activities associated 
with DOC’s security posture, technological environment, and overall risk management. 

3.1 DOC Personnel 
All of the responsibilities and requirements delineated by the DOC ITSPP apply to any 
individual performing a security role as described below, regardless of employer. Additional 
security requirements that are not within the scope of this document are described in the DOC 
Manual of Security Policies and Procedures.   

3.2 DOC Senior Officials 

The roles in this section are carried out by individuals at the Departmental level. DOC Senior 
Officials are responsible for the day-to-day management and general supervision of their 
respective programs and/or OUs.  

3.2.1 Secretary of Commerce 

The Secretary of Commerce is responsible for ensuring the DOC information and information 
systems are protected in accordance with directives from the Office of Management and Budget 
(OMB), Congress, and as set forth in Presidential Directives (PDs).  

3.2.2 DOC Chief Information Officer (CIO) 

The responsibilities of the DOC CIO are specifically defined in Departmental Organization 
Order (DOO) 15-23, Chief Information Officer.  

The DOC CIO also performs the following duties:  

• Leads the management of information resources throughout the Department, ensuring 
that the Department’s programs make full and appropriate use of information 
technology; 

• Monitors and evaluates the performance of IT programs on the basis of applicable 
performance measurements and advise the Secretary/Deputy Secretary regarding 
whether to continue, modify, or terminate a program or project; 

• Designates in writing, a DOC CISO/SAISO, to execute the IT Security Program to 
assure the confidentiality, integrity, and availability of information and IT resources, 
with information security protections commensurate with the risk and magnitude of 
the harm resulting from unauthorized access for national and non-national security 
systems;  

• Develops, maintains, and facilitates the implementation of a Strategic IT Plan and an 
Enterprise IT Architecture for the Department;  

• Approves and issues DOC policies and other guidance for the management of 
information resources throughout the Department, and monitor and enforce 
compliance with such policies and guidance; 
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• Monitors, evaluates, and reports to the Secretary of Commerce on the status of IT 
security within the Department;  

• Serves as the Department's Chief Infrastructure Assurance Officer (CIAO) to carry 
out the critical infrastructure protection policies provided in Presidential Decision 
Directive 63 of May 22, 1998, and support implementation of the Department’s 
Critical Infrastructure Protection Program; 

• Carries out the Secretary's responsibilities under OMB Circular A-130, "Management 
of Federal Information Resources"; and  

• Serves as Chair of the Commerce CIO Council to promote effective IT management 
practices throughout the Department and share information of a crosscutting nature. 

3.2.3 DOC Chief Information Security Officer (CISO)/SAISO 

The DOC CISO is the Senior Agency Information Security Officer (SAISO) who directs the 
management of the Department’s IT Security Program. The DOC CISO/SAISO, with the support 
of DOC Senior Officials, establishes a strong foundation for DOC IT security by interacting with 
internal and external resources, and coordinating IT security compliance across DOC OUs. 

The DOC CISO/SAISO coordinates with the DOC CIO, Director of the Office of Cyber Security 
(OCS), the Compliance and Risk Management Officer (CRMO), the Critical Infrastructure 
Protection Manager (CIPM), OU ITSOs, Information Technology Security Coordinating 
Committee (ITSCC) and OU CIOs to:  

• Develop, document, and implement the DOC IT Security Program to provide 
information security for the electronic information and information systems that 
support the operations and assets of the DOC including those provided or managed by 
another agency, contractor, or other source, that includes:  
o Develop and maintain IT security policies, plans, control techniques and 

procedures for information systems, to include developing related standards to be 
followed by the OU, and developing standards, procedures, and practices to 
establish an IT Security Program as an integral part of the IT Management 
Program;  

o Inform personnel of training requirements (i.e., IT Security Awareness Training) 
to access information systems that support the operations and assets of the DOC;  

o Train and oversee personnel with significant responsibilities for information 
security with respect to such responsibilities; 

o Define activities associated with Security Assessment and Authorization (A&A), 
including configuration management, security assessment, and implementation of 
enterprise-wide tools; and 

o Oversee required IT Security reporting activities to external and internal entities.  
• Plan and co-chair regular meetings of the IT Security Coordinating Committee 

(ITSCC) as a forum for exchange and action on Department-wide IT security 
practices, guidance and policies; and 

• In coordination with SHRO, OSY, and OAM, review and revise position risk 
designations on a sampling basis at least annually and as position functions change. 
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3.2.4 DOC Director of the Office of Cyber Security (OCS) 

The DOC Director of the OCS coordinates with the DOC CIO, CISO/SAISO, CRMO, CIPM and 
OU CIOs to:  

• Ensure IT security is included in the DOC Strategic IT Planning and Enterprise 
Architecture (EA) efforts; and  

• Identify IT security resource requirements for the Department. Each OU CIO or 
equivalent will ensure that funds and personnel needed to manage the IT Security 
Program are adequately addressed within their OU.  

3.2.5 DOC IT Security Compliance & Risk Management Officer (CRMO) 

The DOC CRMO coordinates with the DOC CIO, CISO/SAISO, Director of OCS, CIPM, and 
OU CIOs to:  

• Monitor and evaluate the status of the DOC IT Security posture by performing annual 
compliance reviews of OU IT Security Programs;  

• Advise the DOC CIO and OU CIOs of technological IT security advances that can be 
used on a Department-wide scale and provide reduced costs for IT security efforts; 
and  

• Report to the DOC CIO and external entities, such as OMB, Government 
Accountability Office (GAO), and Congress, on IT Security Program status within 
the Department.  

3.2.6 DOC Critical Infrastructure Protection Manager (CIPM) 

The responsibilities of the DOC CIPM encompass establishment, coordination, and 
implementation of all activities associated with the protection of Critical Infrastructure, including 
the IT component of Continuity of Operations Planning (COOP).  

The CIPM coordinates with the DOC CIO, CISO/SAISO, Director of OCS, CRMO, CIPM, and 
OU CIOs to:  

• Develop the DOC Critical Infrastructure Protection (CIP) Program, including 
providing the Director of the OCS with input on policies and procedures for (i) 
incident response capability, (ii) the IT component of COOP;  

• Act as the DOC liaison with United States Computer Emergency Readiness Team 
(US-CERT), and manage DOC Federated Computer Incident Response Program; and  

• Identify resource requirements, including funds, personnel, and contractors, needed to 
manage the CIP Program.  

3.2.7 DOC Director for Security 

The DOC Director for Security, as defined by DOO 20-6,  Director for Security, Section 5 
coordinates with the DOC CIO, CISO/SAISO, Director of OCS, CRMO, CIPM, and OU CIOs 
to:  

• Develop and enforce appropriate physical security controls;  
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• Serve as the principal Departmental official for coordinating and assisting in the 
establishment and continuation of a Department-wide emergency action program, to 
include emergency preparedness, particularly as applicable to the requirements of EO 
12656, Assignment of Emergency Preparedness Responsibilities; 

• Identify and address the physical security needs of computer installations, office 
environments, and backup installations;  

• Process and maintain personal background checks and security clearance records;  
• Issue Identification (ID) badges to DOC personnel at the Office of Security (OSY) 

controlled Credentialing Centers and Common Access Card (CAC) stations in 
accordance with Homeland Security Presidential Directive-12 (HSPD-12);  

• Serve as the Department's liaison with agencies of federal, state, and local 
government in security, executive protection, and Departmental counterintelligence 
issues; and  

• Conduct investigations under the authorities, functions, and responsibilities of OSY.  

3.2.8 DOC Chief Privacy Officer 

The DOC Chief Privacy Officer functions as the Executive Director for the Senior Agency 
Official for Privacy (SAOP), having overall responsibility and accountability for ensuring the 
agency’s implementation of information privacy protections and the development and evaluation 
of legislative, regulatory, and other policy proposals which involve information privacy issues, 
consistent with the responsibilities under the E-Government Act of 2002 and FISMA. 

3.2.9 Privacy Program Coordinator 

The Privacy Program Coordinator reports directly to the Chief Privacy Officer and serves as the 
primary point of contact for OU (Bureau) Privacy Officers for the review, coordination, and 
analysis of personally identifiable information (PII) breaches and privacy impact assessments 
(PIAs), ensures PII breach incident reports follow guidelines established in the “Department of 
Commerce PII, Business Identifiable Information, and Privacy Act Breach Response and 
Notification Plan,” and provides assistance in the development of policies, regulations, 
procedures, and guidelines relating to PII breach incident reporting, and approval of PIAs.  

3.2.10 DOC Deputy Chief Privacy Act/Freedom of Information Act (FOIA) Officer 

The Deputy Chief Privacy Act/Freedom of Information Act (FOIA) Officer develops and 
oversees the implementation of Department-wide policies and procedures relating to the Privacy 
Act and administration of FOIA, assures that personal information contained in a Privacy Act 
system of records is handled in compliance with its provisions, and manages the Department’s 
FOIA process and implements programs required by FOIA for providing public access to 
Departmental records and information. 

3.3 Operating Unit (OU) Roles 

This section describes the core security-related responsibilities for senior officials and 
information and/or system owners within DOC OUs. More comprehensive descriptions and 
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additional security roles can be found in NIST SP 800-37. Not all roles listed in this section will 
apply to all OU information systems. 
 
The head of each OU or departmental office, in consultation with the Servicing Human 
Resources Office (SHRO), must ensure that each position is designated at the appropriate level 
of sensitivity and/or risk in accordance with the DOC Manual of Security Policies and 
Procedures, Chapter 10.  Heads of OUs assign responsibilities based on management 
responsibility.  They also ensure that this designation is clearly stated in the position description 
so that OSY can perform the appropriate background investigation.  Future changes in 
responsibilities or delegations may involve changes in working conditions that should not be 
made before required bargaining with appropriate organizations occurs. 

3.3.1 Risk Executive (Function)  

The risk executive (function) is an individual or group within an organization that helps to ensure 
that: (i) risk-related considerations for individual information systems, to include authorization 
decisions, are viewed from an organization-wide perspective with regard to the overall strategic 
goals and objectives of the organization in carrying out its core missions and business functions; 
and (ii) managing information system-related security risks is consistent across the organization, 
reflects organizational risk tolerance, and is considered along with other types of risks in order to 
ensure mission/business success. This function may be retained by the head of the 
agency/organization or delegated to another official or group (e.g., an executive leadership 
council).  

If there is a risk executive (function) role, the individual or group are to be U.S. government 
personnel only.  

3.3.2 OU Chief Information Officer (CIO) 

OU CIOs examine the interdependencies and interconnections of IT resources and provide for 
the separation of duties, including sufficient supervision and coordination among System Owners 
(SOs). 

The OU CIO coordinates with the DOC CIO, CISO/SAISO, Director of OCS, CRMO, and 
CIPM to: 

• Oversee the management of the OU IT Security Program and approve OU 
supplements to the DOC ITSPP; 

• Appoint, in writing, an OU CISO/ SAISO/ ITSO to implement the IT Security 
Program; and 

• Serve as the AO or Co-AO, as necessary, for unclassified systems within the OU. 
 
The following OU CIO responsibilities may be delegated to the OU CISO/SAISO/ITSO as 
necessary: 

• Manage the OU IT Security Program; 
• Develop, maintain, and oversee the OU IT Security Policy; 
• Ensure that IT security policies are developed and approved; 
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• Ensure the implementation of the IT Security Program complies with FISMA, which 
includes independent evaluations of the program; 

• Provide overall management of and leadership and direction to the IT Security 
Program; 

• Report the status of the IT Security Program to the DOC CRMO, and any weaknesses 
of the program; 

• Ensure that the IT Security Planning is done throughout the life cycle of the system; 
• Ensuring that all IT resources are identified, including complying with the 

Department’s capital asset budget planning process and following a methodology 
consistent with NIST SP 800-65, Integrating IT Security into the Capital Planning 
and Capital Investment Control Process, and making IT security explicit in IT 
investments and capital programming; 

• Train and oversee personnel with significant responsibilities for information security; 
and 

• Provide feedback to the Department on the status of the program in the OU as 
required by FISMA, and suggest improvements or areas of concern in the OU 
program or any other Departmental program or activity; and, 

3.3.3 Information Owner/Steward 

The information owner/steward is an organizational official with statutory, management, or 
operational authority for specified information and the responsibility for establishing the policies 
and procedures governing its generation, collection, processing, dissemination, and disposal. The 
owner/steward of the information processed, stored, or transmitted by an information system 
may or may not be the same as the system owner. A single information system may contain 
information from multiple information owners/stewards. Information owners/stewards provide 
input to information system owners regarding the security requirements and security controls for 
the systems where the information is processed, stored, or transmitted. 

3.3.4 OU Privacy Act Officer/Freedom of Information Act (FOIA) Officer 

Each OU Privacy Officer/FOIA Officer or equivalent is responsible for providing information on 
procedural issues involving the Privacy Act and addressing privacy concerns relative to their 
individual OU. The Office of General Counsel (OGC) provides guidance on all legal issues 
involving the Privacy Act. 

3.3.5 OU (Bureau) Privacy Officers 

The OU (Bureau) Privacy Officers provide oversight on the implementation of privacy policies, 
procedures, and guidance within the OUs and ensure effective execution of breach responses. 

3.3.6 OU Information Technology Security Officer (ITSO)/OU CISO/SAISO 

The OU ITSO is the CISO/SAISO appointed by the OU CIO.  An OU CISO/SAISO is 
responsible for ensuring that the appropriate operational security posture is maintained for 
information systems and programs under their OU’s control.  The OU CISO/SAISO reports to 
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the DOC CISO/SAISO, through the OU CIO.  In contrast, within NOAA, a NOAA Line Office 
(LO) ITSO has responsibility for the IT Security Program within their major subordinate 
component.  The OU CISO/SAISO serves as the principal advisor to the AO, SO, NOAA LO 
ITSO and DOC CISO/SAISO on all matters (technical and otherwise) involving the security of 
the OU’s IT systems, and maintains copies of artifacts required for security authorization (as 
described in CITR-019: Risk Management Framework). Additionally, the OU 
CISO/SAISO/ITSO must: 
 

• Develop and maintain the OU IT Security Policy, procedures, standards, and 
guidance consistent with Departmental and Federal requirements; 

• Conduct continuous monitoring of the OU’s IT Security Program annually to ensure 
effective implementation of, and compliance with, established policies and 
procedures; 

• Establish a process to ensure that all users are provided annual information system 
security training, copies of Rules of Behavior (RoB), and are trained to fulfill their IT 
security responsibilities including procedures for general and specialized training; 

• Notify SOs of user infractions identified during routine compliance assessments; 
• Participate as a voting member of the ITSCC, participate in special committees under 

the ITSCC, and provide other support for the ITSCC as appropriate; 
• Coordinate with the Director of the OCS, OU CIO and CIPM, as appropriate, 

concerning incidents and potential threats; and 
• Complete the DOC IT Compliance in Acquisition Checklist or a materially similar 

checklist in coordination with the following individuals, as appropriate:  Cognizant 
OCIO, Cognizant OCIO Representative, OU COTR, OU ISSO, OU-approved 
Program/Requesting Office IT Security Officer, and CO.   

As appropriate, the ITSO/SAISO may also take on the responsibilities of the Information System 
Security Engineer and Information Security Architect roles, as described in NIST SP 800-37. 

3.3.7 Authorizing Official (AO)/Co-Authorizing Official (Co-AO) 

The AO is a senior official or executive with the authority to assume responsibility for operating 
an information system at an acceptable level of risk to operations, assets, or individuals by 
granting an Authorization to Operate (ATO) or Deny Authorization to Operate (DATO) as 
defined in NIST SP 800-37.  The role of Co-AO is the OU CIO for their respective OU.  
AOs/Co-AOs must have the authority to oversee the budget and business operations of the 
information system within the DOC.  The AO approves system security requirements, System 
Security Plans (SSPs), Interconnection Security Agreements (ISAs), and Memorandums of 
Agreements (MOAs) and/or Memorandums of Understanding (MOUs). 

The AO is also ultimately responsible for ensuring continued ATOs for systems under their 
responsibility by reaffirming acceptable Continuous Monitoring results and reassessing, 
documenting, and accepting risks at least annually for systems that fall under their responsibility. 
Reaffirmation of the ATO must be documented in writing, either by signing off on acceptable 
assessment results or by signing a Reauthorization Memo, and entered into the Cyber Security 
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Assessment and Management (CSAM).1 

With the increasing complexities of missions and organizations, a particular information system 
may have multiple AOs. If so, agreements must be established among the AOs and documented 
in the SSP.  

The Authorizing Official role has inherent U.S. Government authority and is assigned to 
government personnel only. 

3.3.8  Authorizing Official Designated Representative (AODR) 

The authorizing official designated representative is an organizational official that acts on behalf 
of an authorizing official to coordinate and conduct the required day-to-day activities associated 
with the security authorization process. Authorizing official designated representatives can be 
empowered by authorizing officials to make certain decisions with regard to the planning and 
resourcing of the security authorization process, approval of the security plan, approval and 
monitoring the implementation of plans of action and milestones, and the assessment and/or 
determination of risk. The designated representative may also be called upon to prepare the final 
authorization package, obtain the authorizing official’s signature on the authorization decision 
document, and transmit the authorization package to appropriate organizational officials. The 
only activity that cannot be delegated to the designated representative by the authorizing official 
is the authorization decision and signing of the associated authorization decision document (i.e., 
the acceptance of risk to organizational operations and assets, individuals, other organizations, 
and the Nation). 

3.3.9  Common Control Provider (DOC or OU-level)  

The common control provider is an individual, group, or organization responsible for the 
development, implementation, assessment, and monitoring of common controls (i.e., security 
controls inherited by information systems). Common control providers are responsible for: (i) 
documenting the organization-identified common controls in a security plan (or equivalent 
document prescribed by the organization); (ii) ensuring that required assessments of common 
controls are carried out by qualified Security Control Assessors (SCAs) with an appropriate level 
of independence defined by the organization; (iii) documenting assessment findings in a security 
assessment report; and (iv) producing a plan of action and milestones for all controls having 
weaknesses or deficiencies. Security plans, security assessment reports, and plans of action and 
milestones for common controls (or a summary of such information) is made available to 
information system owners inheriting those controls after the information is reviewed and 
approved by the senior official or executive with oversight responsibility for those controls.  The 
common control provider notifies system owners of any status changes to the common controls 
that may impact the security of their systems. 

1 Formerly referred to as the DOC FISMA reporting system. 
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3.3.10  System Owner (SO)  

The responsibility of the SO, as defined by NIST SP 800-37, is the overall procurement, 
development, integration, modification, operation, security and maintenance of an information 
system. As specified in DOC CITR-019: Risk Management Framework, the SO must be 
identified on the list of key system stakeholders that is included in the required artifacts for initial 
system authorization. 

 

The SO is responsible for the development and maintenance of the SSP and ensures the system is 
deployed and operated according to the agreed-upon security requirements. The SO is also 
responsible for deciding who has access to the information system (and with what types of 
privileges or access rights) and ensures that system users and support personnel receive the 
requisite security training (e.g., instruction in RoB). The SO informs key agency officials of the 
need to conduct a security A&A of the information system, ensures that appropriate resources 
are available for the effort, and provides the necessary system-related documentation to the SCA. 
The SO manages risk by taking appropriate steps to reduce or eliminate vulnerabilities and 
ensures the AO or AODR are provided with enough information to make risk-based decisions 
prior to adjudication. 

3.3.11 Information System Security Officer (ISSO) 

The responsibility of the ISSO is to ensure the appropriate operational security posture is 
maintained for an information system or program. As specified in DOC CITR-019: Risk 
Management Framework, the ISSO must be identified on the list of key system stakeholders that 
is included in the required artifacts for initial system authorization. 

The ISSO also serves as the principal advisor to the OU CIO, OU CISO/SAISO/ITSO, and SO 
on all security matters for the information system. In close coordination with the SO, the ISSO 
often plays an active role in developing and updating the SSP as well as in managing and 
controlling changes to the system and assessing the security impact of those changes.  The ISSO 
also completes the DOC IT Compliance in Acquisition Checklist or a materially similar checklist 
in coordination with the following individuals, as appropriate:  Cognizant OCIO, Cognizant 
OCIO Representative, OU Contracting Officer’s Technical Representative (COTR), OU-
approved Program/Requesting Office, ITSO, and Contracting Officer (CO).   

3.3.12 Security Controls Assessor (SCA) 

The SCA is responsible for conducting a comprehensive security assessment of the security 
controls in an information system to determine the extent to which the controls are implemented 
correctly, operating as intended, and producing the desired outcome with respect to meeting the 
security requirements for the system. The SCA also provides recommended corrective actions to 
reduce or eliminate vulnerabilities in the information system. Prior to initiating the security 
assessment activities that are a part of the assessment and authorization process, the SCA 
provides an independent assessment of the SSP to ensure the plan provides a set of security 
controls for the information system that is adequate to meet all applicable security requirements. 
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3.3.13 Additional Roles 

The Department defines the following additional roles, and delegates responsibilities to the 
individuals possessing these roles:  

3.3.13.1 Contracting Officer (CO) 

The COs are responsible for managing contracts/acquisitions. This includes overseeing their 
implementation, working in partnership with the CISO/SAISO to ensure that contracting policies 
adequately address the information and technology security requirements, and collaborating with 
the COTRs to monitor contract performance for compliance with DOC, OU, and application 
specific information security policies. 

COs must ensure that:  

• The DOC IT Compliance in Acquisition Checklist or a materially similar checklist is 
followed for new contracts within their responsibility; and 

• Any security clauses are developed and used in accordance with Departmental 
procurement policy, the Commerce Acquisition Regulation (CAR) and Federal 
Acquisition Regulation (FAR).  

3.3.13.2 Contracting Officer’s Technical Representative (COTR) 

The COTRs, also known as CORs, are responsible for collaborating with the COs in evaluating 
the need for access to DOC information and/or technological resources, ensuring appropriate 
background investigation clearances prior to access, and monitoring such access throughout the 
contract term.   
 
Specifically, the COTRs/CORs must: 
 

• Ensure foreign nationals will only be granted access to or perform duties on IT 
systems in accordance with the DOC Manual of Security Policies and Procedures and 
DAO 207-12; 

• Notify SOs of new users and notify them to revoke access privileges in a timely 
manner when a user under their supervision or oversight no longer requires access 
privileges or he/she fails to comply with this policy;  

• Authorize remote access privileges for personnel and review remote access user 
security agreements on an annual basis to verify the continuing need for access, the 
appropriate level of privileges, and the accuracy of information contained in the 
agreement (e.g., systems authorized for access, and type and version of anti-virus 
software and personal firewall); and 

• Complete the DOC IT Compliance in Acquisition Checklist or a materially similar 
checklist in coordination with the following individuals, as appropriate:  Cognizant 
OCIO, Cognizant OCIO Representative, OU ITSO, OU ISSO, OU-approved 
Program/Requesting Office IT Security Officer, and CO.   
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3.3.13.3 Supervisor 

The responsibilities of a Supervisor encompass the management of subordinate users, which 
includes assessing, authorizing, and managing the need for access to the DOC information and/or 
technological resources, and taking immediate action if misuse is suspected or confirmed as 
defined under user responsibilities and OU and/or application specific agreements.   
 
Specifically, Supervisors must: 
 

• Ensure foreign nationals will only be granted access to or perform duties on IT 
systems in accordance with the DOC Manual of Security Policies and Procedures and 
DAO 207-12, Foreign National Visitor and Guest Access Program; 

• Notify SOs of new users and notify them to revoke access privileges in a timely 
manner when a user under their supervision or oversight no longer requires access 
privileges or he/she fails to comply with this policy; and 

• Authorize remote access privileges for personnel and review remote access user 
security agreements on an annual basis to verify the continuing need for access, the 
appropriate level of privileges, and the accuracy of information contained in the 
agreement (e.g., systems authorized for access, and type and version of anti-virus 
software and personal firewall). 

3.3.13.4 Account, Application, Database, Network and System Administrators 

Account, Application, Database, Network and System Administrators, under the Supervisor/SO 
direction and specifications, are responsible for implementing IT security controls, OU-specific 
and application-specific policies, which minimally includes involvement of Developers and 
Programmers for routine testing. 

3.3.13.5 Developers and Programmers 

Developers and Programmers must implement IT security controls in systems and system 
components (including software) as specified by the Supervisor/SO to ensure compliance with IT 
security controls, OU-specific, and application-specific policies. This minimally includes 
involvement with User Representatives and in system A&A activities, such as documentation of 
new system components and vulnerability testing, as well as adhering to change management 
guidelines.  Developers and Programmers shall apply information system security engineering 
principles in the specification, design, development, implementation, and modification of 
software. 

3.3.13.6 Key Contingency Roles 

Key contingency roles, such as those defined in COOP, Disaster Recovery, and IT Contingency 
Plans, have responsibilities to ensure that the respective plan is maintained, tested, integrated 
with other plans, is adequate in scope, and is relevant. 
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3.3.13.7 IT Security Incident Response Personnel 

The IT Security Incident Response Personnel responsibilities include analyzing and reducing 
cyber threats and vulnerabilities, disseminating cyber threat warning information, coordinating 
incident response activities, interacting with the DOC Federation of Computer Incident Response 
Teams (FedCIRTs) and others to disseminate reasoned and actionable cyber security information 
as necessary.  These responsibilities include assuring that coordination with the US-CERT and 
appropriate authorities occurs as necessary. 

3.3.13.8 Users 

Users are defined as individuals having non-public access to DOC information and/or 
technological resources.  This scope includes those who may only have physical access within 
DOC facilities, or those who may only have access to shared technological resources. 
 
All users must read, understand, and acknowledge understanding of OU and applicable 
application-specific policies.  At a minimum, users must: 
 

• Complete IT Security refresher training annually; 
• Understand OU property (or assets) for which they are responsible (i.e., printer, 

desktop, etc.); 
• Know the type of information handled, and understand measures to protect it; 
• Understand and be proactive in management of Federal electronic records, which 

extends to assurance of appropriate backups of user data; 
• Cooperate with designated personnel during the investigation of incidents, 

compliance reviews, audits, and/or surveys regarding the security posture of the OU; 
• Report suspected or confirmed security incidents (e.g., loss of Personally Identifiable 

Information (PII), virus or malicious code attacks) as procedurally defined by the OU; 
• Obey copyrights and do not download, install, or access Peer-to-Peer (P2P) file 

sharing software; 
• Understand only SO-approved individuals are allowed to download and install OU-

approved applications onto DOC IT resources; 
• Understand the consequences of actions of misuse; 
• Understand that all use and content of IT systems, including computers, may be 

monitored, and reviewed for security purposes, as per CITR-022: Access and Use 
Policy; and 

• Sign appropriate access agreements prior to being granted access. 

3.4 DOC IT Groups 

The following forums have been established to ensure continuous collaboration at multiple 
levels.  Depending on the current DOC security posture, environment, or architecture, other 
forums and/or groups are established to address or review a specific issue or subject area.  
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3.4.1 CIO Council 

As defined in DOO 15-23, Chief Information Officer, the CIO Council promotes effective IT 
management practices throughout the Department and shares information of a crosscutting 
nature, and is chaired by the DOC CIO. 

3.4.2 Commerce IT Review Board (CITRB) 

As defined in DOO 15-23, Chief Information Officer, the Commerce Information Technology 
Review Board (CITRB), chaired by the DOC CIO, reviews and evaluates proposed IT initiatives 
and requests for acquisitions, reviews and evaluates ongoing IT projects, and guides a capital 
asset management process. 

3.4.3 Enterprise Architecture (EA) Advisory Group 

The EA Advisory Group serves as a Department-wide forum for definition of a blueprint that 
explains how the results of strategic planning, performance planning, budgeting, capital planning 
and investment control, security and privacy, acquisition, and other related IT and general 
management processes work together to meet the enterprise’s mission and objectives.  The group 
defines the future state of DOC's IT based on business and technology drivers as well as the 
transition plan for moving from the current state to the future. 

3.4.4 IT Security Coordinating Committee (ITSCC) 

The ITSCC serves as a Department-wide forum for sharing information addressing issues and 
making recommendations related to IT security responsibilities and activities that affect the DOC 
as a whole. The ITSCC is subordinate to and reports to the CIO Council, and is sponsored by the 
DOC CIO.  The DOC CISO facilitates the ITSCC.   

3.4.5 Web Advisory Council (WAC) 

The Department of Commerce Web Advisory Council (WAC) was established to support the 
management of the Department’s Web sites, to achieve compliance with applicable laws, 
regulations, and OMB directives, and to support high quality information services to the public.  

The WAC develops policies to aid in the implementation of applicable laws, regulations, and 
directives and provides recommendations to the Department of Commerce Chief Information 
Officer (DOC CIO) and the Department of Commerce CIO Council on Web-related matters.  

3.4.6 Electronic and IT (EIT) Accessibility Coordinator and Commerce Information 
Quality Task Force 

The EIT Accessibility Coordinator disseminates information on EIT accessibility matters to the 
OUs and facilitates cooperation among them on accessibility issues. 
 
The Information Quality Act mandates the issuance of information quality guidelines.  This 
legislation affords Commerce the opportunity to highlight its commitment to information quality 
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by posting its information quality and peer review guidelines to demonstrate a thorough and 
professional approach to information release.  The Commerce Information Quality Task Force is 
the Office of the Secretary (OS) and OU Staff that coordinates the implementation of the Act and 
communicates implementation status to OMB. 

3.4.7  Federation of Computer Incident Response Teams (FedCIRTs) 

For each bureau operating within Commerce, that has an established Computer Incident 
Response Team (CIRT) that provides incident response for their respective bureau.  The 
remaining Commerce bureaus receive cyber incident response support from the centrally 
managed DOC FedCIRTs. 

To support this decentralized computer incident response capability, Commerce also manages 
the FedCIRTs - where all CIRTs within the Department are represented.  This intra-
Departmental forum allows all Commerce CIRTs to share information on a particular incident, 
discuss technology and security countermeasures, and leverage Department-wide resources in 
the event of a large-scale attack. 

3.4.8  Commerce Capital Planning and Investment Control (CPIC) Community 

The CPIC Community performs reviews of proposed IT initiatives and projects in the 
development phase and conducts monthly assessments of all major IT investments.  In addition, 
the CPIC process supports TechStat reviews, periodic review by the Commerce IT Review 
Board and stage gate reviews by the Executive level management review board of significant on-
going IT projects and systems currently in operation. These reviews support the systematic 
analysis and adjustment of the OS IT portfolio. 

3.4.9  HSPD-12 Working Group 

The HSPD-12 Working group provides a forum for discussing issues, defining and resolving 
technical problems, recommending solutions concerning, and developing policy related to 
HSPD-12 implementation throughout the Department and its OUs. 

3.4.10  IT Audit Working Group 

The IT Audit Working Group is a joint effort between Office of Financial Management (OFM) 
and OCIO to manage and remediate findings from the Financial Statements IT Audit and to 
develop enterprise wide solutions. 

3.4.11  DOC Privacy Council 

The DOC Privacy Council works to strengthen Department privacy policies to ensure that they 
reflect the goals, values, and policies that the Department advocates.  The Council Chair, Vice 
Chair, and Executive Committee fulfill the role of the Senior Agency Official for Privacy 
(SAOP).  The SAOP has overall responsibility and accountability for ensuring the Department’s 
implementation of information privacy protections, including the Department’s full compliance 
with federal laws, regulations, and policies relating to information privacy. 
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3.4.12  DOC PII Breach Response Task Force 

The DOC PII Breach Response Task Force is the core management team responsible for 
providing in-depth analysis and recommendations for an appropriate response to PII breaches 
that may cause significant harm to individuals or the Department. 

3.5 DOC Offices 
Given the reliance on and use of information technology, all DOC offices must coordinate, 
particularly with the OCIO.  This includes, but is not limited to, the following department-level 
offices: CFO/Assistant Secretary for Administration, Office of General Counsel (OGC), Office 
of Inspector General (OIG), Office of Legislative and Intergovernmental Affairs (OLIA), Office 
of Policy and Strategic Planning (OPSP), and Office of Public Affairs (OPA).  These offices may 
also coordinate with OU-equivalent offices to ensure consistency in the sharing and application 
of security policies and procedures. 

3.5.1 Office of the Chief Information Officer (OCIO) 

As defined in DOO 15-23, the OCIO is responsible for implementing the Clinger-Cohen Act of 
1996, leading the management of information resources throughout the Department, and 
ensuring that the Department's programs make full and appropriate use of information 
technology. 

3.5.2 Office of Cyber Security (OCS) 

As defined in DOO 15-23, Chief Information Officer, the OCS must direct and implement a 
Department-wide cyber security program, which includes:  
 

• The development and implementation of a Department-wide risk management 
strategy to assess, respond to and monitor Department cyber security risk at the 
organizational level, mission/business process level and information system level; and 

 
• The implementation of a cyber security risk management framework that guides 

operating units in the security categorization of information systems, selection of 
security controls, authorization of information systems, and the continuous 
monitoring of information systems and IT assets. 

 

OCS monitors Federal IT security laws, regulations, policies, and guidance to develop 
Department-level security policies.  It also conducts ongoing security compliance reviews and 
assessments, develops performance metrics, and publishes scorecards assessing the effectiveness 
of OU security programs.  It maintains Department-wide Plans of Action and Milestones 
(POA&Ms) to record weaknesses and monitor remediation.  It directs the Department’s 
Enterprise Cyber Security Program, which focuses on effectively and efficiently implementing 
Department-wide IT security initiatives.  It directs the Department’s National Security and 
Critical Infrastructure Protection Program.  Lastly, OCS maintains a Department-wide 
information security awareness and training program that establishes OU security training 
requirements and monitors compliance with these requirements. 
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3.5.3 Office of Security (OSY) 

OSY is responsible for identifying, assessing, and managing mission-critical threats and 
providing guidance regarding the physical and environmental security controls that protect the 
DOC’s information system assets.  Facility security policies are established and promulgated by 
this office.  These controls include ensuring the COOP development and continuity of 
government programs, security clearance management, and physical access control mechanisms, 
among others, are established.  

 

The OSY is responsible for managing the Department's security programs, including those in the 
area of: 

 
• Physical security of facilities and equipment external to computers or telecommunication 

lines; 
• Protection of national security information; 
• Personnel security, including performance of background checks and security clearance 

investigations of personnel; 
• Coordinating with the DOC CIPM on the physical security aspect of critical 

infrastructure protection;  
• Emergency planning; and 
• Conducting investigations to identify and/or assess threats to the Department’s mission, 

operations, or activities and protect Department personnel, facilities, property, or assets 
including IT-related incidents with a counterintelligence, criminal intelligence, protective 
intelligence, or counterterrorism nexus. 

 
Further information regarding responsibilities of OSY, Operating Unit Heads, and Departmental 
facility/office managers is available in the DOC Manual of Security Policies and Procedures 
(Chapters 1 and 2), and the appropriate Departmental directives and orders (i.e., the DAO 207 
series, Security and Loyalty, as well as DOO 20-6, Director for Security). 

3.5.4 Office of Acquisition Management (OAM) 

The Office of Acquisition Management (OAM) administers and oversees the Department of 
Commerce (DOC) acquisition function through delegated procurement authority provided to five 
operating units:  National Oceanic and Atmospheric Administration (NOAA), National Institute 
of Standards and Technology (NIST), Patent and Trademark Office (PTO), Census Bureau, and 
the Office of the Secretary (OS).  OAM also maintains an operational acquisition division, 
Commerce Acquisition Solutions (CAS), which provides operational acquisition support to the 
Office of the Secretary.  The Director of OAM serves as the Senior Procurement Executive 
(SPE) for the Department.  The SPE has overall responsibility for planning, developing, and 
implementing policies and procedures for acquisitions for DOC; overseeing the acquisition 
planning process through oversight reviews of procurement offices; and participating on Bureau 
and DOC Acquisition Review Boards for larger acquisitions or acquisitions of special interest to 
DOC. 
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Senior Bureau Procurement Officials (BPO) are the senior career procurement officials within 
each of five operating units with delegated contracting authority.  Heads of Contracting Office 
(HCO) are designated by the senior BPO to head a contracting office within each operating unit 
with contracting authority.   Contracting Officers (CO) are warranted individuals with designated 
authority to enter into, administer, and/or terminate contracts and make related determinations 
and findings.   Contracting Officer Representatives (COR), Assistant or Alternate Contracting 
Officer Representatives (ACOR) and Task Managers (TM), are CO Representatives with 
delegated authority to monitor and provide specific contract management duties under a 
contract.  Program/Project Managers direct a group of related activities performed within a 
specified time period to meet a specific set of objectives.    

The OAM public website is located at http://www.osec.doc.gov/oam/ and includes acquisition 
policy and guidance is located at 
http://www.osec.doc.gov/oam/acquistion_management/policy/default.htm.  Posted acquisition 
policy and guidance includes: acquisition-related Commerce Acquisition Directives (DOO) and 
Department Administrative Orders (DAO); the Federal Acquisition Regulation (FAR); the 
Commerce Acquisition Regulation (CAR), which implements the FAR; the Commerce 
Acquisition Manual (CAM); Procurement Memoranda; and various OMB Circulars and Office 
of Federal Procurement Policy (OFPP) Policy Letters.  Congressional appropriation restrictions 
affecting DOC acquisitions are addressed in Procurement Memoranda.   

Acquisition planning is required for all acquisitions -- especially acquisitions for information 
technology.  Early and comprehensive acquisition planning is critical to a successful outcome 
and must begin as soon as the requirement becomes known.  Primary responsibility for 
acquisition planning, including development of the acquisition plan, is with the program 
office.  Early and close collaboration with the acquisition team including the contracting officer, 
legal counsel, information technology, security, budget/finance, small business and others, as 
appropriate, is essential.  The extent of acquisition planning and review will vary depending on 
the size and nature of the acquisition.   

The program official serves as the “planner” in the acquisition planning process, as defined in 
FAR Section 7.101.  With the advice and assistance of the Contracting officer, the planner is 
responsible for: preparing and maintaining acquisition plans; preparing justifications for other 
than full and open competition; obtaining and documenting all necessary concurrences and 
approvals; coordinating with the acquisition team for advice and assistance; complying with the 
acquisition planning requirements in FAR Part 7, DAO 208-15, DOC policy and guidance in the 
CAR and CAM, etc.; coordinating with the Bureau Small Business Specialist and Office of 
Small and Disadvantaged Business Utilization (OSDBU); coordinating with operating unit (OU) 
representatives of the Chief Financial Officer and Budget Officer;  coordinating with OU 
representatives of the Chief Information Officer on acquisitions requiring capital planning and 
investment control requirements as identified in 40 U.S.C. 11312 and OMB Circular A-130, any 
congressional restrictions relating to IT,  and other special requirements; ensuring at least one 
qualified Contracting Officer’s Representative (COR) is nominated as early as practicable; 
continually monitoring the acquisition forecast and updating quarterly to reflect Departmental 
and OMB budgetary decisions and reprogramming, correction of errors, or emergency 
requirements; and modifying the acquisition plan for major changes, both before and after 
contract award, and obtaining new coordination, concurrences, and approval.  

The acquisition of IT is subject to many federal and DOC requirements and clearances. When 
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acquiring IT, the program office (customer) is responsible for early and close coordination with 
the bureau level OCIO, acquisition, security, budget, and others offices as necessary to be sure 
requirements are addressed.   CAR 1339.107-70, Information Security, requires the preparation 
of the DOC IT Compliance in Acquisitions Checklist or a materially similar checklist for IT 
service acquisitions over the micro-purchase threshold.  Recent Congressional appropriation 
restrictions impose additional requirements on the acquisition of certain DOC IT.    

The contracting officer, working with the acquisition team, assists the program office to ensure 
IT security is addressed at all stages of the acquisition (i.e., from the earliest stages of budgeting, 
through acquisition planning, requirements development, solicitation, source evaluation and 
selection, contract award and administration).  The contracting officer is responsible for 
addressing IT security in solicitations and contracts by inserting applicable FAR and DOC 
clauses (such as those in CAM 1337.70, Personnel Security Processing for contractors 
performing services on or within a Department of Commerce facility or through an IT system, as 
set forth in the DOC Manual of Security Policies and Procedures and the DOC ITSPP --which 
address risk and sensitivity levels, background investigations and security processing 
requirements; Foreign Nationals; and contract requirements and procedures).  

3.5.5 Office of Human Resources Management (OHRM) 

The Office of Human Resources Management (OHRM) maintains the Service Level Agreement 
(SLA) between the National Finance Center (NFC) and DOC. The SLA is for the NFC to 
provide payroll services for DOC.  In addition, the NFC database may be used to document the 
status of personnel access to information resources (e.g., employment status).  The NFC database 
is a resource used in conjunction with OSY resources to maintain the status of position 
designations (Risk/Sensitivity).  Position designation drives suitability/security background 
investigation and reinvestigation requirements. This database consists of Privacy Act (PA) 
information, which must be maintained consistent with PA requirements and can only be 
disclosed pursuant to disclosure provisions of the PA. 
  
Servicing Human Resources Offices (SHROs) manage the human resources records for all of 
their respective Operating Unit (OU) personnel. The responsibilities of the SHROs for the 
maintenance of security of IT resources include: 
  

• Providing timely and accurate information concerning personnel hiring, transfer, and 
termination to the OU CISO/SAISO/ITSO;  

• Assisting in the administration of IT Security Awareness training for new employees 
in accordance with the DOC Manual of Security Policies and Procedures, Chapter 3;  

• Maintaining records concerning personnel security violations if resulting in 
disciplinary action;  

• Maintaining position descriptions for all positions within serviced area;  
• Developing and providing guidance on procedures for disciplinary and/or adverse 

action due to IT security violations; and 
• Maintaining personnel records containing the status of background checks and 

investigations of all personnel in accordance with the DOC Manual of Security 
Policies and Procedures, Chapter 11. 
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3.5.6 Office of Inspector General (OIG) 

The OIG provides independent oversight through audit and evaluation of the Department's IT 
Security Program, in accordance with the Inspector General Act of 1978 (Public Law 95-452).  
In this capacity, the OIG conducts audits of financial system controls, and evaluates the 
Department’s compliance with FISMA requirements.  The OIG also assists in the investigation 
of computer incidents that require coordination with external law enforcement agencies.  Policies 
relating to these areas can be found in appropriate Departmental directives, e.g., DAO 207-10, 
Inspector General Investigations. 

Each OU CIO or OU CISO/SAISO/ITSO must maintain cooperative relationships with the OIG, 
including specific agreements and procedures covering incident response and forensics 
investigations if applicable.  Incidents involving suspected fraud, waste, or abuse of government 
resources must be reported to the OIG Fraud Hotline for investigation. 

3.5.7 Office of General Counsel (OGC) 

The OGC reviews all policy, IT security requirements, MOUs, and contract security clauses to 
ensure compliance with all applicable laws and regulations.    

OGC helps by reviewing DOC IT security policies to ensure the policies are aligned with current 
legal requirements.  OGC also reviews the legality of IT security contract clauses used by OAM 
in DOC contracts. 

3.5.8 Office of Privacy and Open Government (OPOG) 

The Office of Privacy and Open Government is responsible for the development and 
maintenance of privacy policies, procedures, and guidance essential to safeguarding the 
collection, access, use, dissemination, and storage of personally identifiable information (PII) 
and Privacy Act information in accordance with the Privacy Act of 1974, the E-Government Act 
of 2002, the Federal Information Security Management Act (FISMA), and policy and guidance 
issued by the President and Office of Management and Budget (OMB). 
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4 Baseline Security Controls 
 
Baseline controls defined in NIST SP 800-53 Rev. 4 must be employed based on the FIPS 199 
security categorization of the information system.  OUs must ensure that proper security controls 
are in place based on the impact level, risk environment and needs of the information system.  
These may include security controls that were not specifically listed in the catalog below.  OUs 
must refer to NIST SP 800-53 Rev. 4 for those controls that are not included in the ITSPP but are 
required for baselines applicable to their systems. OUs may supplement the DOC ITSPP 
minimum requirements with more stringent requirements justified by a risk-based management 
decision to require additional controls within the OU-defined environment. 
 
The DOC ITSPP adheres to the following principles:   
 

• Security controls that require no additional details necessary for implementation have 
not been repeated from NIST SP 800-53 Rev. 4.  Security controls that do not require 
defined parameters have not been repeated from 800-53r4.  Additionally, security 
controls that must be defined at the OU or system-level are not included.  OUs must 
refer to NIST SP 800-53r4 for implementation details for these controls; 

• Security controls that require DOC-specific parameters and/or criteria are defined 
below; 

• OUs must consider DOC criteria for a control as additions to or elaboration of the 
supplemental guidance provided in NIST SP 800-53 Rev. 4. DOC Criteria have been 
mapped to the baselines to which they apply.  OUs must use the supplemental guidance 
as well as DOC criteria when implementing controls; 

• Relevant DOC CITRs, policy memoranda, and FAQs are cited or referenced but not 
integrated into policy statements.  All current DOC CITRs, Policy Memoranda, and 
FAQs will continue to be effective until otherwise directed; 

• Security controls and control enhancements that are not selected in NIST SP 800-53 
Rev. 4 for Low, Moderate or High baselines will not be required and are not included 
in the DOC ITSPP unless deemed necessary for inclusion; 

• Parameters determined to be feasible for implementation enterprise-wide have been 
defined at the DOC-level and described herein; and 

• Parameters for which it is not feasible to define a minimum requirement at the 
DOC/enterprise level (due to scope issues and/or differing architectural environments) 
are to be defined at the OU or system level.  The parameters that are to be OU- or 
system-level defined are not listed in the security control catalog below. 

4.1 Security Control Policies and Procedures 

For all security control families, the DOC requires OUs to:  
a. Develop, document, and disseminate to all government   and contractor personnel 

with IT security responsibilities in the system development life-cycle: 
1. A  policy that addresses purpose, scope, roles, responsibilities, management 

commitment, coordination among organizational entities, and compliance; and 
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2. Procedures to facilitate the implementation of the policy and associated security 
controls; and 

b. Review policies and procedures at least annually and update as needed. 

 

4.2 Security Control Catalog Key 
 
Control Number – Security controls will be listed as follows: Control Family Abbreviation – 
Control Number. Enhancement Number.  For example:  AC-2.1 refers to Access Control, 
Control Number 2, Enhancement Number1. 
 
Control Name/Requirement – Lists the title of the control/enhancement and details necessary 
for implementation. 
 
Security Baselines – Baselines (Low, Moderate, or High) selected as applicable by NIST SP 
800-53 Rev. 4 will be noted for each control. 

4.3 Access Control (AC) 
 

Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Account Management 

AC-2 

Account Management 
The DOC requires the OUs to manage information 
system accounts, including establishing, activating, 
modifying, reviewing, disabling, and removing 
accounts.  

The DOC requires the OUs to review accounts for 
compliance with account management requirements at 
least annually. 

Refer to DOC Account Deactivation Timeframe 
Policy Reminder Memo (May 20, 2013). 

X X X 

AC-2.2 

Removal of Temporary/Emergency Accounts 
The DOC requires the OUs to ensure that information 
systems automatically remove and/or disable temporary 
and emergency accounts not more than 30 days after 
they are created.  

 X X 

AC-2.3 

Disable Inactive Accounts 
The information system automatically removes and/or 
disables inactive accounts after 30 days. The access 
period for temporary/emergency accounts must not 

 X X 
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Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
exceed 30 days. 

Separation of Duties 

AC-5 

Separation of Duties 
The DOC requires OUs to ensure that information 
systems enforce separation of duties through assigned 
access authorizations.  
The following three (3) categories of “duty”, at a 
minimum, shall be kept separate or compensating 
controls put in place to monitor activity closely:  

1. IT administration or operation (assuring systems 
function, to serve the system users);  

2. IT security: Operational, Oversight/Policy, and 
Auditing (assuring adequacy of system controls 
for availability, integrity, and confidentiality); 
and,  

3. IT management (allocating adequate resources 
for implementation of effective IT Security 
Programs and system controls).  

Due to staffing constraints, the System Owner may 
authorize the use of dual roles (e.g., a System 
Administrator may serve as a back-up for an ISSO who 
is on leave).  However, while serving in a dual role, 
compensating management controls must be 
implemented to ensure changes to the security posture 
are properly authorized. 

 X X 

Unsuccessful Login Attempts 

AC-7 

Unsuccessful Login Attempts 
The DOC requires the OUs to ensure that information 
systems enforce a maximum of five (5) consecutive 
invalid access attempts by a user during a fifteen (15) 
minute period. The information system automatically 
locks the account/node for a minimum of fifteen (15) 
minutes or delays next login prompt according to a 
specified organization-defined delay algorithm when 
the maximum number of unsuccessful attempts is 
exceeded. 
DOC Criteria:  Locked accounts with privileged access 
(i.e., root or administrator access) will remain locked 
until unlocked by the respective Help Desk, Security 
Administrator, or other authorized account management 
personnel.  

X X X 

System Use Notification 
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Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 

AC-8 

System Use Notification 
The DOC requires the OUs to ensure that information 
systems display an approved, system use notification 
message before granting system access informing 
potential users: (i) that the user is accessing a U.S. 
Government information system; (ii) that system usage 
may be monitored, recorded, and subject to audit; (iii) 
that unauthorized use of the system is prohibited and 
subject to criminal and civil penalties; and (iv) that use 
of the system indicates consent to monitoring and 
recording. The system use notification message provides 
appropriate privacy and security notices (based on 
associated privacy and security policies or summaries) 
and remains on the screen until the user takes explicit 
actions to log on to the information system.  
 
DOC Criteria: The DOC requires the following text be 
inserted in the message in order to give users proper 
notification:  
"You are accessing a U.S. Government information 
system, which includes: 1) this computer, 2) this 
computer network, 3) all computers connected to this 
network, and 4) all devices and storage media attached 
to this network or to a computer on this network. You 
understand and consent to the following: you may 
access this information system for authorized use only; 
you have no reasonable expectation of privacy regarding 
any communication of data transiting or stored on this 
information system; at any time and for any lawful 
Government purpose, the Government may monitor, 
intercept, and search and seize any communication or 
data transiting or stored on this information system; and 
any communications or data transiting or stored on this 
information system may be disclosed or used for any 
lawful Government purpose.” 

X X X 

Session Lock 

AC-11 

Session Lock 
The DOC requires the OUs to ensure that information 
systems prevent further access to the system by 
initiating a session lock after thirty (30) minutes of 
inactivity, and the session lock remains in effect until 
the user reestablishes access using appropriate 
identification and authentication procedures.  

 

X X 
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Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
DOC Criteria:  The DOC requires OUs to initiate 
session lock after thirty (30) minutes of inactivity for 
web applications, remote access, and portable devices, 
and fifteen (15) minutes of inactivity for desktop 
systems. For all other session locks (application or 
system specific), the time period must be defined by the 
OU.  
“Inactivity” is defined as only those actions that require 
interaction of a user (i.e., system and application calls 
are not included).  

Session Termination 

AC-12 

Session Termination 
The DOC requires the OUs to ensure that information 
systems automatically terminate a remote session after 
thirty (30) minutes of inactivity.  
DOC Criteria: “Inactivity” is defined as only those 
actions that require interaction of a user (i.e., system and 
application calls are not included).  

 

X X 

Remote Access 

AC-17 

Remote Access 
Refer to CITR-008: Remote Access and CITR-20: 
Safeguarding Information While on Foreign Travel for 
control details. 

X X X 

AC-17.2  

Protection of Confidentiality/Integrity Using 
Encryption 
Refer to CITR-008: Remote Access and CITR-20: 
Safeguarding Information While on Foreign Travel for 
control details. 

 X X 

Wireless Access 

AC-18 
Wireless Access 
Refer to CITR-014: Wireless Encryption Enhancements 
Policy for control details.  

X X X 

Access Control for Mobile Devices 

AC-19 

Access Control for Mobile Devices 
Refer to CITR-008: Remote Access and CITR-020: 
Safeguarding Information While on Foreign Travel for 
control details. 

X X X 

Use of External Information Systems 

AC-20 
Use of External Information Systems 
Refer to NIST SP 800-53 Rev. 4 AC-20 for control 
details. 

X X X 
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Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
DOC Criteria: The DOC requires the OUs to verify 
and document requirements in an Interconnection 
Security Agreement (ISA), Memorandum of Agreement 
(MOA), Memorandum of Understanding (MOU) and/or 
contract. 

AC-20.2 

Portable Storage Devices 
The DOC restricts the use of organization-controlled 
portable storage devices by authorized individuals on 
external information systems. 

 

X X 

4.4 Security Awareness and Training (AT) 
 

Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Security Awareness Training 

AT-2 

Security Awareness Training 
The DOC requires the OUs to provide basic security 
awareness training to all information system users 
(including managers and senior executives) before 
authorizing access to the system, when required by 
system changes, and at least annually thereafter based 
on fiscal year.     
     
DOC Criteria: A user may be granted temporary access 
where an information system security orientation is 
provided with granted access, until the training 
requirement can be met. In this instance, training shall 
be met within thirty (30) calendar days.  
If a user refuses to engage in, or cannot meet the 
training requirement due to extenuating 
circumstances, access to information and resources 
must be suspended, and a risk-based decision 
whether to reinstate access made by the AO. 

X X X 

Role-Based Security Training 

AT-3 
Role-Based Security Training 
Refer to CITR-006: Information System Security 
Training for Significant Roles for control details. 

X X X 

Security Training Records 

AT-4 
Security Training Records 
Refer to CITR-006: Information System Security 
Training for Significant Roles for control details. 

X X X 
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4.5 Audit and Accountability (AU) 
 

Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Audit Events 

AU-2 

Audit Events 
The DOC requires the OUs to ensure the information 
system generates audit records for events as defined by 
the OU.  
 
DOC Criteria: The list of auditable events to be 
recorded should include, but is not limited to: account 
logon events, account management events, directory 
service access events, object access failures, policy 
change failures, privilege use failures, and system 
events. Other events must be defined by the OU.  
The DOC requires logging all computer-readable 
data extracts from databases holding sensitive 
information (refer to OMB M-06-16:  Protection of 
Sensitive Agency Information). 

X X X 

AU-2.3 
Reviews and Updates 
The DOC requires the OUs to review and update list of 
audited events at least annually. 

 X X 

Content of Audit Records 

AU-3 

Content of Audit Records 
Refer to NIST SP 800-53 Rev. 4 AU-3 for control 
details. 
DOC Criteria:  The DOC requires the following record 
content for data extracts from databases holding 
sensitive information: date of extraction, date of 
extraction deletion, name of extractor, and storage 
location of extraction.  

X X X 

AU-3.2 

Centralized Management of Planned Audit Record 
Content 
The DOC requires the OUs to ensure the information 
system provides the capability to centrally manage the 
content of audit records generated by individual 
components throughout the system.  

 

 X 

Response to Audit Processing Failures 

AU-5.1 

Audit Storage Capacity 
The DOC requires the OUs to ensure the information 
system provides a warning when allocated audit record 
storage volume reaches 90% of maximum audit record 

  

X 
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Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
storage capacity.  

AU-5.2 

Real-Time Alerts 
The DOC requires the OUs to ensure the information 
system provides a real time alert when the following 
audit failure events occur: software/hardware error, 
failure in audit capturing mechanism, and capacity met 
for audit record storage capacity.  

  

X 

Time Stamps 

AU-8 

Time Stamps 
DOC requires information systems to: 

a. Use internal system clocks to generate time 
stamps for audit records; and 

b. Record time stamps for audit records that can be 
mapped to Coordinated Universal Time (UTC) 
or Greenwich Mean Time (GMT) and are 
accurate to the second. 

X X X 

Audit Record Retention 

AU-11 

Audit Record Retention 
The DOC requires the OUs to retain audit logs for 
at least ninety (90) days to provide support for 
after-the-fact investigations of security incidents 
and to meet regulatory and organizational 
information retention requirements. 

X X X 

Audit Generation 

AU-12.1 

Time-Correlated Audit Trail 
DOC information systems must compile audit records 
from events listed in AU-2 into a system-wide (logical or 
physical) audit trail that is time-correlated to within 2 
seconds. 

  

X 

4.6 Security Assessment and Authorization (CA) 

Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Security Assessments 

CA-2 
Security Assessments 
Refer to CITR-019: Risk Management Framework 
(RMF) for control details. 

X X X 

CA-2.2  
Specialized Assessments 
Refer to CITR-019: Risk Management Framework 
(RMF) for control details. 

  X 
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Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Information and System Connections 

CA-3 

Information and System Connections 
Refer to CITR-019: Risk Management Framework 
(RMF) for control details. 
DOC Criteria: The DOC requires OUs to review and 
update Interconnection Security Agreements at least 
annually and update as necessary.  

X X X 

Plan of Action and Milestones 

CA-5 
Plan of Action and Milestones 
Refer to CITR-018: IT Security Plans of Action and 
Milestones (POA&M) for control details.  

X X X 

Security Authorization 

CA-6 
Security Authorization 
Refer to CITR-019: Risk Management Framework 
(RMF) for control details. 

X X X 

Continuous Monitoring 

CA-7 

Continuous Monitoring 
Refer to OMB M-14-03: Enhancing the Security of 
Federal Information and Information Systems and 
CITR-019: Risk Management Framework (RMF) for 
control details. 

X X X 

CA-7.1 
Independent Assessment 
Refer to CITR-019: Risk Management Framework 
(RMF) for control details. 

 X X 

Penetration Testing 

CA-8 
Penetration Testing 
Penetration testing must be conducted at least annually 
as part of annual assessment. 

  X 

4.7 Configuration Management (CM) 
 
Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Baseline Configuration 

CM-2.1 

Reviews and Updates 
Refer to CITR-017: Security Configuration Checklist 
Program for control details. 
Baseline configuration documentation must be reviewed 
and updated: 

a. At least annually; 

 

X X 
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Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
b. When required due to a significant system 

change; and 
c. As an integral part of information system 

component installations and updates.  

CM-2.3 

Retention of Previous Configurations 
The DOC requires OUs to retain at minimum one 
previous version of the system configuration to support 
rollback. 

 

X X 

CM-2.4  

Configure Systems, Components, or Devices for High-
Risk Areas 
Refer to CITR-20: Safeguarding Information While on 
Foreign Travel for control details. 

 

X X 

Security Impact Analysis 

CM-4 
Security Impact Analysis 
Refer to CITR-019: Risk Management Framework 
(RMF) for control details.  

X X X 

CM-4.1 
Separate Test Environments 
Refer to CITR-019: Risk Management Framework 
(RMF) for control details. 

  X 

Configuration Settings 

CM-6 
Configuration Settings 
Refer to CITR-017: Security Configuration Checklist 
Program for control details.  

X X X 

Least Functionality 

CM-7.1 
Periodic Review 
Refer to CITR-019: Risk Management Framework 
(RMF) for control details. 

 X X 

CM-7.2 
Prevent Program Execution 
The list of prohibited and/or restricted functions, ports, 
protocols, and/or services, shall be included in the SSP. 

 X X 

Information System Component Inventory 

CM-8 
Information System Component Inventory 
Refer to CITR-017: Security Configuration Checklist 
Program for control details.  

X X X 

CM-8.3 
E(3) 

Automated Unauthorized Component Detection 
Refer to CITR-017: Security Configuration Checklist 
Program for control details.  
The DOC requires OUs to take action as appropriate to 
address detection of unauthorized components. 

 X X 

Software Usage Restrictions 

OFFICIAL USE ONLY
 

      Department of Commerce  Page 35 



DOC ITSPP    

 

Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 

CM-10 
Software Usage Restrictions 
Refer to CITR-011, Peer-to-Peer Technology and 
CITR-022: Access and Use for control details. 

X X X 

User-Installed Software 

CM-11 
User-Installed Software 
Refer to CITR-022: Access and Use, for control 
details. 

X X X 

4.8 Contingency Planning (CP) 
 
Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Contingency Plan 

CP-2 

Contingency Plan 
The DOC requires the OUs to develop and implement a 
Contingency Plan for the information system addressing 
contingency roles, responsibilities, assigned individuals 
with contact information, and activities associated with 
restoring the system after a disruption or failure. 
Designated officials within the organization review and 
approve the Contingency Plan and distribute copies of the 
plan to key contingency personnel at least annually and 
update as needed.  

X X X 

CP-2.3  

Resume Essential Missions/Business Functions 
See OMB M-04-15: Development of Homeland Security 
Presidential Directive (HSPD) - 7 Critical Infrastructure 
Protection Plans to Protect Federal Critical Infrastructures 
and Key Resources for related requirements. 

 X X 

CP-2.8 

Identify Critical Assets 
See OMB M-04-15: Development of Homeland Security 
Presidential Directive (HSPD) - 7 Critical Infrastructure 
Protection Plans to Protect Federal Critical Infrastructures 
and Key Resources for related requirements. 

 X X 

Contingency Training 

CP-3 
Contingency Training 
Refer to CITR-006: Information System Security 
Training for Significant Roles for control details. 

X X X 

CP-3.1 

Simulated Events 
Refer to CITR-006: Information System Security 
Training for Significant Roles and CITR-015: 
Contingency Plan Testing and Exercise Activities for 

  

X 
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Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
control details. 

Contingency Plan Testing and Exercise 

CP-4 
Contingency Plan Testing 
Refer to CITR-015: Contingency Plan Testing and 
Exercise Activities and FAQ II for control details. 

X X X 

CP-4.2 
Alternate Processing Site 
Refer to CITR-015: Contingency Plan Testing and 
Exercise Activities for control details. 

  

X 

Telecommunications Services 

CP-8 

Telecommunications Services 
Refer to OMB M-05-16: Regulation on Maintaining 
Telecommunication Services During a Crisis or 
Emergency in Federally-owned Buildings for control 
details. 

 

X X 

Information System Backup 

CP-9.1 

Testing for Reliability/Integrity 
The DOC requires the OUs to test backup information at 
least annually to verify media reliability and information 
integrity. 
Refer to CITR-015: Contingency Plan Testing and 
Exercise Activities and FAQ II for control details. 

 

X X 

CP-9.3 

Separate Storage For Critical Information 
The DOC requires the OUs to store backup copies of the 
operating system and other critical information system 
software in a separate facility or in a fire-rated container 
that is not collocated with the operational software. 

  

X 

Information System Recovery and Reconstitution 

CP-10 

Information System Recovery and Reconstitution 
The DOC requires the most recent secure backups for 
system components should include the most recent 
known baseline configuration for all components. 

X X X 

4.9 Identification and Authentication (IA) 

Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
User Identification and Authentication 

IA-2 

Identification and Authentication (Organizational 
Users) 
The DOC requires the OUs to ensure the information 
system uniquely identifies and authenticates users (or 

X X X 
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Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
processes acting on behalf of users).  
DOC Criteria: For remote access, DOC requires two-
factor authentication (Level 3 compliant as defined in 
CITR-008: Remote Access) where one factor is provided 
by a device separate from the computer gaining access 
for remote access. See OMB M-04-04, E-Authentication 
Guidance for Federal Agencies, OMB M-06-16, 
Protection of Sensitive Agency Information, OMB M-06-
19, Reporting Incidents Involving Personally 
Identifiable Information and Incorporating the Cost for 
Security in Agency Information Technology Investments, 
and OMB M-07-16, Safeguarding Against and 
Responding to the Breach of Personally Identifiable 
Information.  
 
For remote access by portable and mobile devices, DOC 
requires the use of two-factor authentication where one 
factor is provided by a device separate from the 
computer gaining access.  
 
Refer to Policy Memorandum for the Continued 
Implementation of Homeland Security Presidential 
Directive 12 (HSPD-12) for control details. 

Authenticator Management 

IA-5.1 
 

Password-Based Authentication 
Refer to CITR-021: Password Management for control 
details. 

X X X 

IA-5.11 
 

Hardware Token-Based Authentication 
Refer to M-11-11, Continued Implementation of 
Homeland Security Presidential Directive (HSPD) 
12- Policy for a Common Identification Standard for 
Federal Employees and Contractors for control 
details. 

X X X 

4.10 Incident Response (IR) 

Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Incident Response Training 

IR-2 
Incident Response Training 
Refer to CITR-006: Information System Security 
Training for Significant Roles for control details. 

X X X 

Incident Response Testing 

OFFICIAL USE ONLY
 

      Department of Commerce  Page 38 



DOC ITSPP    

 

Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 

IR-3 

Incident Response Testing 
The DOC requires the OUs to test the incident 
response capability for the information system at least 
annually using OU-defined tests to determine the 
incident response effectiveness and documents the 
results. Responding to a genuine security incident will 
fulfill the annual testing requirement. 

 

X X 

Incident Monitoring 

IR-5 

Incident Monitoring 
The DOC requires the OUs to track and document 
information system security incidents on an ongoing 
basis.  

X X X 

Incident Reporting 

IR-6 

Incident Reporting 
The DOC requires the OUs to: 
a. Require personnel to report suspected security 
incidents and PII breaches to the organizational 
incident response capability as soon as possible.  The 
organizational incident response capability must 
report the PII incident to the DOC Chief Privacy 
Officer, DOC-CIRT (where DOC-CIRT is not the 
receiving CIRT), and US-CERT within one (1) hour 
of discovery/detection; and 
b. Report security incident information to the 
servicing incident response team. 

X X X 

Incident Response Assistance 

IR-7 

Incident Response Assistance 
The DOC requires the OUs to provide an incident 
response support resource that offers advice and 
assistance to users of the information system for the 
handling and reporting of security incidents. The 
support resource is an integral part of the DOC 
incident response capability. 
 
DOC Criteria: The US-CERT provides assistance to 
the DOC FedCIRT in handling incidents, technical 
inquiries, as well as alerts and advisories, via a 24-
hour Incident Response Center. User assistance must 
be provided as part of each OU’s Incident Response 
capability. 
 
The OSY Investigations and Intelligence Program 
provides assistance to the DOC FedCIRT in handling 
incidents, technical inquiries, as well as alerts and 

X X X 
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Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
advisories that have a counterintelligence nexus. 

4.11 Media Protection (MP) 

Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Media Labeling 

MP-3 

Media Marking 
The DOC requires the OUs to: (i) affix external labels to 
removable information system media and information 
system output indicating the distribution limitations, 
handling caveats and applicable security markings (if 
any) of the information; and (ii) exempt specific types 
of OU-defined media or hardware components from 
labeling so long as they remain within the OU-defined 
protected environment. 

 X X 

Media Transport 

MP-5 

Media Transport 
The DOC requires the OUs to: 
a. Protect and control removable media devices as 
required by CITR-005: Removable Media Devices; 
b. Maintain accountability for information system 
media during transport outside of controlled areas; 
c. Document activities associated with the transport 
of information system media; and 
d. Restrict the activities associated with the transport 
of information system media to authorized personnel. 

 X X 

MP-5.4 
 

Cryptographic Protection 
Refer to CITR-005: Removable Media Devices and 
CITR-020: Safeguarding Information While on 
Foreign Travel for control details. 

 X X 

Media Use 

MP-7 

Media Use 

Refer to CITR-005: Removable Media Devices for 
control details specific to Moderate and High systems. 

X X X 

4.12 Physical and Environmental Protection (PE) 

Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Physical Access Authorizations 

PE-2 Physical Access Authorizations X X X 
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Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
The DOC requires the OUs to: 
a. Develop, approve, and maintain a list of individuals 
with authorized access to the facility where the 
information system resides; 
b. Issue authorization credentials for facility access; 
c. Review the access list detailing authorized facility 
access by individuals at least annually; and 
d. Remove individuals from the facility access list 
when access is no longer required. 

Access Control for Display Medium 

PE-5 

Access Control for Output Devices 
The DOC requires the OUs to control physical access 
to information system output devices to prevent 
unauthorized individuals from obtaining the output. 

 

X X 

Monitoring Physical Access 

PE-6 

Monitoring Physical Access 
The DOC requires the OUs to: 
a. Monitor physical access to the facility where the 
information system resides to detect and respond to 
physical security incidents; 
b. Review physical access logs at least annually and 
upon occurrence of OU-defined events or potential 
indications of events; and 
c. Coordinate results of reviews and investigations 
with the organizational incident response capability. 

X X X 

Visitor Access Records 

PE-8 

Visitor Access Records 
The DOC requires the OUs to: 
a. Maintain visitor access records to the facility 
where the information system resides for at least 
one year; and 
b. Review visitor access records at least annually. 

X X X 

4.13 Planning (PL) 
Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
System Security Plan 

PL-2 
System Security Plan 
Refer to CITR-019: Risk Management Framework 
(RMF) for control details. 

X X X 

Rules of Behavior 

PL-4 
Rules of Behavior 
The DOC requires the OUs to ensure written 
acknowledgement of CITR-022: Access and Use 

X X X 
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Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Policy and/or an OU-specific equivalent policy prior 
to granting access to any non-public IT systems, 
networks, or resources. This may be accomplished by 
providing employees with a copy of the policy and 
obtaining a written acknowledgement that they have 
read and understood the policy, or by developing a 
separate access and use form that describes this 
policy, to be signed by an employee or associate prior 
to that individual being provided access to IT 
systems/network/resources. 

PL-4.1 
 

Social Media And Networking Restrictions 
Refer to CITR-022: Access and Use Policy and the DOC 
Social Media Policy for control details. 

 X X 

Information Security Architecture 

PL-8 

Information Security Architecture 
The DOC requires the OUs to: 
a. Develop an information security architecture for the 
information system that: 
1. Describe the overall philosophy, requirements, and 
approach to be taken with regard to protecting the 
confidentiality, integrity, and availability of 
organizational information; 
2. Describe how the information security architecture 
is integrated into and supports the enterprise 
architecture; and 
3. Describe any information security assumptions 
about, and dependencies on, external services; 
b. Review the information security architecture at 
least annually and updates as needed to reflect 
updates in the enterprise architecture; and 
c. Ensure that planned information security 
architecture changes are reflected in the security plan, 
the security Concept of Operations (CONOPS), and 
organizational procurements/acquisitions. 

 

X X 

 

4.14 Personnel Security (PS) 
Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Position Risk Designation 

PS-2 

Position Risk Designation 
The DOC requires the OUs to assign a risk 
designation to all positions and establish screening 
criteria for individuals filling those positions.  

X X X 

OFFICIAL USE ONLY
 

      Department of Commerce  Page 42 



DOC ITSPP    

 

Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
 
Refer to the DOC Manual of Security Policies and 
Procedures §10.1 “Position Risk and Sensitivity 
Designation” and CAM 1337.70 for control details. 
 
DOC Criteria:  
1. OUs shall comply with the requirements of the 
DOC Handbook on Suitability (DAO 202-731, 
Position Sensitivity for Personnel Suitability and 
Personnel Security Purposes) and the DOC Manual of 
Security Policies and Procedures, which provide 
criteria for national security positions, and for Low, 
Moderate, and High “risk” non-national security 
positions. 
 
2. The CAM 1337.70, Security Processing 
Requirements for On-Site Service Contracts provides 
contract risk designation criteria and contract language 
for IT service contracts.  

Personnel Screening 

PS-3 

Personnel Screening 
The DOC requires the OUs to screen individuals 
requiring access to organizational information and 
information systems before authorizing access. OUs 
must rescreen individuals in accordance with the 
DOC Manual of Security Policies and Procedures. 
 
Refer to the DOC memorandum National Security 
Clearance Requirement for CIOs and ITSOs (Jan. 
27th, 2010) for control details. 
 
DOC Criteria:  The DOC requires that all personnel 
be subject to an appropriate background check prior 
to permitting permanent access to DOC resources. 
Appropriate background checks must be performed 
on employees, contractors, and any “guests” prior to 
their being given long-term, permanent access to 
DOC information systems and networks in 
accordance with requirements contained in the DOC 
Handbook on Suitability and the DOC Manual of 
Security Policies and Procedures.  

X X X 

Access Agreements 

PS-6 Access Agreements 
The DOC requires the OUs to complete appropriate X X X 

OFFICIAL USE ONLY
 

      Department of Commerce  Page 43 



DOC ITSPP    

 

Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
signed access agreements for individuals requiring 
access to organizational information and information 
systems before authorizing access, review the 
agreements at least annually, and update them as 
necessary. 
 
Refer to CITR-022: Access and Use Policy for control 
details. 

Personnel Sanctions 

PS-8 

Personnel Sanctions 
The DOC requires the OUs to comply with the formal 
sanctions process established by OHRM. Violations of 
this policy may result in disciplinary action, up to and 
including dismissal and/or legal action against the 
offending employee(s), contractors, or visitors, 
consistent with applicable law and DAO 202-751, 
Discipline, or contract terms as applicable. 
 
Refer to CITR-022: Access and Use Policy for control 
details. 

X X X 

4.15 Risk Assessment (RA) 

 Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Security Categorization 

RA-2 
Security Categorization 
Refer to CITR-019: Risk Management Framework 
(RMF) and FAQ II for control details. 

X X X 

Risk Assessment 

RA-3 
Risk Assessment 
Refer to CITR-019: Risk Management Framework 
(RMF) for control details. 

X X X 

Vulnerability Scanning 

RA-5 

Vulnerability Scanning 
Refer to the DOC memorandum Transmittal Memo 
for CITR-016 and CITR-17 (Jan. 25th, 2012) for 
control details. 

X X X 

RA-5.1 
 

Update Tool Capability 
Refer to CITR-016: Vulnerability Scanning and Patch 
Management for control details. 

 X X 

RA-5.2 
 

Update by Frequency / Prior to New Scan / When 
Identified 
Refer to CITR-016: Vulnerability Scanning and Patch 

 X X 
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 Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Management for control details. 

RA-5.3 
 

Breadth / Depth of Coverage 
The DOC requires the OUs to employ vulnerability 
scanning procedures that can demonstrate the breadth 
and depth of scan coverage, including vulnerabilities 
checked and information system components scanned. 

X X X 

RA-5.5 
 

Privileged Access 
Refer to CITR-016: Vulnerability Scanning and Patch 
Management for control details. 

 X X 

4.16 System and Services Acquisition (SA) 
 Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Acquisition Process 

SA-4 

Acquisition Process 
The DOC requires the OUs to include security 
requirements and/or security specifications either 
explicitly or by reference, in information system 
acquisition contracts based on an assessment of risk 
and in accordance with applicable laws, EOs, 
directives, policies, regulations, and standards.  
 
Refer to the Commerce Acquisition Manual (CAM) 
1337.70 for control details. 
 
DOC Criteria:  The OUs utilize the DOC IT 
Compliance in Acquisitions Checklist or a 
materially similar checklist to ensure that 
information security is considered during the 
requirements definition, solicitation, and award 
process. 

X X X 

SA-4.10 
 

Use of Approved PIV Products 
Refer to Policy Memorandum for the Continued 
Implementation of Homeland Security Presidential 
Directive 12 (HSPD-12) for control details. 

X X X 

External Information System Services 

SA-9 

External Information System Services 
The DOC requires the OUs to: 
a. Require that providers of external information 
system services comply with organizational 
information security requirements and employ the 
risk management framework described in CITR-019: 
Risk Management Framework (RMF) in accordance 
with applicable federal laws, Executive Orders, 

X X X 
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 Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
directives, policies, regulations, standards, and 
guidance; 
b. Define and document government oversight and 
user roles and responsibilities with regard to external 
information system services; and 
c. Employ OU-defined processes, methods, and 
techniques to monitor security control compliance by 
external service providers on an ongoing basis. 
 
DOC Criteria: The overall responsibility and 
accountability for securing the information and 
information systems remains with the DOC/OU. 
Therefore, the DOC requires the OUs to ensure that 
third-party providers of information system services 
employ adequate security controls in accordance with 
DOC ITSPP. The DOC also requires the OUs to 
monitor external information system security control 
compliance. 

Developer Configuration Management 

SA-10 

Developer Configuration Management 
The DOC requires the OU information system 
developers create and implement a configuration 
management plan that controls changes to the system 
during development, tracks security flaws, requires 
authorization of changes, and provides 
documentation of the plan and its implementation. 

 X X 

Developer Security Testing and Evaluation 

SA-11 

Developer Security Testing and Evaluation 
The DOC requires the OU information system 
developers create a security test and evaluation plan, 
implement the plan, and document the results. 
 
DOC Criteria: Developmental security assessment 
results shall be used in support of the A&A process 
for information systems in accordance with the OU’s 
system development life cycle. 

 X X 

Supply Chain Protection 

SA-12 

Supply Chain Protection 
Refer to the DOC IT Compliance in Acquisitions 
Checklist or a materially similar checklist for control 
details. 

  X 
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4.17 System and Communications Protection (SC) 

 Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Denial of Service Protection 

SC-5 

Denial of Service Protection 
The DOC requires the OUs to ensure the 
information system protects against or limits the 
effects of the following types of Denial of Service 
(DoS) attacks: directed malicious attacks against 
DOC networks, systems, or services originating 
internally or from the Internet or other external 
networks.  

X X X 

Boundary Protection 

SC-7.3 
 

Access Points 
Refer to the M-08-05: Implementation of Trusted 
Internet Connections (TIC) and the Trusted Internet 
Connections (TIC) Reference Architecture Document 
Version 2.0 for control details. 

 X X 

SC-7.4 
 

External Telecommunications Services 
The DOC requires OUs to: 
(a) Implement a managed interface for each external 
telecommunication service; 
(b) Establish a traffic flow policy for each managed 
interface; 
(c) Protect the confidentiality and integrity of the 
information being transmitted across each interface; 
(d) Document each exception to the traffic flow policy 
with a supporting mission/business need and duration 
of that need; and 
(e) Review exceptions to the traffic flow policy 
annually and removes exceptions that are no longer 
supported by an explicit mission/business need. 

 X X 

Network Disconnect 

SC-10 

Network Disconnect 
The DOC requires the OUs to ensure the information 
system terminates a network connection at the end 
of a session or after thirty (30) minutes of 
inactivity. 

 X X 

4.18 System and Information Integrity (SI) 

Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Malicious Code Protection 

SI-3 Malicious Code Protection X X X 

OFFICIAL USE ONLY
 

      Department of Commerce  Page 47 



DOC ITSPP    

 

Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
The DOC requires OUs to: 
a. Employ malicious code protection mechanisms at 
information system entry and exit points to detect 
and eradicate malicious code; 
b. Update malicious code protection mechanisms 
whenever new releases are available in accordance 
with OU configuration management policy and 
procedures; 
c. Configure malicious code protection mechanisms 
to: 
1. Perform periodic scans of the information system 
at least monthly and real-time scans of files from 
external sources at endpoints and/or network 
entry/exit points as the files are downloaded, 
opened, or executed in accordance with 
organizational security policy; and 
2. Block malicious code, quarantine malicious 
code; send an alert to the system administrator, 
and/or perform some other organization-defined 
action(s) in response to malicious code detection; 
and 
d. Addresses the receipt of false positives during 
malicious code detection and eradication and the 
resulting potential impact on the availability of the 
information system. 

Information System Monitoring  

SI-4 

Information System Monitoring 
The DOC requires the OUs to protect all external 
access points by using network-based intrusion 
detection/prevention systems (IDS/IPS) and all 
publicly accessible DOC servers by using host-based 
IDSs. 

X X X 

SI-4.5 
 

System-Generated Alerts 
The DOC requires the OUs to ensure the information 
systems provide a real-time alert when the following 
indications of compromise or potential compromise 
occur: OU-defined list of compromise indicators or 
indications that the system’s integrity has been 
breached. 

 X X 

Security Function Verification 

SI-6 

Security Function Verification 
The DOC requires the OUs to ensure the information 
system verifies the correct operation of security 
functions upon system startup and restart, upon 

  X 
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Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
command from a user with appropriate privilege, and 
periodically at the frequency defined in the SSP and 
notifies the System Administrator, shuts the system 
down, restarts the system or takes appropriate action 
as defined by the OU when anomalies are discovered.   
The DOC requires the OUs to employ automated 
mechanisms to provide notification of failed 
automated security tests. 

SI-6.2 
 

Automation Support for Distributed Testing 
The DOC requires the OUs to employ automated 
mechanisms to support management of distributed 
security testing. 

  X 

Software and Information Integrity 

SI-7 

Software, Firmware, and Information Integrity 
The DOC requires the OUs to ensure the information 
system detects and protects against unauthorized 
changes to software, firmware, and information. 

 X X 

SI-7.1 
 

Integrity Checks 
The DOC requires the OUs to reassess the integrity of 
software, firmware, and information by performing 
integrity scans of the system at least semi-annually. 

 X X 

SI-7.3 
 

Centrally-Managed Integrity Tools 
The DOC requires the OUs to employ centrally 
managed integrity verification tools. 

  X 

 

4.19 Program Management (PM) 
 
Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
Information Security Resources 

PM-3 

Information Security Resources 
The DOC requires OUs to follow OMB Budget 
Data Request requirements provided by DOC for 
reporting IT Security expenditures.  

X X X 

Plan of Action and Milestones Process 

PM-4 
Plan of Action and Milestones Process 
Refer to CITR-018: IT Security Plans of Action and 
Milestones (POA&M) for control details. 

X X X 

Information System Inventory 

PM-5 
Information System Inventory 
OUs must enter all FISMA-reportable systems into  
CSAM, review their inventory at least once a fiscal 

X X X 
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Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
year, and make updates as necessary. 

Information Security Measures of Performance 

PM-6 

Information Security Measures of Performance 
OUs must provide FISMA and CyberCAP metrics per 
DOC OCS guidance, as well as their own OU-defined 
performance measures, as appropriate. 

X X X 

Critical Infrastructure Plan 

PM-8 

Critical Infrastructure Plan 
The DOC requires OUs to address information 
security issues in the development, documentation, 
and updating of a critical infrastructure and key 
resources protection plan. 

X X X 

Risk Management Strategy 

PM-9 

Risk Management Strategy 
The DOC requires OUs to develop and maintain a 
risk management strategy consistent with CITR-
019: Risk Management Framework (RMF), review 
it annually, and update it as needed. 

X X X 

Security Authorization Process 

PM-10 

Security Authorization Process 
The DOC requires OUs to designate individuals to 
fill specific roles and responsibilities within the 
organizational risk management process. 
 
Refer to CITR-019: Risk Management Framework 
(RMF) for control details. 

X X X 

Insider Threat Program 

PM-12 

Insider Threat Program 
The DOC requires OUs to implement an insider 
threat program that includes a cross-discipline 
insider threat incident handling team. DOC OUs 
follow guidance provided by the Office of Cyber 
Security and OSY for the fulfillment of this 
control.  

X X X 

Information Security Workforce 

PM-13 
Information Security Workforce 
Refer to CITR-006: Information Systems Security 
Training for Significant Roles for control details. 

X X X 

Testing, Training, and Monitoring 

PM-14 

Testing, Training, and Monitoring 
Refer to CITR-006: Information Systems Security 
Training for Significant Roles, CITR-015: 
Contingency Plan Testing and Exercise Activities, 
and CITR-019: Risk Management Framework 

X X X 
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Control 
Number Control Name/Requirement Security Baselines 

Low Moderate High 
(RMF) for control details. 

Threat Awareness Program 

PM-16 

Threat Awareness Program 
The DOC requires OUs to implement a threat 
awareness program that includes a cross-
organization information-sharing capability. 

X X X 
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Appendix A:  Acronyms and Abbreviations 

Acronym Definition 
A&A Assessment and Authorization 
AO Authorizing Official 
AODR Authorizing Official Designated Representative 
ATO Authorization to Operate 
BPO Bureau Procurement Official 
CAC Common Access Card 
CAM Commerce Acquisition Manual 
CAR Commerce Acquisition Regulation 
CFO Chief Financial Officer 
CIAO Chief Infrastructure Assurance Officer 
CIO Chief Information Officer 
CIPM Critical Infrastructure Protection Manager 
CIRT Computer Incident Response Team 
CISO Chief Information Security Officer 
CITR Commerce Information Technology Requirement 
CITRB Commerce Information Technology Review Board 
CO Contracting Officer 
COOP  Continuity of Operations Planning 
COTR Contracting Officer Technical Representative 
CPIC Capital Planning and Investment Control 
CRMO Compliance & Risk Management Officer 
CSAM Cyber Security Assessment and Management 
DAO Department Administrative Order 
DATO Denial of Authority to Operate 
DOC Department of Commerce 
DOO Department Organization Orders 
DoS Denial of Service 
EA Enterprise Architecture 
EIT Electronic and Information Technology 
EO Executive Order 
FACA Federal Advisory Committee Act 
FAR Federal Acquisition Regulation 
FedCIRT Federation of Computer Incident Response Teams 
FIPS Federal Information Processing Standard 
FISMA Federal Information Security Management Act 
FOIA  Freedom Of Information Act 
GAO Government Accountability Office 
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Acronym Definition 
HCO Head of Contracting Office 
HSPD Homeland Security Presidential Directive 
ID Identification 
IDS Intrusion Detection System 
IO Information Officer 
ISA Interconnection System Agreement 
ISSO Information System Security Officer 
IT Information Technology 
ITSCC Information Technology Security Coordinating Committee 
ITSO Information Technology Security Officer 
ITSPP Information Technology Security Program Plan 
LO Line Office 
MOA Memorandum of Agreement 
MOU Memorandum of Understanding  
NIST National Institute of Standards & Technology 
NIST SP NIST Special Publication 
OAM Office of Acquisition Management 
OCS Office of Cyber Security 
OFM Office of Financial Management 
OGC Office of General Counsel 
OHRM Office of Human Resource Management  
OIG Office of Inspector General 
OLIA Office of Legislative and Intergovernmental Affairs 
OMB Office of Management and Budget 
OPA Office of Public Affairs 
OPM Office of Personnel Management 
OPSP Office of Policy and Strategic Planning 
OS Office of the Secretary 
OSY Office of Security 
OU Operating Unit 
P2P Peer to Peer 
PD Presidential Directive 
PIA Privacy Impact Assessment 
PII Personally Identifiable Information 
PIV Personal Identity Verification 
PM Procurement Memorandum 
POA&M Plan of Action and Milestones 
RMF Risk Management Framework 
RoB Rules of Behavior 
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Acronym Definition 
SAISO Senior Agency Information Security Officer 
SAOP Senior Agency Official for Privacy 
SAP Security Accreditation Package 
SAR  Security Assessment Report 
SCA Security Controls Assessor 
SHRO Servicing Human Resources Office 
SO System Owner 
SP Special Publication 
SSN Social Security Number 
SSP System Security Plan 
U.S. United States 
US-CERT United States-Computer Emergency Readiness Team 
WAC Web Advisory Council 
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Appendix B:  Glossary 
Refer to Appendix B of NIST SP 800-53 Rev. 4 for a full glossary of terms used in that 
document’s security controls. 

 
Term Definition 

Access Control 
The process of limiting access to the resources of a system only to 
authorized programs, processes, or other systems (in a network).  
Synonymous with controlled access and limited access. 

Agency In the context of this document, the term “agency” almost always refers 
to the Department of Commerce, unless otherwise specified. 

Assessment  Usually refers to a Security Assessment (see below), unless otherwise 
specified.  

Assessment and 
Authorization (A&A) 

The process of conducting a security assessment on a system (see 
Security Assessment below) and determining, based on the results of that 
assessment, whether the system should be given authorization to 
operate. 

Audit 
The independent examination of records and activities to ensure 
compliance; establish controls, policy, and operational procedures, and 
to recommend indicated changes in controls, policy, or procedures. 

Authentication 

[FIPS 200]  Verifying the identity of a user, process, or device, often as a 
prerequisite to allowing access to resources in an information system. 
 
Examples of authentication include: showing an ID badge to a security guard; 
entering a username and password to access a system; and using a PIV badge 
and PIN to unlock a computer. 

Authenticator  The means used to confirm the identity of a user, processor, or device (e.g., 
user password or token).  

Authorization  
(to operate)  

The official management decision given by a senior organizational official to 
authorize operation of an information system and to explicitly accept the risk to 
organizational operations (including mission, functions, image, or reputation), 
organizational assets, individuals, other organizations, and the Nation based on 
the implementation of an agreed-upon set of security controls. Also called 
accreditation. 

Authorization 
The granting of access rights to a user, program, or process. See also 
Authorization (to operate) and Authorization and Accreditation for 
authorization specific to information systems. 

Availability 
The property of a system or service that ensures timely and reliable 
access to and use of that system or service and the information it 
contains. 

Boundary Protection  

Monitoring and control of communications at the external boundary of 
an information system to prevent and detect malicious and other 
unauthorized communications, through the use of boundary protection 
devices (e.g., gateways, routers, firewalls, guards, encrypted tunnels).  
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Term Definition 
Bureau See Operating Unit. 

Classified Information  

Information that has been determined: (i) pursuant to Executive Order 
12958 as amended by Executive Order 13526, or any predecessor Order, 
to be classified national security information; or (ii) pursuant to the 
Atomic Energy Act of 1954, as amended, to be Restricted Data (RD).  
 
Classified information is not within the scope of this document. 

Common Control  
[NIST SP 800-37; CNSSI 4009]  A security control that is inheritable by 
one or more organizational information systems. See Security Control 
Inheritance.  

Confidentiality 
The property of a system or service that preserves authorized restrictions 
on information access and disclosure, including means for protecting personal 
privacy and proprietary information. 

Configuration 
Management 

The management of security features and assurances through control of 
changes made to a system’s hardware, software, firmware, 
documentation, test, test fixtures, and test documentation throughout the 
development and operational life of the system.   

Configuration 
Settings  

The set of parameters that can be changed in hardware, software, or 
firmware that affect the security posture and/or functionality of the 
information system.  

Continuity of 
Operations Planning 
(COOP) 

A plan for emergency response, backup operations, and post-disaster 
recovery maintained by an activity as a part of its security program that 
will ensure the availability of critical resources and facilitate the 
continuity of operations in an emergency situation.  Synonymous with 
Emergency Plan, Business Resumption Plan (BRP), and Business 
Continuity Plan (BCP). 

Contractor Operation 

An arrangement wherein a third party is contracted by DOC to: 
1. Provide IT services and systems on behalf of Commerce at 

contractor facilities; 
2. Provide IT services and systems to Commerce via remote access; 

and 
3. Develop or maintain Commerce IT systems or software. 

Countermeasures  
[CNSSI 4009]  Actions, devices, procedures, techniques, or other 
measures that reduce the vulnerability of an information system. 
Synonymous with security controls and safeguards.  

Denial of Service 
(DoS) 

An attack that prevents or impairs the authorized use of networks, 
systems, or applications by exhausting resources.  For example, 

• An attacker sends specially crafted packets to a Web server, causing it 
to crash.  

• An attacker directs hundreds of external compromised workstations to 
send as many Internet Control Message Protocol (ICMP) requests as 
possible to the organization’s network.  
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Term Definition 

Developer  

A general term that includes: (i) developers or manufacturers of information 
systems, system components, or information system services; (ii) systems 
integrators; (iii) vendors; (iv) and product resellers. Development of systems, 
components, or services can occur internally within organizations (i.e., in-
house development) or through external entities.  

DOC-
Owned/Furnished 
Resources 

DOC-owned/furnished resources are government equipment including 
computers, other hardware devices, software, and data that are owned by the 
DOC and are provided to remote users for use in their official duties. 

Enterprise  

[CNSSI 4009]  An organization with a defined mission/goal and a 
defined boundary, using information systems to execute that mission, 
and with responsibility for managing its own risks and performance. An 
enterprise may consist of all or some of the following business aspects: 
acquisition, program management, financial management (e.g., budgets), 
human resources, security, and information systems, information and 
mission management. See Organization.  

Enterprise 
Architecture  

[44 U.S.C. Sec. 3601]  A strategic information asset base, which defines 
the mission; the information necessary to perform the mission; the 
technologies necessary to perform the mission; and the transitional 
processes for implementing new technologies in response to changing 
mission needs; and includes a baseline architecture; a target architecture; 
and a sequencing plan.  

Event  [CNSSI 4009, Adapted]  Any observable occurrence in an information 
system.  

External Information 
System (or 
Component)  

An information system or component of an information system that is 
outside of the authorization boundary established by the organization 
and for which the organization typically has no direct control over the 
application of required security controls or the assessment of security 
control effectiveness.  

External Information 
System Service  

An information system service that is implemented outside of the 
authorization boundary of the organizational information system (i.e., a 
service that is used by, but not a part of, the organizational information 
system) and for which the organization typically has no direct control 
over the application of required security controls or the assessment of 
security control effectiveness.  

Firewall 

A firewall is a general term for a network perimeter or border router 
device (may be hardware, software, or both) designed to prevent 
unauthorized access to or from one networked environment to another 
networked environment.  A computing environment may consist of one 
or more firewall devices that each protects specific segments of the 
internal DOC networked environment.  The outermost of these devices 
would face the public Internet.  Firewalls can be configured to examine 
all messages entering or leaving a DOC network and block those 
messages that are not explicitly allowed by the firewall configuration 
rules. 

OFFICIAL USE ONLY
 

      Department of Commerce  Page 57 



DOC ITSPP    

 

Term Definition 

Firmware  

[CNSSI 4009]  Computer programs and data stored in hardware - 
typically in read-only memory (ROM) or programmable read-only 
memory (PROM) - such that the programs and data cannot be 
dynamically written or modified during execution of the programs.  

Hardware  [CNSSI 4009]  The physical components of an information system. See 
Software and Firmware.  

Hybrid Security 
Control  

[CNSSI 4009]  A security control that is implemented in an information 
system in part as a common control and in part as a system-specific 
control. See Common Control and System-Specific Security Control.  

Impact  

The effect on organizational operations, organizational assets, 
individuals, other organizations, or the Nation (including the national 
security interests of the United States) of a loss of confidentiality, 
integrity, or availability of information or an information system.  

Incident  

[FIPS 200]  An occurrence that actually or potentially jeopardizes the 
confidentiality, integrity, or availability of an information system or the 
information the system processes, stores, or transmits or that constitutes 
a violation or imminent threat of violation of security policies, security 
procedures, or acceptable use policies.  

Information 

[CNSSI 4009]  Any communication or representation of knowledge 
such as facts, data, or opinions in any medium or form, including 
textual, numerical, graphic, cartographic, narrative, or audiovisual. 
 

[FIPS 199]  An instance of an information type.  

Information 
Resources  

[44 U.S.C. Sec. 3502]  Information and related resources, such as 
personnel, equipment, funds, and information technology.  

Information Security 
Architecture  

An embedded, integral part of the enterprise architecture that describes 
the structure and behavior for an enterprise’s security processes, 
information security systems, personnel and organizational subunits, 
showing their alignment with the enterprise’s mission and strategic 
plans.  

Information Security 
Risk  See Risk.  
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Term Definition 

Information 
Sensitivity 

Information sensitivity reflects the relationship between the characteristics of 
the information processed (e.g., personnel data subject to protection under the 
Privacy Act) and the mission need to ensure the confidentiality, integrity, and 
availability of the information (e.g., legal requirements to protect 
confidentiality of personal data).  Sensitivity may vary from Low, to Moderate, 
to High (as defined in FIPS 199).  During the system risk assessment, the SO 
must determine the sensitivity, or reaction, of the agency’s mission to 
compromises of confidentiality, integrity, and availability of the information 
stored and processed by the system.  This determination, along with the 
likelihood of compromise occurring, establishes the level of security adequate 
to protect the data as required by OMB Circular A-130, Appendix III.  The SO 
must identify the management, technical, and operational controls necessary to 
provide the required protection, and properly mark media containing sensitive 
information. 

Information System  

[44 U.S.C., Sec. 3502]  A discrete set of information resources 
organized for the collection, processing, maintenance, use, sharing, 
dissemination, or disposition of information.  

Note: Information systems also include specialized systems such as 
industrial/process controls systems, telephone switching and private 
branch exchange (PBX) systems, and environmental control systems.  

Information System 
Component  

[NIST SP 800-128, Adapted]  A discrete, identifiable information 
technology asset (e.g., hardware, software, firmware) that represents a 
building block of an information system. Information system 
components include commercial information technology products.  

Information System 
Service  

A capability provided by an information system that facilitates 
information processing, storage, or transmission. 

Information System-
Related Security 
Risks  

Risks that arise through the loss of confidentiality, integrity, or 
availability of information or information systems and that considers 
impacts to the organization (including assets, mission, functions, image, 
or reputation), individuals, other organizations, and the Nation. See Risk.  
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Term Definition 

Information 
Technology (IT) 

[40 U.S.C. Sec. 1401 – recodified as 40 U.S.C. Sec. 11101]  Any 
equipment or interconnected system or subsystem of equipment that is 
used in the automatic acquisition, storage, manipulation, management, 
movement, control, display, switching, interchange, transmission, or 
reception of data or information by the executive agency. For purposes 
of the preceding sentence, equipment is used by an executive agency if 
the equipment is used by the executive agency directly or is used by a 
contractor under a contract with the executive agency which: (i) requires 
the use of such equipment; or (ii) requires the use, to a significant extent, 
of such equipment in the performance of a service or the furnishing of a 
product. The term information technology includes computers, ancillary 
equipment, software, firmware, and similar procedures, services 
(including support services), and related resources.  

Integrity 
The property of a system or service that guards against unauthorized 
modification or destruction of information (intentional or otherwise). 
Includes ensuring information non-repudiation and authenticity. 

Internal Network  

A network where: (i) the establishment, maintenance, and provisioning 
of security controls are under the direct control of organizational 
employees or contractors; or (ii) cryptographic encapsulation or similar 
security technology implemented between organization-controlled 
endpoints, provides the same effect (at least with regard to 
confidentiality and integrity). An internal network is typically 
organization-owned, yet may be organization-controlled while not being 
organization-owned.  

IT Resources IT resources consist of computer hardware, software, firmware, 
electronic data, networks, and support for these assets. 

IT System See Information System. 

Label  

A mean of marking removable information system media and 
information system output indicating the distribution limitations, 
handling caveats and applicable security markings (if any) of the 
information. 

Line Office  

The Line Offices represent the operating branches of NOAA and are 
responsible for managing the delivery of products and services to meet 
the needs of the agency’s customers and stakeholders. NOAA’s LOs are 
accountable for aligning their efforts with respect to particular strategic 
goals and objectives. 

Local Access  
Access to an organizational information system by a user (or process 
acting on behalf of a user) communicating through a direct connection 
without the use of a network. Opposite of remote access. 
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Term Definition 

Malicious Code 

Software or firmware intended to perform an unauthorized process that 
will have adverse impact on the confidentiality, integrity, or availability 
of an information system. A virus, worm, Trojan horse, or other code-
based entity that infects a host. Spyware and some forms of adware are 
also examples of malicious code. 

Managed Interface  An interface within an information system that provides boundary 
protection capability using automated mechanisms or devices.  

Marking  See Security Marking.  

Media  

[FIPS 200]  Physical devices or writing surfaces including, but not 
limited to, magnetic tapes, optical disks, magnetic disks, Large-Scale 
Integration (LSI) memory chips, and printouts (but not including display 
media) onto which information is recorded, stored, or printed within an 
information system.  

Mobile Code  

Software programs or parts of programs obtained from remote 
information systems, transmitted across a network, and executed on a 
local information system without explicit installation or execution by the 
recipient.  

Mobile Code 
Technologies  

Software technologies that provide the mechanisms for the production 
and use of mobile code (e.g., Java, JavaScript, ActiveX, VBScript).  

Mobile Device  

A portable computing device that: (i) has a small form factor such that it 
can easily be carried by a single individual; (ii) is designed to operate 
without a physical connection (e.g., wirelessly transmit or receive 
information); (iii) possesses local, non-removable or removable data 
storage; and (iv) includes a self-contained power source. Mobile devices 
may also include voice communication capabilities, on-board sensors 
that allow the devices to capture information, and/or built-in features for 
synchronizing local data with remote locations. Examples include smart 
phones, tablets, and E-readers.  

Multifactor 
Authentication  

Authentication using two or more different factors to achieve 
authentication. Factors include: (i) something you know (e.g., 
password/PIN); (ii) something you have (e.g., cryptographic 
identification device, token); or (iii) something you are (e.g., biometric). 
See Authenticator.  

Network  

[CNSSI 4009]  Information system(s) implemented with a collection of 
interconnected components. Such components may include routers, 
hubs, cabling, telecommunications controllers, key distribution centers, 
and technical control devices.  
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Term Definition 
Non-Organizational 
User A user who is not an organizational user (including public users).  

Non-repudiation  

Protection against an individual falsely denying having performed a 
particular action. Provides the capability to determine whether a given 
individual took a particular action such as creating information, sending 
a message, approving information, and receiving a message.  

Operating Unit 

As defined by DOO 1-1, the operating units of the Department are 
organizational entities outside the Office of the Secretary charged with 
carrying out specified substantive functions (i.e., programs) of the 
Department. 

Organization  
[FIPS 200, Adapted]  An entity of any size, complexity, or positioning 
within an organizational structure (e.g., a federal agency or, as 
appropriate, any of its operational elements).  

Organizational User  

An organizational employee or an individual the organization deems to 
have equivalent status of an employee including, for example, 
contractor, guest researcher, individual detailed from another 
organization. Policy and procedures for granting equivalent status of 
employees to individuals may include need-to-know, relationship to the 
organization, and citizenship.  

Password A protected/private character string used to authenticate an identity. 
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Term Definition 

Personally 
Identifiable 
Information (PII), 
Sensitive 

Sensitive PII is defined as PII which, when disclosed, could result in 
harm to the individual whose name or identity is linked to the 
information. Further, in determining what PII is sensitive, the context in 
which the PII is used must be considered. For example, a list of people 
subscribing to a government newsletter is not sensitive PII; a list of 
people receiving treatment for substance abuse is sensitive PII. As well 
as context, the association of two or more non-sensitive PII elements 
may result in sensitive PII. For instance, the name of an individual 
would be sensitive when grouped with place and date of birth and/or 
mother’s maiden name, but each of these elements would not be 
sensitive independent of one another.  

For the purpose of determining which PII may be electronically 
transmitted, the following types of PII are considered sensitive when 
they are associated with an individual. Secure methods must be 
employed in transmitting this data when associated with an individual: 

• Place of birth 

• Date of birth 

• Mother’s maiden name 

• Biometric information 

• Medical information, except brief references to absences 
from work  

• Personal financial information 

• Credit card or purchase card account numbers 

• Passport numbers 

• Potentially sensitive employment information, e.g., 
personnel ratings, disciplinary actions, and result of 
background investigations 

• Criminal history 

• Any information that may stigmatize or adversely affect 
an individual. 

This list is not exhaustive, and other data may be sensitive 
depending on specific circumstances. 

Social Security Numbers (SSNs), including truncated SSNs that 
include only the last four digits, are sensitive regardless of 
whether they are associated with an individual. If it is determined 
that such transmission is required, then secure methods must be 
employed. 
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Term Definition 

Personally 
Identifiable 
Information (PII), 
Non-Sensitive 

The following additional types of PII may be transmitted electronically 
without protection because they are not considered sufficiently sensitive 
to require protection.  

• Work, home and cell phone numbers 

• Work and home addresses 

• Work and personal e-mail addresses 

• Resumes that do not include an SSN or where the SSN is 
redacted 

• General background information about individuals found 
in resumes and biographies 

• Position descriptions and performance plans without 
ratings 

The determination that certain PII is non-sensitive does not mean that it 
is publicly releasable.. The determination to publicly release any 
information can only be made by the official authorized to make such 
determinations. The electronic transmission of non-sensitive PII is 
equivalent to transmitting the same information by the U.S. mail, a 
private delivery service, courier, facsimile, or voice. Although each of 
these methods has vulnerabilities, the transmitted information can only 
be compromised as a result of theft, fraud, or other illegal activity. 

Physical Access 
Control Mechanism 

An automated or manual system that manages the passage of people or 
assets through an opening(s) in a secure perimeter(s) based on a set of 
authorization rules.  

Plan of Action and  
Milestones (POA&M) 

[OMB Memorandum 02-01]  A document that identifies tasks needing 
to be accomplished. It details resources required to accomplish the 
elements of the plan, any milestones in meeting the tasks, and scheduled 
completion dates for the milestones.  

Potential Impact  

[FIPS 199]  The loss of confidentiality, integrity, or availability could be 
expected to have: (i) a limited adverse effect (FIPS Publication 199 
low); (ii) a serious adverse effect (FIPS Publication 199 moderate); or 
(iii) a severe or catastrophic adverse effect (FIPS Publication 199 high) 
on organizational operations, organizational assets, or individuals.  
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Term Definition 

Privacy Impact 
Assessment (PIA) 

[OMB Memorandum 03-22]  An analysis of how information is 
handled: (i) to ensure handling conforms to applicable legal, regulatory, 
and policy requirements regarding privacy; (ii) to determine the risks 
and effects of collecting, maintaining, and disseminating information in 
identifiable form in an electronic information system; and (iii) to 
examine and evaluate protections and alternative processes for handling 
information to mitigate potential privacy risks.  

Privileged Account  An information system account with authorizations of a privileged user.  

Program Office An organizational unit within an OU that exists to fulfill a unique 
function/mission (e.g. Acquisitions). 

Records  

The recordings (automated and/or manual) of evidence of activities 
performed or results achieved (e.g., forms, reports, test results), which 
serve as a basis for verifying that the organization and the information 
system are performing as intended. Also used to refer to units of related 
data fields (i.e., groups of data fields that can be accessed by a program 
and that contain the complete set of information on particular items).  

Remote Access 

Access to an organizational information system by a user (or a process 
acting on behalf of a user) communicating through an external network 
(e.g., the Internet).  Remote access uses telecommunications to enable 
authorized access to non-public DOC computing services that would 
otherwise be inaccessible from work locations outside a DOC LAN or 
DOC-controlled WAN computing environment.  This includes access to 
non-public DOC IT systems and data that are exposed to the public 
Internet (e.g., web access to electronic mail by the home user or business 
traveler) as well as modem dial-up and/or Virtual Private Network 
(VPN) access to internal DOC IT servers and desktop workstations. 

Residual Risk The remaining risk not eliminated by implementation of security 
controls or countermeasures.  

Risk 

[FIPS 200, adapted]  A measure of the extent to which an entity is 
threatened by a potential circumstance or event, and typically a function 
of: (i) the adverse impacts that would arise if the circumstance or event 
occurs; and (ii) the likelihood of occurrence.  
 
Information system-related security risks are those risks that arise from 
the loss of confidentiality, integrity, or availability of information or 
information systems and reflect the potential adverse impacts to 
organizational operations (including mission, functions, image, or 
reputation), organizational assets, individuals, other organizations, and 
the Nation. 
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Term Definition 

Risk Assessment 

The process of identifying risks to organizational operations (including 
mission, functions, image, reputation), organizational assets, individuals, 
other organizations, and the Nation, resulting from the operation of an 
information system.  
 
Part of risk management, incorporates threat and vulnerability analyses, 
and considers mitigations provided by security controls planned or in 
place. Synonymous with risk analysis. 

Risk Management 

[CNSSI 4009, adapted]  The program and supporting processes to 
manage information security risk to organizational operations (including 
mission, functions, image, reputation), organizational assets, individuals, 
other organizations, and the Nation, and includes: (i) establishing the 
context for risk-related activities; (ii) assessing risk; (iii) responding to 
risk once determined; and (iv) monitoring risk over time. 

Risk Mitigation  
[CNSSI 4009]  Prioritizing, evaluating, and implementing the 
appropriate risk-reducing controls/countermeasures recommended from 
the risk management process.  

Security  

[CNSSI 4009] A condition that results from the establishment and 
maintenance of protective measures that enable an enterprise to perform 
its mission or critical functions despite risks posed by threats to its use 
of information systems. Protective measures may involve a combination 
of deterrence, avoidance, prevention, detection, recovery, and correction 
that should form part of the enterprise’s risk management approach.  

Security Assessment  

The testing or evaluation of security controls to determine the extent to 
which the controls are implemented correctly, operating as intended, and 
producing the desired outcome with respect to meeting the security 
requirements for an information system or organization. 

Security Assessment 
Report (SAR) DOC-mandated documentation of findings in a risk assessment.  

Security 
Authorization  See Authorization.  

Security 
Categorization  

The process of determining the security category for information or an 
information system. Security categorization methodologies are described 
in CNSS Instruction 1253 for national security systems and in FIPS 
Publication 199 for other than national security systems. See Security 
Category.  
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Term Definition 

Security Category  

[FIPS 199, Adapted; CNSSI 4009]  The characterization of information 
or an information system based on an assessment of the potential impact 
that a loss of confidentiality, integrity, or availability of such 
information or information system would have on organizational 
operations, organizational assets, individuals, other organizations, and 
the Nation.  

Security Control  

[FIPS 199, Adapted]  A safeguard or countermeasure prescribed for an 
information system or an organization designed to protect the 
confidentiality, integrity, and availability of its information and to meet 
a set of defined security requirements.  

Security Control 
Assessor (SCA) 

The individual, group, or organization responsible for conducting a 
security control assessment.  

Security Control 
Baseline  

[FIPS 200, Adapted]  The set of minimum security controls defined for a 
low-impact, moderate-impact, or high-impact information system that 
provides a starting point for the tailoring process.  

Security Control 
Enhancement  

Augmentation of a security control to: (i) build in additional, but related, 
functionality to the control; (ii) increase the strength of the control; or 
(iii) add assurance to the control.  

Security Control 
Inheritance  

[CNSSI 4009]  A situation in which an information system or 
application receives protection from security controls (or portions of 
security controls) that are developed, implemented, assessed, authorized, 
and monitored by entities other than those responsible for the system or 
application; entities either internal or external to the organization where 
the system or application resides. See Common Control.  

Security Functionality  

The security-related features, functions, mechanisms, services, 
procedures, and architectures implemented within organizational 
information systems or the environments in which those systems 
operate.  

Security Functions  
The hardware, software, and/or firmware of the information system 
responsible for enforcing the system security policy and supporting the 
isolation of code and data on which the protection is based.  

Security Impact 
Analysis  

[CNSSI 4009]  The analysis conducted by an organizational official to 
determine the extent to which changes to the information system have 
affected the security state of the system.  

Security Incident  See Incident.  
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Term Definition 

Security Marking  
The means used to associate a set of security attributes with objects in a 
human-readable form, to enable organizational process-based 
enforcement of information security policies.  

Security Objective  [FIPS 199]  Confidentiality, integrity, or availability.  

Security Policy The set of laws, rules, and practices that regulate how an organization 
manages, protects, and distributes sensitive information. 

Security 
Requirement2  

[FIPS 200, Adapted]  A requirement levied on an information system or 
an organization that is derived from applicable laws, Executive Orders, 
directives, policies, standards, instructions, regulations, procedures, 
and/or mission/business needs to ensure the confidentiality, integrity, 
and availability of information that is being processed, stored, or 
transmitted.  

Security Service  

[CNSSI 4009]  A capability that supports one, or more, of the security 
requirements (Confidentiality, Integrity, Availability). Examples of 
security services are key management, access control, and 
authentication.  

Sensitive Information 

Any information of which the loss, misuse, modification, or 
unauthorized access could affect the national interest or the conduct of 
Federal programs, or the privacy to which individuals are entitled under 
Section 552a of Title 5, U.S. Code, but that has not been specifically 
authorized under criteria established by an EO or an act of Congress to 
be kept classified in the interest of national defense or foreign policy. 

Software  [CNSSI 4009]  Computer programs and associated data that may be 
dynamically written or modified during execution.  

Supplemental 
Guidance  

Statements used to provide additional explanatory information for 
security controls or security control enhancements.  

Supplementation  

The process of adding security controls or control enhancements to a 
security control baseline as part of the tailoring process (during security 
control selection) in order to adequately meet the organization’s risk 
management needs.  

Supply Chain  

[ISO 28001, Adapted]  Linked set of resources and processes between 
multiple tiers of developers that begins with the sourcing of products 
and services and extends through the design, development, 
manufacturing, processing, handling, and delivery of products and 
services to the acquirer.  

2 Note: Security requirements can be used in a variety of contexts from high-level policy-related activities to low-
level implementation-related activities in system development and engineering disciplines. 
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Term Definition 
System See Information System. 

System of Records 
Notice (SORN) 

An official public notice of an organization’s system(s) of records, as 
required by the Privacy Act of 1974 that identifies: (i) the purpose for 
the system of records; (ii) the individuals covered by information in the 
system of records; (iii) the categories of records maintained about 
individuals; and (iv) the ways in which the information is shared.  

System Owner (SO) 
Mid-level manager responsible for day-to-day system operations and 
responsible for the overall procurement, development, integration, 
modification, or operation and maintenance of an information system. 

System Security Plan 
(SSP) 

[NIST SP 800-18]  Formal document that provides an overview of the 
security requirements for an information system and describes the 
security controls in place or planned for meeting those requirements.  

System-Specific 
Security Control  

A security control for an information system that has not been 
designated as a common security control or the portion of a hybrid 
control that is to be implemented within an information system.  

Tailored Security 
Control Baseline  

A set of security controls resulting from the application of tailoring 
guidance to a security control baseline. See Tailoring.  

Tailoring  

The process by which security control baselines are modified by: (i) 
identifying and designating common controls; (ii) applying scoping 
considerations on the applicability and implementation of baseline 
controls; (iii) selecting compensating security controls; (iv) assigning 
specific values to organization-defined security control parameters; (v) 
supplementing baselines with additional security controls or control 
enhancements; and (vi) providing additional specification information 
for control implementation.  

Technical Controls 

The security controls (i.e., safeguards or countermeasures) for an 
information system that are primarily implemented and executed by the 
information system through mechanisms contained in the hardware, 
software, or firmware components of the system.  They consist of: 
identification and authentication; access control; audit and 
accountability; and system and communications protection. 

Threat Any circumstance or event with the potential to cause harm to a system 
in the form of destruction, disclosure, modification of data, and/or DoS. 

OFFICIAL USE ONLY
 

      Department of Commerce  Page 69 



DOC ITSPP    

 

Term Definition 

Trustworthiness  
(Information System)  

The degree to which an information system (including the information 
technology components that are used to build the system) can be 
expected to preserve the confidentiality, integrity, and availability of the 
information being processed, stored, or transmitted by the system across 
the full range of threats. A trustworthy information system is a system 
that is believed to be capable of operating within defined levels of risk 
despite the environmental disruptions, human errors, structural failures, 
and purposeful attacks that are expected to occur in its environment of 
operation.  

Unauthorized Access 

A person gains logical or physical access without permission to a 
network, system, application, data, or other resource.  For example, 
• An attacker runs an exploit tool to gain access to a server’s password 

file.  
• A perpetrator obtains unauthorized administrator-level access to a 

system and then threatens the victim that the details of the break-in 
will be released to the press if the organization does not pay a 
designated sum of money.  

User 

Person or process accessing an information system either by direct 
connections (e.g., via terminals), or indirect connections (e.g., prepare 
input data or receive output that is not reviewed for content or 
classification by a responsible individual). 

Vulnerability  
[CNSSI 4009]  Weakness in an information system, system security 
procedures, internal controls, or implementation that could be exploited 
or triggered by a threat source.  
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1. Purpose 

The purpose of the Herbert Clark Hoover Building (HCHB) Change Control Board 
(CCB) for the U.S. Department of Commerce (DOC) is to establish and maintain the 
governing body to ensure that configuration changes – including changes to 
hardware, software and services – do not impair the ability of the DOC Office of the 
Chief Information Officer (OCIO) to deliver quality IT services to HCHB 
stakeholders.  The CCB is responsible for ensuring changes to systems granted 
under this authority are correct, consistent, complete, and meet Federal and DOC 
requirements for IT systems to include voice and data networks. 

 

2. Scope 

The CCB currently has authority and governance over changes to production-level 
infrastructure and enterprise applications and components defined under the 
following OCIO-managed General Support Systems (GSS): 

1. Herbert C. Hoover Building Network (HCHBNet) OS-003 
2. Office of IT Services General Support System (OITS GSS) OS-063 

Changes made to systems interconnected with HCHBNet not specified above are 
generally not covered under the scope for this CCB.  However, changes to systems 
that will affect the HCHB shared infrastructure should be submitted for review and 
will be processed as in-scope.  Examples of changes that fall under this criteria 
include adoption of new technologies requiring a significant increase in bandwidth 
consumption and opening of non-standard communication ports that may present 
an increased risk in security posture level for the HCHB infrastructure.   

Additionally, requests for changes to staging or development area networks that 
are considered to be in non-production status attached to the HCHB network 
infrastructure are not in-scope for this CCB.   

The scope of changes reviewed under this board is subject to change as the process 
matures and as additional systems are added under this authority.  Any change 
outside the scope will be referred to the applicable system owner or to the Director 
of Office of IT Services (OITS) and DOC CIO as appropriate.  Any further questions 
may be directed to the change management process owner.       
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3. Objective 

The HCHB CCB will meet the objective of establishing a change control process 
responsible for evaluating change proposals for the systems identified and managed 
by OCIO.  This change evaluation process will help ensure that modifications to 
these systems are properly addressed, tested, and approved prior to 
implementation.  Additionally, the CCB will provide stakeholders a forum to provide 
input on changes and to be informed of upcoming maintenance resulting from 
approved changes that may have an impact to services provided by the OCIO. 

 

4. Mission and Guidance 

The CCB is formed to provide an effective and efficient governing body for 
evaluating system configuration changes and identifying, prioritizing, and managing 
risks that may be associated with those changes.  (Sections 5 and 6 below define 
the different type of change requests and explain in detail how the CCB handles 
each.)  

 

5. Roles and Responsibilities 

CCB Role Organizational Title  Voting Member 
(Y/N) 

Chairperson  Change Manager Y 
Advisor Functional Area Chief  Y 
Member Bureau/OU Representatives  N 
Risk Assessment 
Team  

OITS Security, NOC, SOC, ITSD 
Representatives  N 

Documentation 
Representative Technical Writer N 

 

The initial HCHB CCB roles are listed in the table above.  While designated 
individuals may change, these essential roles will continue for the entire life cycle of 
the CCB. See Appendix A for the list of personnel assigned to these roles.  
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Chairperson (backup/alternate)  

• Appointed by the OITS Director; 

• Maintains and approves members of the CCB; 

• Facilitates CCB meetings and agendas as required; 

• Ensures the CCB process is followed and aligns with the charter; 

• Approves meeting minutes and ensures action items are tracked to 
completion;  

• Approves and rejects change requests based on information and 
recommendations provided. 

 

Advisor 
 

• Elected by the chairperson; 

• Participates in CCB meetings regularly; 

• Represents management of functional area involved in the CCB process;  

• Reviews and advises the chair on the proposed changes; 

• May serve as voting member in the decision process. 

 
Member 
 

• Invited by the chairperson; 

• Provides representation of respective bureau;  

• Participates in CCB meetings regularly; 

• Informs the CCB of upcoming scheduled maintenance or blackout dates to 
minimize conflict with changes proposed and scheduled by the CCB. 

 

Risk Assessment Team 
 

• Members are appointed by OITS IT Security;  

• Performs preliminary risk assessments of all change requests submitted to 
the board; 
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• Reviews the details of change requests and provides results from the risk 
analysis to the CCB; 

• Engages appropriate staff from other functional areas and bureaus as 
required to make an informed recommendation. 

 

Documentation Representative 
 

• The Documentation Representative is responsible for recording and 
distributing CCB meeting minutes; 

• Provides and collects CCB meeting sign-in sheet; 

• Develops forms, templates etc. as required for CCB process and procedures. 

 

6. Change Types and Submission Process 

The HCHB CCB defines change requests into four different types: 

1. Normal – Changes that may have a significant impact or risk at the 
organization level or higher affecting more than one user. 
 

2. Emergency – Changes that are required to restore services in order to 
maintain a Service Level Agreement (SLA) with a customer.  See Section 6.1 
below for details.  
 

3. Scheduled – Non-Emergency changes that impact the availability of services 
and require broadcast notification of the scheduled maintenance window. 

 
4. Pre-Approved – Changes that have been established as regularly performed 

operational maintenance task items and have little to no impact to the user 
community. 

 
All changes shall be documented and tracked using the OCIO IT Service Desk 
(ITSD) ticketing system.  Bureaus will continue to follow the standard submission 
process for submitting a service request.  The ITSD may be contacted by email 
at ITSD@doc.gov or by phone at (202) 482-5010 for additional assistance.  The 
receiving OCIO technical function responsible for performing the configuration 
change will evaluate and determine the requirements for a formal change request 
submission and process accordingly. 
 
 
 

mailto:ITSD@doc.gov
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7. Change Review Process 

Changes with the exception of Pre-Approved changes will be subject to formal 
review by the CCB.  Changes categorized as Pre-Approved do not require formal 
approval by the board. However, these types of changes will be audited by the 
chairperson and risk assessment team on a monthly basis to ensure consistency 
and accuracy in classification.   

Normal, Emergency, and Scheduled changes will require a risk assessment and CCB 
review.  The individual submitting the change is responsible for presenting and 
ensuring the parties involved are at the CCB review session.   

Each CCB review session will have a quorum of two-thirds of the voting members in 
attendance; however, the chairperson will have the authority to continue if the 
quorum is not met.  During the review session, the risk assessment team will 
present their risk analysis and each CCB member and advisor will have an 
opportunity to provide input.  Voting will take place for each change request after it 
has been reviewed and presented to the board – simple majority is the deciding 
factor.  However, the chairperson does have the authority to override and/or 
escalate any decision to senior level management.  The chairperson will announce 
the final decision after the vote for each change.         

The decision for each change will be tracked in the OCIO ITSD ticketing system and 
documented in the CCB meeting minutes. 

7.1 Emergency Changes 

For Emergency changes, the technical group making the change should obtain 
approval from the System Owner or, alternatively, follow a defined escalation and 
authorization process prior to implementation. (In the latter case, it is the 
responsibility of the escalation point-of-contact to assess the implications of the 
anticipated change.)  Nevertheless, Emergency changes are not exempt from the 
CCB review process.  An Emergency change request must be submitted at the time 
the work-around is implemented, or immediately thereafter the following business 
day.  All Emergency change requests will be summarized and discussed at the next 
regularly scheduled CCB meeting.  

7.2 Change Closure Process 

Changes that have been implemented should be updated accordingly in the ITSD 
ticketing system.  Completed test results and lessons learned are to be entered in 
the change request journal entries and attachment sections.  Functional teams 
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responsible for implementing the change should designate a representative to 
attend the following CCB meeting to provide a status on the change.  Once all 
action items for the change request have been confirmed, the board will approve 
the closure of the change and mark the request as completed.  

 

8. Monthly Maintenance Window  

To establish change culture in the HCHB computing environment, the CCB has 
designated the third weekend of each month as a regularly occurring OCIO monthly 
maintenance weekend with the exception to the month of September due to year 
end fiscal year financial processing.  The maintenance window is established as the 
third Friday of each month beginning at 9PM EST to the following Sunday at 2AM 
EST.  All changes impacting the HCHB production infrastructure and services will be 
scheduled during this time including any routine maintenance or testing (e.g. 
system failover/redundancy testing).  Other service impacting changes may 
continue to occur outside of this maintenance window, however these changes will 
be declared by the change manager as emergency or critical level changes due to 
priority and direction from higher executive level authorities. 

 

9. Scheduled Meetings  

The CCB will meet weekly unless otherwise noted.  The Chairperson or designated 
backup/alternate will schedule and facilitate the CCB meetings.  The Chairperson 
reserves the right to call an emergency CCB meeting when needed to address any 
emergency changes needed.  If the Chairperson is unable to attend a meeting, the 
backup or alternate Chairperson is to serve as Chairperson.  Any member who 
cannot attend a regularly scheduled meeting must contact their alternate to attend 
and ensure the alternate is empowered to address issues before the Board.  Voting 
members and advisors are expected to review the materials before the meeting to 
facilitate an informed decision making process.  The weekly CCB schedule for action 
items is shown in the table below. 
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CCB ACTION ITEM ASSIGNED WEEKLY DUE DATE 
Change Request Submission Requestor Thursday, 12PM 

Risk Assessment and Review OCIO Risk Assessment Team Monday, COB 

CCB Meeting CCB Members and Participants Tuesday, 2PM - 3PM 

 

*Note:  In the event of a federal holiday or closure of the federal government, the schedule above 
may be shifted to the next business day to allow additional time for review.     

 

10. Charter Amendments 

Amendments to this Charter may be made by proposing the change at any regular 
business meeting.  The proposal will be reviewed by the CCB chairperson and 
advisors and submitted to executive management for final approval.      
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11. Glossary 

11.1 Terms 

 

Bureau Representative: The designated individual with granted authority to 
represent and make decisions on behalf of his/her respective bureau or operating 
unit. The individual serves as a middle-man between the customer and the change 
control board.  

Change Control Board: A group of people that assesses, prioritizes, authorizes 
and schedules changes to the organization's IT infrastructure. The OCIO's Change 
Control Board meets weekly to consider change requests to the Department of 
Commerce’s IT infrastructure on the HCHB campus. The CCB takes into 
consideration the potential impact of changes on other services, on shared 
resources and on the overall change schedule. 

Change Request: A formal proposal for a change to be made to an organization's 
IT infrastructure. It includes details of the proposed change.  

Configuration Management: This is the monitoring, documenting and control of 
how the hardware and software of an organization's IT infrastructure are 
configured. In other words, it is the management of how an organization’s IT assets 
are setup and operate with one another to provide the services required by IT 
customers.  

Federal Information Systems Management Act: This Act requires each U.S. 
federal agency to develop, document, and implement an agency-wide program to 
provide information security for the information and information systems that 
support the operations and assets of the agency, including those provided or 
managed by another agency, contractor, or other source. It includes a number of 
security standards with which U.S. federal agencies must comply. 

HCHB Network: This network serves as the backbone network infrastructure for 
the local area network (LAN), the Voice over Internet Protocol (VoIP) telephone 
system, the Emergency Broadcast System (EBS) and the Public Address system for 
the U.S. Department of Commerce offices in the Herbert C. Hoover Building. The 
HCHB Network or HCHBNet is maintained by the Office of IT Services, which is part 
of the Office of the Chief Information Officer.  
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Herbert C. Hoover Building: This is the building that houses the headquarters for 
the U.S. Department of Commerce and is located at 1401 Constitution Avenue, 
N.W., Washington, D.C. 

Information Technology Infrastructure Library: This is an internationally 
recognized framework of IT best practices based on the central principle that 
information technology should be managed and delivered as a service. It is the 
framework that has been adopted by the OITS in order to improve the quality and 
speed of IT services to internal and external customers on the HCHB campus. 
Reference: http://www.itil-officialsite.com/AboutITIL/WhatisITIL.aspx. (NOTE: This 
definition is included in this glossary, as ITIL principles play a key role in the 
deliberations of the Change Control Board.) 

IT Service Desk: Often referred to as the “Help Desk,” the IT Service Desk is the 
primary contact between IT customers and the Office of IT Services. It is located in 
HCHB Room 6071. It can be reached by email at itsd@doc.gov and by phone at 
202-582-5010.  

Network Operations Center: The organization and the physical workspace for 
DOC staff and/or contractors who provide network installation, maintenance and 
support. 

Service Desk: This is the Office of the Secretary Information Technology Service 
Desk (OS IT Service Desk). It is also known as the "the Help Desk," which is 
actually a misnomer. The Service Desk responds to requests for technical 
assistance such as new user account setups and hardware and software 
installations. The Desk also handles hardware and software issues for end users. 

Security Operations Center: This organization monitors and protects the data 
networks on the HCHB campus against internal and external Information security 
threats while providing a safe computing environment that enables each operating 
unit to pursue its business objectives within the framework of FISMA. 

 
 
 
  

http://www.itil-officialsite.com/AboutITIL/WhatisITIL.aspx
mailto:itsd@doc.gov
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11.2 Acronyms 

CCB: Change Control Board 

CR: Change Request  

DOC: Department of Commerce 

HCHB: Herbert C. Hoover Building 

HCHBNet: HCHB Network  

ITCSC: Information Technology Customer Service Center 

ITSD: IT Service Desk 

NOC:  Network Operations Center  

OCIO: Office of the Chief Information Officer 

OFM: Office of Financial Management 

OITS: Office of IT Services (formerly ONTO – Office of Networking and 
Telecommunications Operations) 

OS: Office of the Secretary of the U.S. Department of Commerce 

SOC: Security Operations Center  
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Appendix A – CCB Members 

The following table lists the members of the Change Control Board as of January 2015. 

 

CCB Role Organizational Title  Bureau/OU Current Member 

Chairperson  Change Manager/Chief Security 
Operations Center OS/OITS Jun Kim 

Backup Chair Chief, Enterprise Systems 
Engineering OS/OITS Wes Ky 

Advisor OS IT Security Officer OS/OITS Amy Hintz 

Advisor Chief, Customer Services/Service 
Desk OS/OITS Erin Cavanaugh 

Advisor Chief, Enterprise Applications OS/OITS Dennis Sutch 
Advisor Chief, Enterprise Architecture OS/OITPP Tom Pennington 
Advisor Manager, Voice Operations OS/OITS Demetria Blyther 
Member OU/Bureau Representative HCHB OUs Appointed Bureau/OU representative 

Risk Assessment Team  OCIO OITS Security  OS/OITS Rick Anderson (Lead), Jerome Madden 
(Alternate) 

Documentation 
Representative Technical Writer, OITS OS/OITS Alexander Jones 

 

 

Go to Section 5: Roles and Responsibilities 
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Appendix B – Bureau and Operating Unit Charter Acceptance  

X
Eddie Donnell
BIS Executive Sponsor

  

X
Daniel Drew
NTIA Executive Sponsor

 

X
Joe Paiva
ITA Executive Sponsor

  

X
Abdil Salah
OIG Executive Sponsor

 

X
Zachary GoldStein
NOAA Executive Sponsor

  

X
Mark Johnson
EDA Executive Sponsor

 

X
James Gwinn
NTIA FirstNet

  

X
Steve Cooper
OS, EDA, ESA, MBDA Executive Sponsor

 



Server Operating System Count TOTAL Total Active 
Microsoft Windows Server 2008 5 14 8
Microsoft Windows Server 2012 0
Microsoft Windows Server 2003 6
Linux/Unix 3

Location Operating System Name Device Name Server Type 
(Virtual/Physical) Application/Purpose Active/Storage/

Retired
Room A001 Microsoft Windows Server 2008 HCHBCMMENT P Men&Mice Server Active
HCHB Data Center Microsoft Windows Server 2008 HCHBNOCTEST P NOC Test Server Active
HCHB Data Center Microsoft Windows Server 2008 HCHBNOCDC3 P HCHBNOC Domain Controller Active
HCHB Data Center Microsoft Windows Server 2008 Tape Robot P Storage Retired
HCHB Data Center Lunix HCHBLA1 P Firewall Log Server Retired
HCHB Data Center Lunix NEWDNS1 P DNS Server Active
HCHB Data Center Lunix HCHBNOC1 P HCHBNOC Domain Controller Retired
HCHB Data Center Microsoft Windows Server 2003 HCHBIPS1 P DHCP Server Retired
HCHB Data Center Microsoft Windows Server 2008 HCHBBKP1 P Storage Retired
Room A001 Microsoft Windows Server 2003 HCHBIPS2 P DHCP Server Retired
Room A001 Microsoft Windows Server 2003 HCHBSYSLOG1 P Kiwi Server Retired
Room A001 Microsoft Windows Server 2003 HCHBNOC3 P HCHBNOC Domain Controller Retired
Room A001 Microsoft Windows Server 2003 HCHBEXAGRID2 P Storage Retired
Room A001 Microsoft Windows Server 2003 HCHBEXAGRID1 P Storage Retired



Server Operating System Count Total
Microsoft Windows Server 2012 (64-bit) 41 237
Microsoft Windows Server 2008 R2 (64-bit) 133
Microsoft Windows Server 2008 (32-bit) 1
Microsoft Windows Server 2003 Standard (64-
bit) 2

Microsoft Windows Server 2003 Standard (32-
bit) 2

Microsoft Windows XP Professional (32-bit) 1
Microsoft Windows 7 (64-bit) 19
Linux/Unix 38

Location Operating System Name Device Name Server Type 
(Virtual/Physical) Application/Purpose CPU Provisioned 

Space (GB)
HCHB Data Center Microsoft Windows Server 2012 (64-bit) DBDANETDB V DataByDesign Database Server 4 488 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCPUBPS03 V Psync DMZ (self-service pwd reset) 1 588 15 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) MBDA-CRMWEBSTG V Seibel CRM Server 4 296 15 GB
HCHB Data Center Red Hat Enterprise Linux 5 (32-bit) MBDA-PARTNERNET V 2 157 71 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) MBDA-CRMPD V Production CRM Web Server 4 501 02 GB
HCHB Data Center Red Hat Enterprise Linux 6 (64-bit) GUST V Dedicated PHP-FPM server 2 1 01 TB
HCHB Data Center Red Hat Enterprise Linux 6 (64-bit) GLAZE V Dedicated PHP-FPM server 2 1 01 TB

HCHB Data Center
Microsoft Windows Server 2003 Standard (64-bit) HENRY2 V

2 519 96 GB
HCHB Data Center Red Hat Enterprise Linux 6 (64-bit) AIR V Memcache server for PublicDMZ 2 88 13 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) PERSONFNDR V 1 108 14 GB
HCHB Data Center Red Hat Enterprise Linux 6 (64-bit) GALE V Dedicated PHP-FPM server 2 1 04 TB
HCHB Data Center Red Hat Enterprise Linux 6 (64-bit) FLOOD V Web Server for PublicDMZ 4 1 17 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCPUBEDAWEB01 V 2 108 14 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) PAINE5 V 1 108 12 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) DOCPUBADFS3-2 V Primary ADFS 3 0 Proxy Server 1 88 13 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) DOCPUBADFS3-1 V Primary ADFS 3 0 Proxy Server 1 88 13 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) LISTSERV V 1 104 14 GB
HCHB Data Center Ubuntu Linux (64-bit) ZUDITD V 4 1 02 TB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) DOCFAAPS V 2 159 05 GB
HCHB Data Center CentOS 4/5/6/7 (64-bit) CLDPWEB V CLDP Web Project 1 104 12 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) OSWEBSERVR V 1 145 41 GB
HCHB Data Center Red Hat Enterprise Linux 6 (64-bit) VORTEX V DB Server for PublicDMZ 4 1 02 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) SMTPMAILRE V Mail Relay 1 108 14 GB
HCHB Data Center SUSE Linux Enterprise 11 (64-bit) DC-IDCONNECT1 V 2 126 63 GB

HCHB Data Center
SUSE Linux Enterprise 11 (64-bit) DC-VRA1 V VRA Boot order: 1 self-service provisioning and lifecycle 

management of cloud s 4 158.16 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCCS V 4 455 63 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) ENTMANAGER V Dell Enterprise Manager 4 116 19 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) DC-IAAS2-MGR V VRA Boot order: 3 2 88 16 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) DC-VUM1 V 2 338 17 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) Win2012R2DC-Generic V 2 108 18 GB
HCHB Data Center SUSE Linux Enterprise 11 (64-bit) dcvc01 V VMware vCenter Server Appliance 4 205 59 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) DC-IAAS3-AGT V VRA Boot order: 4 2 88 16 GB
HCHB Data Center SUSE Linux Enterprise 11 (64-bit) dcpsc01 V vCenter Server Appliance 2 40 64 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) DC-IAAS1-WEB V VRA Boot order: 2 2 88 16 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) DC-SQL1 V 2 354 72 GB
HCHB Data Center Red Hat Enterprise Linux 6 (64-bit) DROUGHT V Dedicated PHP-FPM server 16 1 03 TB
HCHB Data Center Red Hat Enterprise Linux 6 (64-bit) DERECHO V Dedicated PHP-FPM server 16 1 03 TB
HCHB Data Center Red Hat Enterprise Linux 6 (64-bit) RAINBOW V Dedicated Memcache server instead of proxy web server 8 96 20 GB
HCHB Data Center Red Hat Enterprise Linux 6 (64-bit) BITTERLY-COLD V Dedicated MySQL server 16 1 03 TB
HCHB Data Center Red Hat Enterprise Linux 6 (64-bit) DELUGE V Dedicated PHP-FPM server 16 1 03 TB
HCHB Data Center Red Hat Enterprise Linux 6 (64-bit) BLACK-ICE V Dedicated NGINX web server 16 1 03 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) MBDA-BIPD V Production CRM Reporting App Server 4 296 20 GB
HCHB Data Center CentOS 4/5/6/7 (64-bit) MBDA-PUPPETMASTER V Puppet Server 2 88 17 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) MBDA-SBPD V Production Sibel CRM App Server 4 416 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCMBDAFS01 V File Server 1 2 10 TB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) DBDANETWEB V DataByDesign Application Server 2 488 13 GB
HCHB Data Center Red Hat Enterprise Linux 5 (32-bit) MBDA-PORTAL V 4 157 71 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCIPS1 V DHCP Server 1 1 111 11 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCDC2 V Domain Controller 2 1 84 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCWEBS V Websense Polling 1 88 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCXC V xCentral 1 88 20 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCDC1 V Domain Controller 1 1 84 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCWSUS1 V WSUS Server 1 940 83 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCSQL2 V SQL Server 4 376 62 GB
HCHB Data Center SUSE Linux Enterprise 11 (64-bit) HCHBNOCAS4 V Secondary RSA Server 2 112 19 GB
HCHB Data Center SUSE Linux Enterprise 11 (64-bit) HCHBNOCAS2 V Primary RSA Server 2 112 17 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCASDM V Cisco ASDM Management 1 84 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCFILE1 V Filer Server 1 3 89 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCNFDB V NetFlow 4 266 18 GB

HCHB Data Center
Red Hat Enterprise Linux 6 (64-bit) APCDCE

V A vendor-neutral, scalable monitoring system which collects, 
organizes  and dist 1 1.00 TB

HCHB Data Center
Red Hat Enterprise Linux 5 (64-bit) HCHBNOCCP1

V
This Virtual Appliance installs Prime Infrastructure version 2 2 16 2 36 TB

HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCAS3 V Cisco ACS server 2 608 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCIPS2 V DHCP Server 2 1 110 57 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCAS1 V Cisco ACS server 2 108 19 GB
HCHB Data Center Debian GNU/Linux 6 (64-bit) HCHBAPC1 V APC 4 202 50 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCSW1 V Solarwinds 8 427 53 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCSLOG1 V Logs Server 1 1 01 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCLA1 V Firewall log server 1 1 1 99 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCLA2 V Firewall log server 2 1 1 01 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBVC V vCenter 8 96 20 GB

HCHB Data Center
Microsoft Windows Server 2003 Standard (32-
bit) HCHBNOC1_OLD V

HCHBNET DC 1 8 140 29 GB

HCHB Data Center
Microsoft Windows Server 2003 Standard (32-
bit) HCHBNOC4 OLD

V
HCHBNOC DC 2 16 283 05 GB

HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCRESVCAC2 V vCloud Automation Center Server 2 1 84 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBSQL1 V SQL Server DB 1 1 09 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCRESVCAC1 V vCloud Automation Center Server 1 1 84 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCSQL1 V SQL Server 2 302 57 GB
HCHB Data Center Microsoft Windows 7 (64-bit) TempTestVM03 V Test Workstation 3 1 44 22 GB
HCHB Data Center Red Hat Enterprise Linux 6 (64-bit) TORNADO V Load testing server 8 96 20 GB
HCHB Data Center Microsoft Windows 7 (64-bit) VWS3 V PKI/PIV 1 142 98 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) TempTestVM01 V Test Workstation 1 1 84 18 GB
HCHB Data Center Microsoft Windows 7 (64-bit) OCIO-D1767242 V PKI/PIV 2 152 94 GB
HCHB Data Center Microsoft Windows 7 (64-bit) VWS2 V PKI/PIV 1 165 73 GB
HCHB Data Center Microsoft Windows 7 (64-bit) TempTestVM02 V Test Workstation 2 1 44 22 GB
HCHB Data Center Microsoft Windows 7 (64-bit) VWS1 V PKI/PIV 1 164 66 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCVM1 V Temporary Workstation 1 584 19 GB
HCHB Data Center Debian GNU/Linux 6 (64-bit) HCHBAPC1-TEST V APC 4 116 17 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) EPO511AH V EPO Test 4 188 19 GB
HCHB Data Center Microsoft Windows 7 (64-bit) DETEST2 V DE TEST 2 188 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCMM V Men and Mice 1 88 19 GB
HCHB Data Center Microsoft Windows 7 (64-bit) OSE-WIN7-VM1 V Management Workstation 1 258 22 GB
HCHB Data Center Microsoft Windows 7 (64-bit) OSEKENWIN7 V Ken Medley's Windows 7 Workstation 2 88 30 GB
HCHB Data Center Microsoft Windows 7 (64-bit) OSETESTWKST01 V Test Workstation 2 88 18 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) EPOAGENTH12 V 4 196 16 GB
HCHB Data Center Microsoft Windows 7 (64-bit) SOCTLEWS3 V 2 88 18 GB

HCHB Data Center
Microsoft Windows Server 2003 Standard (64-
bit) HENRY2-CLONED V

HENRY Cloned - Check with Jim 2 529 07 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VAPKICANOC1 V PKI CA 1 104 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VAPKICANOC2 V PKI CA Server 2 1 104 18 GB
HCHB Data Center Microsoft Windows XP Professional (32-bit) OSE-MGT-WS1 V MGT Workstation 1 1 30 72 GB

HCHB Data Center
Microsoft Windows Server 2003 Standard (32-
bit) HCHBNETAS1 V

Old HNET AS1 8 141 16 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCRESADFS02 V Backup ADFS for Cloud auth 1 88 19 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) TESTVM V 163 67 MB
HCHB Data Center Microsoft Windows 7 (64-bit) HCHBNOC-VM1 V Temp Workstation - Jump Box 1 48 20 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCSCOUT V Netscout 1 84 20 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCWB1 V WB 1 84 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCMRTG V MRTG 1 88 19 GB
HCHB Data Center Microsoft Windows 7 (64-bit) TESTVM (1) V Test VM 2 88 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBV6DC V IPv6 DHCP Project 1 84 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) MBDASTG V Siebel CRM Server 4 216 19 GB
HCHB Data Center Microsoft Windows 7 (64-bit) SOCTLEWS2 V 2 88 18 GB
HCHB Data Center Microsoft Windows 7 (64-bit) OSETESTWKST03 V MGT Workstation 2 2 88 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) ExchMgmt-06 V Exchange Management Workstation 6 1 84 19 GB
HCHB Data Center Microsoft Windows 7 (64-bit) OSE-MGT-WS2 V Mgmt Workstation 2 1 544 23 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) JIMETest01 V Jim's Test VM 2 108 18 GB
HCHB Data Center Microsoft Windows 7 (64-bit) SOCTLEWS1 V 2 88 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOC-CloudExt-00 V Cloud Extender 1 508 20 GB
HCHB Data Center Other (32-bit) UCS 2 1(1aPE3) V UCS Server Test 4 20 40 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VASPD12ONE-HSM1-CLONED V 1 84 18 GB
HCHB Data Center FreeBSD (64-bit) FreeNAS V Free NAS Server 4 8 05 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VAPKICASOC1 V PKI CA 1 104 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VAPKICASOC2 V PKI CA - 2 1 104 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCEMS1 V EMS Server 1 88 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBNOCXGRID1 V Backup 1 84 20 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) OSE-MGMT1 V MGMT Workstation 1 1 104 19 GB
HCHB Data Center Microsoft Windows 7 (64-bit) OSETESTWKST02 V Test Workstation 2 2 88 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) HCHBSOCTEST V Test Server 1 1 11 TB
HCHB Data Center Red Hat Enterprise Linux 6 (64-bit) Main V Follow Me Print - Main Server 4 2 28 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) PIV-DOCRESDIRSYNC V DirSync service for Cloud GAL 1 194 29 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VQRMADFE V PKI/PIV 1 372 73 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VRootRDC3 V PKI/PIV 1 220 59 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VRootRDC4 V PKI/PIV 1 210 99 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VAIRespS V PKI/PIV 1 213 34 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VSQL V PKI/PIV 1 218 71 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) PIV-DOCPUBADFS3-1 V PKI/PIV 1 104 29 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VAIVES V PKI/PIV 1 214 83 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) PIV-DOCRESADFS3 V PKI/PIV 1 109 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VAIVAS V PKI/PIV 1 212 40 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VDCOSE1 V PKI/PIV 1 272 75 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VROOTDC3 V PKI/PIV 1 299 60 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VAHSPD12CAROOT V 1 138 87 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) DOCRESAADC2 V 2 88 16 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VAHSPD12TWO-HSM2 V 1 111 03 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VAHSPD12ONE-HSM1 V 1 110 94 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSFS06OSE V File Server 6 1 2 10 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCRESPS01 V Psync Master (self-service pwd reset) 1 588 18 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) DOCOSE2012 V 2 108 16 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VAHSPD12CARES2 V 1 104 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSRELAY01 V Mail Relay 1 1 44 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSLM01 V 1 144 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCRESPS02 V Psync Proxy (self-service pwd reset) 1 588 19 GB
HCHB Data Center CentOS 4/5/6/7 (64-bit) DOCRESSTHUB V 2 133 17 GB
HCHB Data Center CentOS 4/5/6/7 (64-bit) DOCRESSTDB V 2 119 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VAHSPD12CAOSE2 V 1 104 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSFS07OSE V File Server 7 1 2 10 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSFS01 V File Server 1 1 2 10 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSLD01 V 1 125 18 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) DOCRESTNM02 V Tanium Module Server 4 158 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSFS04 V File Server 4 1 2 10 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSPRT03 V Print Server 3 1 208 19 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) DOCRESTNM01 V Tanium Application Server and SQL 8 266 17 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSAPP02 V Application Server 2 1 604 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSFS08OSE V File Server 8 1 2 08 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSSQL01 V DOC OS SQL Server 1 1 119 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCRESSQL01 V SQL Server 1 750 61 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSAPP01 V Application Server 1 1 234 46 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) CRESTRON V CRESTRON Project 1 104 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCEDAFS01 V File Server 1 10 10 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) ROOTSQL01 V 1 168 19 GB
HCHB Data Center Microsoft Windows Server 2008 (32-bit) DOCOSSB01 V 1 84 17 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) ROOTRMAD01 V 1 534 20 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) DOCRESADFS3-1 V RES - Primary ADFS 3 0 Server 1 88 17 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCRESFIM V FIM 2010 in Resource domain 1 108 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSFS05OSE V File Server 5 1 2 10 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VAHSPD12CARES1 V 1 104 19 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) DOCRESADFS3-2 V RES - Secondary ADFS 3 0 Server 1 88 17 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSITSD01 V ITSD Server - Helpdesk Ticketing 1 2 10 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCRESAADC V 2 258 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSFS02 V File Server 2 1 2 10 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VAHSPD12CAOSE1 V 1 104 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSRELAY02 V Mail Relay 2 1 45 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) MBDA-SBSTG V Siebel CRM Server 4 416 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSFS03 V File Server 3 1 2 10 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCRESDirSync V DirSync service for Cloud GAL 1 201 14 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSPRT02 V Print Server 2 1 45 11 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSCLDEXT01 V Cloud Extender 1 508 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) VASQLDB V PKI/PIV 1 223 28 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) OSEFMPRINT V FM Print Server 1 84 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCOSPRT01 V Print Server 1 1 44 29 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DOCESAFS01OSE V File Server 1 3 10 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) MBDA-OBIEESTG V Staging CRM Reporting App Server 4 307 27 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) OSOSEIPKIOSK001 V 2 508 16 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) HCHBPSPRINT V 2 234 76 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) OSOSYIPCTXSF001 V Citrix Xenapp Storefront server 1 2 208 18 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) OSOSYIPAPP003 V XenApp 7 x App server 3 2 208 18 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) OSOSYIPAPP002 V XenApp 7 x App server 2 2 208 18 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) OSOSYIPCTXSF002 V Citrix Xenapp Storefront server 2 2 208 18 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) OSOSYIPAPP001 V XenApp 7 x App server 1 2 208 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) WTOC5VMDP V 2 88 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) AHEPO511 V EPO Test 2 208 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) WTOC3VMDP V Websense 8 0 1 OCR 1 84 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) WTOC2VMDP V Websense OCR 2 84 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) FSRV1MDP V File Server 1 1 2 16 TB
HCHB Data Center Other 2.6.x Linux (64-bit) FIREPOWER V 4 258 17 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DCNSV1MDP2 V Domain Controller 2 1 88 20 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) MNSPV1MDP V McAfee NSM 2 308 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) WTSC2VMDP V Websense Triton Manager 8 726 74 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) WTDB3VMDP V Websense 8 0 1 SQL 1 596 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) MEPOV1MDP V epo 4 96 19 GB
HCHB Data Center Red Hat Enterprise Linux 6 (64-bit) TSCMV1LDP V Tenable Security Center 4 2 34 TB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) TENTDB1MDP V Tripwire Enterprise Database Server 12 1 02 TB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) SOCHPEFWE V 2 128 17 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) CIRTForensic V Forensic's data information 1 3 37 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) SOCEPO511REP V 4 188 19 GB
HCHB Data Center CentOS 4/5/6/7 (64-bit) SPLIND1MDP V 12 1 02 TB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) SSDBV1MDP12 V 4 196 17 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) TENTMC1MDP V Tripwire Enterprise Management Console 12 1 03 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) SOCEPO511 V 1 188 20 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) SSDBV1MDP V database 4 1 17 TB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) FSRVV2MDP V WSUS 2 2 258 17 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) FSRV2MDP V Fire Server 2 1 6 08 TB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) MEPOV1MDP12 V 4 96 17 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) FSRVV1MDP V WSUS 1 1 308 18 GB
HCHB Data Center CentOS 4/5/6/7 (64-bit) SPLSLS1MDP V 1 1 00 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) WTDB2VMDP V Websense SQL DB 4 1015 12 GB
HCHB Data Center CentOS 4/5/6/7 (64-bit) SPLSH1MDP V 12 1 02 TB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) DCNSV1MDP1 V Domain Controller 1 1 88 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) WTSC3VMDP V Websense 8 0 1 Manager 8 176 19 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) RLAYV1MDP V Mail Relay 1 88 18 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) OSNOCIPTEST004 V VMware vRA 2 88 16 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) OSNOCIPTEST002 V VMware vRA 2 88 16 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) OSNOCIPTEST003 V VMware vRA 2 88 16 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) Win2012R2Std-Generic-2 V 2 88 78 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) Win2012R2Std-Generic V VMware Template 2 108 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) vCAC - Win 2008 R2 Standard V 1 84 18 GB
HCHB Data Center Microsoft Windows 7 (64-bit) Windows 7 Professional x64 V 2 88 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) Microsoft Windows 2008 R2 Enterprise V 1 104 18 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) Microsoft Windows 2008 R2 Standard V 1 104 18 GB
HCHB Data Center Microsoft Windows Server 2012 (64-bit) Windows 2012 R2 Std V 2 88 16 GB
HCHB Data Center Microsoft Windows Server 2008 R2 (64-bit) vCAC - Win 2008 R2 Enterprise V 1 84 18 GB



Name Description
SolarWinds IP Address Manager 

IPX (unlimited IPs)
IP address management and 

administration
Redhat Maintenance (SOC) Linux Support Subscription

vRealize Virtual environement operations and 
automation

Informcast (Singlewire - Berbee)

A full-featured emergency notification 
solution that enables people to reach an 
unlimited number of Cisco IP phones, 

speakers, cell phones, and other 
devices with text and live, ad-hoc, pre-

recorded, or text-to-speech audio

Men & Mice

DNS, DHCP, & IP Address 
Management solutions for Microsoft 
Active Directory and UNIX based IP

networks.

Infortel

Software that enables call monitoring, 
recording,  process automation, 

business metrics; search, retrieval, 
playback, and export of calls.

CommVault Simpana 10 Performs back-ups for DOC Private 
Cloud

Air Magnet

Software that is used for wireless 
surveys, measurement of wireless 
network performance metrics, and 

troubleshooting of wireless networks

Solarwinds Toolkit Network Management Tool for the Hnet 
Management Block

SolarWinds Monitoring tool System Monitoring
Solar Winds Net Flow Traffic 

Analyzer
Network Utilization, Reporting, Packet 
Inspection, and Application Inspection

VOIP and Network Quality 
Manager IP SLA Jitter, packet loss, latency

APC StruxtureWare APC Monitoring Tool
McAfee MFE, AntiVirus, VirusScan, 

Internet Security

Data Mountain DNS

Private Cloud DNSSEC Self Signing 
Service of Secondary Zone Hosting for 

28 DoC Domains, with FISMA compliant 
Monitoring & Reporting

VM Ware Vsphere (64 licenses) Virtual environement computing 
virtualization platform

VMWARE VCENTER SVR 5

VM Ware Vsphere (16 licenses) Centralized platform for managing 
VMware vSphere environments

SolarWinds Network Configuration 
Manager DL3000 Configuration management

SolarWinds User Device Tracker 
UTX (unlimited ports per server)

Endpoint device search, vendor 
identification, roque device detection, 
performance and capacity reporting

RSA Authenitifcation Manager

The central two-factor authentication 
software that provides capabilities to 

manage security tokens, users, multiple 
applications, agents, and resources 

across physical sites.
Entrust SSL Certificate Certificate for ASA Firewalls

Cisco Jabber
Access presence, instant messaging 
(IM), voice, video, voice messaging, 
desktop sharing, and conferencing.



Server Operating System Count TOTAL
Microsoft Windows Server 2008 0 0
Microsoft Windows Server 2012 0
Linux/Unix 0

Server Model Count TOTAL
POWER CONNECT M6348 8 55
BROCADE M5424 4
COMPELLENT 8
DELL TAPE LIBRARY 1
POWEREDGE R720 2
POWEREDGE M620 32

Switch Model Count TOTAL
BROCADE 300 2 2

Location Operating System Name Model Server Type 
(Virtual/Physical) Application/Purpose

HCHB Data Center POWER CONNECT M6348 Physical VM Environment Hardware
HCHB Data Center POWER CONNECT M6348 Physical VM Environment Hardware
HCHB Data Center POWER CONNECT M6348 Physical VM Environment Hardware
HCHB Data Center POWER CONNECT M6348 Physical VM Environment Hardware
HCHB Data Center POWER CONNECT M6348 Physical VM Environment Hardware
HCHB Data Center POWER CONNECT M6348 Physical VM Environment Hardware
HCHB Data Center POWER CONNECT M6348 Physical VM Environment Hardware
HCHB Data Center POWER CONNECT M6348 Physical VM Environment Hardware
HCHB Data Center POWEREDGE R720 Physical VM Environment Hardware
HCHB Data Center POWEREDGE R720 Physical VM Environment Hardware
HCHB Data Center DELL TAPE LIBRARY Physical VM Environment Hardware
HCHB Data Center DELL ENCLOSURE M1000e Physical VM Environment Hardware
HCHB Data Center DELL ENCLOSURE M1000e Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M619 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center POWEREDGE M620 Physical VM Environment Hardware
HCHB Data Center BROCADE M5424 Physical VM Environment Hardware
HCHB Data Center BROCADE M5424 Physical VM Environment Hardware
HCHB Data Center BROCADE M5424 Physical VM Environment Hardware
HCHB Data Center BROCADE M5424 Physical VM Environment Hardware
HCHB Data Center BROCADE 300 Physical VM Environment Hardware
HCHB Data Center BROCADE 300 Physical VM Environment Hardware
HCHB Data Center COMPELLENT Physical VM Environment Hardware
HCHB Data Center COMPELLENT Physical VM Environment Hardware
HCHB Data Center COMPELLENT Physical VM Environment Hardware
HCHB Data Center COMPELLENT Physical VM Environment Hardware
HCHB Data Center COMPELLENT Physical VM Environment Hardware
HCHB Data Center COMPELLENT Physical VM Environment Hardware
HCHB Data Center COMPELLENT Physical VM Environment Hardware
HCHB Data Center COMPELLENT Physical VM Environment Hardware



Location Name of Dev ice Model Serial Number Activ e/Storage/Retire
d

HCHB Data Center HCHBIPCC R01 hchbnet doc gov Cisco 2800 Series Integrated Serv ices Routers FTX1314A04T Activ e
A001 HCHBIPCC R02 hchbnet doc gov Cisco 2800 Series Integrated Serv ices Routers FTX0940A54A Activ e
HCHB Data Center HCHBOutVPN1 hchbnet doc gov Cisco 2800 Series Integrated Serv ices Routers FTX1007C0FD Activ e
A001 HCHBOutVPN2 hchbnet doc gov Cisco 2800 Series Integrated Serv ices Routers FTX1008C1Q6 Activ e
Silv er Spring OIG OIG SSMC hchbnet doc gov Cisco 2800 Series Integrated Serv ices Routers FTX0936A29U Activ e

3869
Inf ormaCast-EBS-
3869 hchbnet doc gov Cisco 2900 Series Integrated Serv ices Routers G2 FJC1846A0U4 Activ e

1508
Inf ormacast-EBS-
1508 hchbnet doc gov Cisco 2900 Series Integrated Serv ices Routers G2 FJC1846A0U5 Activ e

Gaithersburg CSC
HCHB-CSC-
FAA OKC hchbnet doc gov Cisco 3800 Series Integrated Serv ices Routers FTX1349AHT2 Activ e

HCHB Data Center HCHB FAA OKC hchbnet doc gov Cisco 3800 Series Integrated Serv ices Routers FTX1347A1MS Activ e
HCHB Data Center HCHBPRI R01 hchbnet doc gov Cisco 3800 Series Integrated Serv ices Routers FTX1313A22S Activ e
A001 HCHBPRI R02 hchbnet doc gov Cisco 3800 Series Integrated Serv ices Routers FTX1144A0KE Activ e
HCHB Data Center HCHB 3945 MPLS hchbnet doc gov Cisco 3900 Series Integrated Serv ices Routers G2 FTX1715AMW7 Activ e
HCHB Data Center HCHB 3945 TLS hchbnet doc gov Cisco 3900 Series Integrated Serv ices Routers G2 FTX1803AK79 Activ e
HCHB Data Center HCHB SiteVPN1 hchbnet doc gov Cisco 3900 Series Integrated Serv ices Routers G2 FTX1809ALLX Activ e
HCHB Data Center HCHBWAN2 hchbnet doc gov Cisco 3900 Series Integrated Serv ices Routers G2 FTX1727AK1Z Activ e
HCHB Data Center HCHB 4331 SD1 hchbnet doc gov Cisco 4300 Series Integrated Serv ices Routers FLM1905W03F Activ e
Beltsv ille ITSD HCHB 4331 SD2 hchbnet doc gov Cisco 4300 Series Integrated Serv ices Routers FLM1905W03E Activ e
A001 HCHB SiteVPN2 hchbnet doc gov Cisco 7200 Series Routers 32605437 Activ e

HCHB Data Center HCHBWAN1.hchbnet.doc.gov
Cisco ASR 1000 Series Aggregation Serv ices 
Routers FOX1830GSLL Activ e

HCHB Data Center Cat2950 1508 hchbnet doc gov Cisco Cataly st 2950 Series Switches FHK0721Y0XW Activ e
HCHB Data Center Cat3550 BIS P4R12 hchbnet doc gov Cisco Cataly st 3550 Series Switches CHK0633W1J4 Activ e
7513 Cat3560G 7513 OIG hchbnet doc gov Cisco Cataly st 3560 Series Switches FOC1416W0CW Activ e
B851 Cat3560G B0010 hchbnet doc gov Cisco Cataly st 3560 Series Switches FOC0919U08B Activ e

B851
Cat3560G_Caf eteria_B851.hchbnet.do
c gov Cisco Cataly st 3560 Series Switches FOC0918U1G2 Activ e

68007 DEV 3560 68007T hchbnet doc gov Cisco Cataly st 3560 Series Switches CAT1021N200 Activ e

HCHB Data Center 
DEV-3560G-24-
P3R11 hchbnet doc gov Cisco Cataly st 3560 Series Switches FOC1239Z094 Activ e

Atlanta EDA EDA Atlanta 3560 atl eda gov Cisco Cataly st 3560 Series Switches FOC1034Y2GA Activ e
Austin EDA EDA Austin 3560 auro eda gov Cisco Cataly st 3560 Series Switches FDO1222Y154 Activ e
Chicago EDA EDA Chicago 3560 cro eda gov Cisco Cataly st 3560 Series Switches FDO1224Y012 Activ e
Denv er EDA EDA Denv er 3560 dro eda gov Cisco Cataly st 3560 Series Switches FDO1135Y2WY Activ e
Philadelhia EDA EDA Phil 3560 pro eda gov Cisco Cataly st 3560 Series Switches FDO1224Y01U Activ e
Seattle EDA EDA Seattle1 3560 sro 1 eda gov Cisco Cataly st 3560 Series Switches FDO1221Y4YE Activ e

6068
HCHB-
NOCAccess7 6068 hchbnet doc gov Cisco Cataly st 3560 Series Switches FOC1027Y4K7 Activ e

6068
HCHB-SFAccess04_6068-
A hchbnet doc gov Cisco Cataly st 3560 Series Switches FOC1336Z1YS Activ e

6099
HCHB-
SOCAccess4 6088 hchbnet doc gov Cisco Cataly st 3560 Series Switches FOC0928U080 Activ e

68007T
HCHB-
SOCAccess5_68007T.hchbnet.doc.go
v

Cisco Cataly st 3560 Series Switches FOC0919U187 Activ e

Atlanta OIG OIG ATLSW3 3560 Cisco Cataly st 3560 Series Switches FOC1010Y2BH Activ e
Seattle OIG OIG Seattle2 3560 hchbnet doc gov Cisco Cataly st 3560 Series Switches FOC1416W0D4 Activ e
Silv er Spring OIG OIGSSMC SW02 hchbnet doc gov Cisco Cataly st 3560 Series Switches FOC1342Y4V1 Activ e
HCHB Data Center Cat3750 P4R11 OSEC 02 Cisco Cataly st 3750 Series Switches CAT0903K0HN Activ e

HCHB Data Center
Cat3750-P4R11-OSEC-
1 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1227Y1B1 Activ e

1041 Cat3750E 1041 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1546R0PN Activ e
6085 Cat3750X 6085 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1546R25Q Activ e

HCHB Data Center
Cat3750x-OSY-
P4R11 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1546V0NR Activ e

8040 Cat3 8040 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1547K01B Activ e
HCHB Data Center DEV 3750 12S P2R5 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1334X3PD Activ e
4869 DEV 3750 24 4869 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1227Y1B7 Activ e
6068 DEV 3750G 24 6068 hchbnet doc gov Cisco Cataly st 3750 Series Switches FOC1032Y04P Activ e

62007
DEV-3750G-24-
62007 hchbnet doc gov Cisco Cataly st 3750 Series Switches FOC1129Y0US Activ e

7602 DEV 3750G 7602 hchbnet doc gov Cisco Cataly st 3750 Series Switches CAT0933Z367 Activ e

HCHB Data Center
HCHB-
Cat3750 P2R10 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1546R0QK Activ e

HCHB Data Center HCHB Cat3OutVPN1 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1235X0TY Activ e
A001 HCHB Cat3OutVPN2 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1235X0U4 Activ e
HCHB Data Center HCHB Cat3TLS1 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1309Y1MF Activ e
HCHB Data Center HCHB- Cisco Cataly st 3750 Series Switches FOC1238W4MV Activ e
A001 HCHB- Cisco Cataly st 3750 Series Switches FOC1238W4PQ Activ e

HCHB Data Center
HCHB-
NOCAccess1_P3R11.hchbnet.doc.go Cisco Cataly st 3750 Series Switches FDO1227Y1AN Activ e

HCHB Data Center
HCHB-
NOCAccess1 P3R11.hchbnet.doc.go Cisco Cataly st 3750 Series Switches FOC1239W4RX Activ e

A001
HCHB-
NOCAccess2 6830 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1239Z0CN Activ e

A001
HCHB-
NOCAccess2 6830 hchbnet doc gov Cisco Cataly st 3750 Series Switches FOC1239W4RR Activ e

68007
HCHB-
NOCAccess5_68007T.hchbnet.doc.go
v

Cisco Cataly st 3750 Series Switches FOC1232W0LT Activ e

HCHB Data Center
HCHB-
NOCAccess P2R5 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1547R01L Activ e

HCHB Data Center HCHB NOCMan1 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1240Y1QR Activ e
A001 HCHB NOCMan2 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1240Y1PU Activ e

HCHB Data Center
HCHB-OSEC60-
P3R12 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1547R01N Activ e

HCHB Data Center
HCHB-PubWireless-
3750 hchbnet doc gov Cisco Cataly st 3750 Series Switches FOC1129Y0UU Activ e

HCHB Data Center
HCHB-
SOCAccess2 P2R15 hchbnet doc gov Cisco Cataly st 3750 Series Switches FOC1232W0JC Activ e

HCHB Data Center
HCHB-
SOCAccess6 P2R5 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1547K02R Activ e

HCHB Data Center HCHB SOCMan1 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1229Y2KY Activ e
A001 HCHB SOCMan2 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1233Z1EM Activ e

HCHB Data Center
HCHB-VoiceAccess2-
P3R11 hchbnet doc gov Cisco Cataly st 3750 Series Switches FOC1238W4P1 Activ e

HCHB Data Center HCHBMan1 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1240Y1SQ Activ e
A001 HCHBMan2 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1240Y1QS Activ e
HCHB Data Center HCHBOut1 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1235X0VD Activ e
A001 HCHBOut2 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1235X0VB Activ e
Denv er OIG OIG Denv er Sw1 3750 Cisco Cataly st 3750 Series Switches FDO1733P0RM Activ e
Silv er Spring OIG OIG SSMC 3750 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1733P100 Activ e
HCHB Data Center PSV1 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1234X3CR Activ e
A001 PSV2 hchbnet doc gov Cisco Cataly st 3750 Series Switches FDO1234X3BB Activ e
4627 CAT4500 4627 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q3CP Activ e
18007 Cat4500E 18007T hchbnet doc gov Cisco Cataly st 4500 Series Switches FOX1543GBCE Activ e
A001 Cat4500E 1M001 hchbnet doc gov Cisco Cataly st 4500 Series Switches FOX1333G8Y2 Activ e
28007T Cat4500E 28007T hchbnet doc gov Cisco Cataly st 4500 Series Switches FOX1543GBAF Activ e
38007T Cat4500E 38007T hchbnet doc gov Cisco Cataly st 4500 Series Switches FOX1543GBBX Activ e
42007T Cat4500E 42007T hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1746Q1EA Activ e
48007T Cat4500E 48007T hchbnet doc gov Cisco Cataly st 4500 Series Switches FOX1543GBBT Activ e
58007T Cat4500E 58007T hchbnet doc gov Cisco Cataly st 4500 Series Switches FOX1543GBC4 Activ e
68007T Cat4500E 68007T hchbnet doc gov Cisco Cataly st 4500 Series Switches FOX1543GBBR Activ e
71013T Cat4500E 71013T hchbnet doc gov Cisco Cataly st 4500 Series Switches FOX1543G273 Activ e
B2022 Cat4500E B2022 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1746Q1C5 Activ e
A001 Cat4500E BM001 hchbnet doc gov Cisco Cataly st 4500 Series Switches FOX1334GJVD Activ e
BM001 Cat4500E BM121 hchbnet doc gov Cisco Cataly st 4500 Series Switches FOX1336G7J4 Activ e
SB853 Cat4500E SB001 hchbnet doc gov Cisco Cataly st 4500 Series Switches FOX1334GJUT Activ e
1082 Cat4500 1082 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1843Q2EX Activ e
1508 Cat4500 1508 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q38B Activ e
1620 Cat4500 1630 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q3CZ Activ e
1869 Cat4500 1869 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q380 Activ e
2072 Cat4500 2072 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q3B9 Activ e
2088 Cat4500 2088 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q37Q Activ e
2631 Cat4500 2631 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q381 Activ e
2869 Cat4500 2869 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1843Q2GZ Activ e
3068 Cat4500 3068 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q372 Activ e
3088 Cat4500 3088 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q36Y Activ e
3631 Cat4500 3631 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q3A3 Activ e
3728 Cat4500 3728 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q3AX Activ e
3869 Cat4500 3869 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q37Z Activ e
4068 Cat4500 4068 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q39Z Activ e
4088 Cat4500 4088 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q38C Activ e
4728 Cat4500 4728 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q38N Activ e
4869 Cat4500 4869 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q38E Activ e
5068 Cat4500 5068 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q38D Activ e
5088 Cat4500 5088 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q39R Activ e
5427 Cat4500 5427 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1843Q2G9 Activ e
5527 Cat4500 5527 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q37Y Activ e
5631 Cat4500 5631 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q37V Activ e
5728 Cat4500 5728 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q39Q Activ e
6068 Cat4500 6068 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q3CR Activ e
6088 Cat4500 6088 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q37U Activ e
6629 Cat4500 6629 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1843Q2JE Activ e
6728 Cat4500 6728 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q3CL Activ e
6871 Cat4500 6871 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1843Q2F2 Activ e
7410 Cat4500 7410 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q3B8 Activ e
7508 Cat4500 7508 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q3A8 Activ e
7602 Cat4500 7602 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q3B4 Activ e
7628 Cat4500 7628 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q37T Activ e
7729 Cat4500 7729 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q3C7 Activ e
7869 Cat4500 7869 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q3BM Activ e

HCHB Data Center
Cat4500_CSR-
P1R11 hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q38S Activ e

RRB Cat4500 RRB hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1842Q38F Activ e
Cat4500 RRB2 hchbnet doc gov Cisco Cataly st 4500 Series Switches FOX093302CF Retired

SB130 Cat4500 SB130 hchbnet doc gov Cisco Cataly st 4500 Series Switches FOX1334GLC9 Activ e
12011T Cat4500e 12011T hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1746Q1AQ Activ e
22007T Cat4500e 22007T hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1746Q1EM Activ e
32007T Cat4500e 32007T hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1746Q1E3 Activ e
52007T Cat4500e 52007T hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1746Q1BM Activ e
62007T Cat4500e 62007T hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1746Q1DZ Activ e
72009T Cat4500e 72009T hchbnet doc gov Cisco Cataly st 4500 Series Switches FXS1746Q1Z6 Activ e

HCHB Data Center
HCHB-SFAccess01-P4R11-
A hchbnet doc gov Cisco Cataly st 4900 Series Switches FOX1234H4F4 Activ e

A001
HCHB-SFAccess02-6830-
A hchbnet doc gov Cisco Cataly st 4900 Series Switches FOX1234H4FE Activ e

HCHB Data Center
HCHB-SFAccess03-P4R12-
A hchbnet doc gov Cisco Cataly st 4900 Series Switches FOX1234H54G Activ e

HCHB Data Center
HCHB-SFAccess06-P2R12-
A hchbnet doc gov Cisco Cataly st 4900 Series Switches FOX1234H4FF Activ e

HCHB Data Center
HCHB-SFAccess07-P2R12-
A hchbnet doc gov Cisco Cataly st 4900 Series Switches FOX1233GXT8 Activ e

HCHB Data Center
HCHB-SFAccess08-P4R11-
A hchbnet doc gov Cisco Cataly st 4900 Series Switches FOX1234H52G Activ e

HCHB Data Center
HCHB-SFAccess12-P3R12-
A hchbnet doc gov Cisco Cataly st 4900 Series Switches FOX1234H54F Activ e

HCHB Data Center
HCHB-SFAccess14-P2R13-
A hchbnet doc gov Cisco Cataly st 4900 Series Switches FOX1234H4FC Activ e

HCHB Data Center
HCHB-SFAccess16-P3R11-
A hchbnet doc gov Cisco Cataly st 4900 Series Switches CAT1532S0A4 Activ e

HCHB Data Center
HCHB-SFAccess17-P1R12-
A hchbnet doc gov Cisco Cataly st 4900 Series Switches CAT1531S0E5 Activ e

HCHB Data Center
HCHB-SFAccess19-P3R12-
A hchbnet doc gov Cisco Cataly st 4900 Series Switches FOX1233GXT9 Activ e

HCHB Data Center
HCHB-VoiceAccess1-
P3R11 hchbnet doc gov Cisco Cataly st 4900 Series Switches FOX113406Z3 Activ e

A001 HCHB VoiceAccess2 hchbnet doc gov Cisco Cataly st 4900 Series Switches FOX113409ZR Activ e

HCHB Data Center
HCHB-
Serv ice1 P2R13 hchbnet doc gov Cisco Cataly st 6500 Series Switches SMG1139NBC2 Activ e

A001 HCHB Serv ice2 hchbnet doc gov Cisco Cataly st 6500 Series Switches SMG1138NA8G Activ e
HCHB Data Center HCHB DISTBLK1 hchbnet doc gov Cisco Cataly st 6800 Series Switches SMC19310045 Activ e
A001 HCHB DISTBLK1 hchbnet doc gov Cisco Cataly st 6800 Series Switches SMC19410085 Activ e
HCHB Data Center HCHB DISTBLK2 hchbnet doc gov Cisco Cataly st 6800 Series Switches SMC19310048 Activ e
A001 HCHB DISTBLK2 hchbnet doc gov Cisco Cataly st 6800 Series Switches SMC1931005Q Activ e
HCHB Data Center HCHB INTBLK1 hchbnet doc gov Cisco Cataly st 6800 Series Switches SMC1931004C Activ e
A001 HCHB INTBLK1 hchbnet doc gov Cisco Cataly st 6800 Series Switches SMC1941009K Activ e
HCHB Data Center HCHB 9508 IntraSF01 Nexus Data Center Switches FGE19270WRC Activ e
A001 HCHB 9508 IntraSF02 Nexus Data Center Switches FGE19290XKM Activ e
HCHB Data Center HCHB Core1 hchbnet doc gov Nexus Data Center Switches FGE19230V7C Activ e
A001 HCHB Core2 hchbnet doc gov Nexus Data Center Switches FGE19270WPA Activ e
HCHB Data Center HCHB G2G P3R11 Nexus Data Center Switches FOC1935R2L3 Activ e
HCHB Data Center HCHB G2GDMZ5 P4R11 Nexus Data Center Switches FOC1935R2HP Activ e
HCHB Data Center HCHB N3k v PDMZ7 Nexus Data Center Switches FOC1936R15R Activ e
HCHB Data Center HCHB N3k PDMZ 1 Nexus Data Center Switches FOC1936R15N Activ e
A001 HCHB N3k PDMZ 2 Nexus Data Center Switches FOC1936R15J Activ e
HCHB Data Center HCHB N9K G2GDMZ 1 Nexus Data Center Switches SAL1940QA9E Activ e
A001 HCHB N9K G2GDMZ 2 Nexus Data Center Switches SAL1940QA8A Activ e
HCHB Data Center HCHB N9k PDMZ 5 Nexus Data Center Switches SAL1940QABZ Activ e
A001 HCHB N9k PDMZ 6 Nexus Data Center Switches SAL1940QAEL Activ e
HCHB Data Center HCHB PDMZ OIG Nexus Data Center Switches FOC1936R275 Activ e
HCHB Data Center HCHB PDMZ P3R11 Nexus Data Center Switches FOC1935R2EA Activ e
HCHB Data Center HCHB PDMZ P4R12 Nexus Data Center Switches FOC1936R26U Activ e
HCHB Data Center HCHB PSD1 Nexus Data Center Switches FOC1935R2TZ Activ e
HCHB Data Center HCHB SFAccess01 P4R11 Nexus Data Center Switches SAL1940QAA9 Activ e
A001 HCHB SFAccess02 6830 hchbnet doc Nexus Data Center Switches SAL1939PVZG Activ e
HCHB Data Center HCHB-SFAccess03- Nexus Data Center Switches SAL1940QA6L Activ e
HCHB Data Center HCHB SFAccess04 P2R12 Nexus Data Center Switches SAL1939PW0H Activ e
HCHB Data Center HCHB SFAccess05 P2R12 Nexus Data Center Switches SAL1938P4H7 Activ e
HCHB Data Center HCHB SFAccess06 P4R11 Nexus Data Center Switches SAL1939PVWT Activ e
HCHB Data Center HCHB SFAccess07 P3R12 Nexus Data Center Switches SAL1940QA35 Activ e
HCHB Data Center HCHB SFAccess08 P2R13 Nexus Data Center Switches SAL1940QADX Activ e
HCHB Data Center HCHB SFAccess09 P3R11 Nexus Data Center Switches SAL1939PW0X Activ e
HCHB Data Center HCHB SFAccess10 P1R12 Nexus Data Center Switches SAL1940QAAQ Activ e
HCHB Data Center HCHB SFAccess11 P3R12 Nexus Data Center Switches SAL1940QADF Activ e
A001 PSD2 Nexus Data Center Switches FOC1935R2Q1 Activ e
HCHB Data Center PSG1 Nexus Data Center Switches FOC1935R2T7 Activ e
HCHB Data Center PSG1 Nexus Data Center Switches FOC1935R2T7 Activ e
A001 PSG2 Nexus Data Center Switches FOC1936R15M Activ e

HCHB Data Center DEV-ASA-5515.hchbnet.doc.gov
Cisco ASA 5500-X Series Next-Generation 
Firewalls FTX194010XZ Activ e

HCHB Data Center CSC-COOP-ASA.hchbnet.doc.gov
Cisco ASA-5500 Series Adaptiv e Security  
Appliances JMX1515Z0S2 Activ e

HCHB Data Center HCHB-ITA-5585.hchbnet.doc.gov
Cisco ASA-5500 Series Adaptiv e Security  
Appliances JMX19418022 Activ e

HCHB Data Center HCHB-IntraSF01-FW.hchbnet.doc.gov
Cisco ASA-5500 Series Adaptiv e Security  
Appliances JMX1803809Q Activ e

A001 HCHB-IntraSF01-FW.hchbnet.doc.gov
Cisco ASA-5500 Series Adaptiv e Security  
Appliances JMX1803809S Activ e

HCHB Data Center HCHB-MANFW1
Cisco ASA-5500 Series Adaptiv e Security  
Appliances JMX19418027 Activ e

A001 HCHB-MANFW1
Cisco ASA-5500 Series Adaptiv e Security  
Appliances JMX1941802B Activ e

HCHB Data Center HCHB-VPN-ASA.osnet.osec.doc.gov
Cisco ASA-5500 Series Adaptiv e Security  
Appliances JMX1941802A Activ e

A001 HCHB-VPN-ASA.osnet.osec.doc.gov
Cisco ASA-5500 Series Adaptiv e Security  
Appliances JMX19418026 Activ e

HCHB Data Center HCHBFW1.hchbnet.doc.gov
Cisco ASA-5500 Series Adaptiv e Security  
Appliances JMX194080N0 Activ e

A001 HCHBFW1.hchbnet.doc.gov
Cisco ASA-5500 Series Adaptiv e Security  
Appliances JMX194080N1 Activ e

61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001507958 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001455450 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001507956 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001455563 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001455562 Retired
61020 Storage shelf s Retired Inv entory Cisco ASA 5550 CD0004081866 Retired
61020 Storage shelf s Retired Inv entory Cisco ASA 5550 CD0004081865 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001455447 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001632015 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001706221 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001455449 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001455469 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0000885335 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001507955 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0000883181 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001455451 Retired
61020 Storage shelf s Retired Inv entory Cataly st 2950 CD0001706956 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001706190 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001455587 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001652362 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001652370 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001706188 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001507957 Retired
61020 Storage shelf s Retired Inv entory Cisco ASA 5520 CD0004080491 Retired
61020 Storage shelf s Retired Inv entory Cisco ASA 5520 CD0001657019 Retired
61020 Storage shelf s Retired Inv entory Cisco ASA 5550 CD0001652864 Retired
61020 Storage shelf s Retired Inv entory Cisco ASA 5550 CD0001652869 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001507954 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001706223 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001706191 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33325 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33324 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33179 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33060 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33182 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33062 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33480 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33477 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33228 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33180 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001507958 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001455450 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001507956 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001455563 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001455562 Retired
61020 Storage shelf s Retired Inv entory Cisco ASA 5550 CD0004081866 Retired
61020 Storage shelf s Retired Inv entory Cisco ASA 5550 CD0004081865 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001455447 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001632015 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001706221 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001455449 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001455469 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0000885335 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001507955 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0000883181 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001455451 Retired
61020 Storage shelf s Retired Inv entory Cataly st 2950 CD0001706956 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001706190 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001455587 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001652362 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001652370 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001706188 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001507957 Retired
61020 Storage shelf s Retired Inv entory Cisco ASA 5520 CD0004080491 Retired
61020 Storage shelf s Retired Inv entory Cisco ASA 5520 CD0001657019 Retired
61020 Storage shelf s Retired Inv entory Cisco ASA 5550 CD0001652864 Retired
61020 Storage shelf s Retired Inv entory Cisco ASA 5550 CD0001652869 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001507954 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001706223 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CD0001706191 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33325 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33324 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33179 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33060 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33182 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33062 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33480 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33477 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33228 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33479 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33180 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 33478 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CAT0837R078 Retired
61020 Storage shelf s Retired Inv entory Cataly st 3550 CAT0837X05Z Retired
61020 Storage shelf s Retired Inv entory Cataly st 2950 FOC0801Z05Z Retired
61020 Storage shelf s Retired Inv entory Cataly st 2950 CAT0833N5R2 Retired
61020 Storage shelf s Retired Inv entory Cataly st 2950 FHK0721Y0WX Retired
61020 Storage shelf s Retired Inv entory Cataly st 2950 FHK0721Y0Y6 Retired
61020 Storage shelf s Retired Inv entory Cataly st 2950 FHK0627X0RM Retired
61020 Storage shelf s Retired Inv entory Cataly st 2950 FAB0549W0VK Retired
61020 Storage shelf s Retired Inv entory Cataly st 2950 FOC0805W0YR Retired
61020 Storage shelf s Retired Inv entory Cataly st 2950 FHK0721Z16B Retired
61020 Storage shelf s Retired Inv entory Cataly st 2950 FOC0831Z23K Retired
61020 Storage shelf s Retired Inv entory Cataly st 2950 FOC0833Z1AW Retired
61020 Storage shelf s Retired Inv entory Cataly st 2950 FHK0611YOFM Retired
61020 Storage shelf s Retired Inv entory Cataly st 2950 FHK0627Z0J3 Retired
61020 Storage shelf s Retired Inv entory Cataly st 2950 FAB0518Q0BN Retired
61020 Storage shelf s Retired Inv entory Cataly st 2950 FOC0936Z0RD Retired



6049 Storage Not Deploy ed Cataly st 4510R+E FXS1933Q20K Storage
61018 Not Deploy ed Cataly st 4510R+E FXS1931Q3A4 Storage
61018 Not Deploy ed Cataly st 4510R+E FXS1933Q1ZL Storage
61018 Not Deploy ed Cataly st 4510R+E FXS1933Q20B Storage
6049 Storage Not Deploy ed Cataly st 4510R+E FXS1931Q3VQ Storage
61018 Not Deploy ed Cataly st 4510R+E FXS1933Q1ES Storage
61018 Not Deploy ed Cataly st 4510R+E FXS1933Q22B Storage
61018 Not Deploy ed Cataly st 4510R+E FXS1933Q21D Storage
61018 Storage Not Deploy ed 3750G 12S Switch FDO1239X19H Storage
61018 Storage Not Deploy ed 3750G 12S Switch FDO1239Y5RJ Storage
61018 Storage Not Deploy ed 3750G 12S Switch FDO1239Y5UP Storage
61018 Storage Not Deploy ed 3750G 12S Switch FDO1239Y2FL Storage
61018 Storage Not Deploy ed 3750G 12S Switch FDO1238Y0FA Storage
61018 Storage Not Deploy ed 3750G 12S Switch FDO1239Y5UN Storage
61018 Storage Not Deploy ed 3945 Series Router FOC19350Y2D Storage
61018 Storage Not Deploy ed 3750X 24 PS Series Switch FDO1546Z0C6 Storage
61018 Storage Not Deploy ed 4948 Series Switch FOX1234H54N Storage
61018 Storage Not Deploy ed C2901 Series Router FTXZ154980TT Storage
61018 Storage Not Deploy ed C2901 Series Router FTXZ154980TP Storage
61018 Storage Not Deploy ed 3750X 24 PS Series Switch FDO1546V0PC Storage
61018 Storage Not Deploy ed 3750X 24 PS Series Switch FDO1546R0Q7 Storage
61018 Storage Not Deploy ed 3750X 24 PS Series Switch FDO1546K0P4 Storage
61018 Storage Not Deploy ed Nexus 3048 Series Switch FOC1935R2SF Storage
61018 Storage Not Deploy ed Cisco IPS4255 JMX0926K093 Storage
61018 Storage Not Deploy ed ASA5510 JMX119L149 Storage
61018 Storage Not Deploy ed ASA5540 JMX0916L0CU Storage
61018 Storage Not Deploy ed 1700 Series Router FTX0834YoFH Storage
61018 Storage Not Deploy ed 7206VXR Router 72985085 Storage
61018 Storage Not Deploy ed 2631 Router JMX0606K7KW Storage
61018 Storage Not Deploy ed 2948 Series Switch FOX052S4AF Storage
61018 Storage Not Deploy ed 4948 Series Switch CAT 1532B036 Storage
61018 Storage Not Deploy ed 4949 Series Switch CAT153160GD Storage
61018 Storage Not Deploy ed 4507R Series Switch FOX09310578 Storage
61018 Storage Not Deploy ed 4507R Series Switch FOX133662TQ Storage
61018 Storage Not Deploy ed 3750G Series Switch FDO1234X3BT Storage
61018 Storage Not Deploy ed 3750G Series Switch FDO1234X395 Storage
61018 Storage Not Deploy ed 3750G Series Switch FDO1234X3BT Storage
61018 Storage Not Deploy ed 7206VXR Router 72794439 Storage
61018 Storage Not Deploy ed 7206 Series Router 74015550 Storage
61018 Storage Not Deploy ed 3945 Series Router FOC1942D0GD Storage
61018 Storage Not Deploy ed 4948 Series Switch FOX1290ZA7 Storage
61018 Storage Not Deploy ed 3560G Series Switch FOC0919068Q Storage
61018 Storage Not Deploy ed 4948 Series Switch FOX1234H54Q Storage
61018 Storage Not Deploy ed 3560G Series Switch FOC1119537W Storage
61018 Storage Not Deploy ed 3750G Series Switch FOC1017Y2HS Storage
61018 Storage Not Deploy ed 3560G Series Switch FOC1014Y1A6 Storage
61018 Storage Not Deploy ed 4948 Series Switch FOX1234H540 Storage
61018 Storage Not Deploy ed 4948 Series Switch FOX1234H548 Storage
61018 Storage Not Deploy ed 3750G Series Switch FOC1324Z64W Storage
61018 Storage Not Deploy ed 3750G Series Switch FDO1239ZOC2 Storage
61018 Storage Not Deploy ed 3750G Series Switch FOC1009YM2T Storage
61018 Storage Not Deploy ed 4948 Series Switch FOX1234H4F9 Storage
61018 Storage Not Deploy ed 3750G Series Switch FOC11YOUM Storage
61018 Storage Not Deploy ed 3750G Series Switch FDO1235XOW3 Storage
61018 Storage Not Deploy ed 3750G Series Switch CAT0835W3F2 Storage
61018 Storage Not Deploy ed 3750G Series Switch FOC1026Z0FF Storage
61018 Storage Not Deploy ed 3750G Series Switch FDO1243ZOQW Storage
61018 Storage Not Deploy ed 3750G Series Switch FDO1239Z0CK Storage
61018 Storage Not Deploy ed 3750G 12S Switch FDO1240X30Y Storage
61018 Storage Not Deploy ed 3750G 12S Switch FDO1428R1G1 Storage
61018 Storage Not Deploy ed 3560G Series Switch FOC1228W56T Storage
61018 Storage Not Deploy ed 3750G Series Switch FDO1239Y2FN Storage
61018 Storage Not Deploy ed 3750X 24 PS Series Switch FDO1547ROOJ Storage
61018 Storage Not Deploy ed 3750G Series Switch FDO1235Z1EJ Storage
61018 Storage Not Deploy ed 3750G Series Switch FDO1243Z0R7 Storage
61018 Storage Not Deploy ed 3750G 12S Switch FDO1239Y5QU Storage
61018 Storage Not Deploy ed 3750G Series Switch FDO1239Z0CS Storage
61018 Storage Not Deploy ed 3750G Series Switch FDO1243Z0RN Storage
61018 Storage Not Deploy ed 3750G Series Switch FDO1235X0NY Storage
61018 Storage Not Deploy ed 3750G Series Switch FDO1239X13Z Storage
61018 Storage Not Deploy ed 3750G Series Switch FDO1239Z0CM Storage
61018 Storage Not Deploy ed 3750G Series Switch FDO1227Y1A1 Storage
61018 Storage Not Deploy ed 3750G Series Switch FDO1224Y1AC Storage
61018 Storage Not Deploy ed PIX 506 88609230282 Storage
61018 Storage Not Deploy ed 3745 Series Router JMX0817L3X7 Storage
61018 Storage Not Deploy ed PIX535 44406290627 Storage
61018 Storage Not Deploy ed PIX535 FOX092103TN Storage
61018 Storage Not Deploy ed 3700 Series Concentrator CAM090200621 Storage
61018 Storage Not Deploy ed PIX535 FOX05490905 Storage
61018 Storage Not Deploy ed 1100 Series Mgmt Engine CM5K60AAA Storage
61018 Storage Not Deploy ed PIX515E 88809320819 Storage
61018 Storage Not Deploy ed 7100 Series Router FOX0626S27G Storage
61018 Storage Not Deploy ed 675 RPS DTH08420007 Storage
61018 Storage Not Deploy ed 675 RPS DTH08300303 Storage
61018 Storage Not Deploy ed 675 RPS DTH09200184 Storage
61018 Storage Not Deploy ed 3560G Series Switch CAT0833Y0RP Storage
61018 Storage Not Deploy ed 4507R+E Series Switch FXS1842Q3A2 Storage
61018 Storage Not Deploy ed 4507R+E Series Switch FXS1842Q2RC Storage
61018 Storage Not Deploy ed 4507R+E Series Switch FXS1842Q2AE Storage
61018 Storage Not Deploy ed 3700 Series Concentrator JMX0822L578 Storage
61018 Storage Not Deploy ed 2600 Series Router JMX0737L083 Storage
61018 Storage Not Deploy ed 2600 Series Router JMX0527K2R5 Storage
61018 Storage Not Deploy ed 7206VXR Router 72985162 Storage
61018 Storage Not Deploy ed Cisco VPN3015 Serv er CM92XOCR2 Storage
61018 Storage Not Deploy ed Cisco VG248 SAD064700BG Storage
61018 Storage Not Deploy ed 3560G Series Switch FOC0927U2Q9 Storage
61018 Storage Not Deploy ed 6500 E Series Switch SMG0918N47S Storage
61018 Storage Not Deploy ed 6500 E Series Switch SMG0642A05A Storage
61018 Storage Not Deploy ed 6500 E Series Switch SCA04410218 Storage
61018 Storage Not Deploy ed 6500 E Series Switch SCA043703ST Storage
C100 Storage Not Deploy ed 4507R Series Switch FOX0935035NP Retired
C100 Storage Not Deploy ed 4507R Series Switch FOX093105L5 Retired
C100 Storage Not Deploy ed 4507R Series Switch FOX093105MC Retired
C100 Storage Not Deploy ed 4507R Series Switch FOX093100QW Retired
C100 Storage Not Deploy ed 4507R Series Switch FOX093105HM Retired
C100 Storage Not Deploy ed 4507R Series Switch FOX093105HQ Retired
C100 Storage Not Deploy ed 4507R Series Switch FOX093105HN Retired
C100 Storage Not Deploy ed 4507R Series Switch FOX0931057R Retired
C100 Storage Not Deploy ed 4507R Series Switch FOX093100NM Retired
C100 Storage Not Deploy ed 4507R Series Switch FOX0935035N Retired
C100 Storage Not Deploy ed 4507R Series Switch FOX093105L6 Retired
C100 Storage Not Deploy ed 4507R Series Switch FOX093105JC Retired
C100 Storage Not Deploy ed 6500 E Series Switch SAL082807S9 Storage
C100 Storage Not Deploy ed 3750X 24 PS Series Switch FDO1547R03F Storage
C100 Storage Not Deploy ed 3750X 24 PS Series Switch FDO1547R013 Storage
C100 Storage Not Deploy ed 3750X 24 PS Series Switch FDO1547K028 Storage
C100 Storage Not Deploy ed 3750X 24 PS Series Switch FDO1547K015 Storage
C100 Storage Not Deploy ed 3750X 24 PS Series Switch FDO1547R02L Storage
C100 Storage Not Deploy ed 3750X 24 PS Series Switch FDO1547K00Y Storage
C100 Storage Not Deploy ed 3750X 24 PS Series Switch FDO1547R019 Storage
C100 Storage Not Deploy ed 3750X 24 PS Series Switch FDO1547K01B Storage
C100 Storage Not Deploy ed 3750X 24 PS Series Switch FDO1547K029 Storage
6049 Storage Not Deploy ed 7513 Router FOX11370GTT Storage
6049 Storage Not Deploy ed 3048 Series Switch FOC1935R2GZ Storage
6049 Storage Not Deploy ed 3048 Series Switch FOC1936R15K Storage
6049 Storage Not Deploy ed 3048 Series Switch FOC1935R2KD Storage
6049 Storage Not Deploy ed 3048 Series Switch FOC1936 R279 Storage
6049 Storage Not Deploy ed 3048 Series Switch FOC1935R2UP Storage
6049 Storage Not Deploy ed 3048 Series Switch FOC1935R2LX Storage
6049 Storage Not Deploy ed ASR1001X Router FXS1923Q0LR Storage
6049 Storage Not Deploy ed ASR1001X Router FXS1924Q1S9 Storage
6049 Storage Not Deploy ed 3048 Series Switch FOC1935R3DS Storage
6049 Storage Not Deploy ed 3048 Series Switch FOC1936R26N Storage
6049 Storage Not Deploy ed 3048 Series Switch FOC1935R2V9 Storage
6049 Storage Not Deploy ed 3048 Series Switch FOC1935R2JT Storage
6049 Storage Not Deploy ed 3048 Series Switch FOC1935R2JB Storage
6049 Storage Not Deploy ed 3048 Series Switch FOC1935R2EK Storage
6049 Storage Not Deploy ed 3048 Series Switch FOC1935R2QM Storage
6049 Storage Not Deploy ed 3048 Series Switch FOC1935R2MZ Storage
6049 Storage Not Deploy ed ASR1001X Router FXS1924O1LY Storage
6049 Storage Not Deploy ed ASR1001X Router LIT1938OE9P Storage
6049 Storage Not Deploy ed 3048 Series Switch FOC1935R2VG Storage
6049 Storage Not Deploy ed 4451 Series Router FJC1942D1DV Storage
6049 Storage Not Deploy ed 3925 Series Router FJC1942D0JB Storage
6049 Storage Not Deploy ed 4451 Series Router FJC1942D1D9 Storage
6049 Storage Not Deploy ed 3925 Series Router FJC1942D0GC Storage
6049 Storage Not Deploy ed 3925 Series Router FJC1942D0G9 Storage
6049 Storage Not Deploy ed 4507R Series Switch FOPX091701TN Storage
6049 Storage Not Deploy ed 6513 Series Switch SAL09073JUQ Storage
6049 Storage Not Deploy ed 6513 Series Switch SAL09073JUM Storage
HCHB Data Center Not Deploy ed 6509 Series Switch SCA042804L5 Test Lab
HCHB Data Center Not Deploy ed 6509 Series Switch SMG0612A077 Test Lab
HCHB Data Center Not Deploy ed 6509 Series Switch SCA043703QE Test Lab
HCHB Data Center Not Deploy ed 6509 Series Switch TBM06280410 Test Lab
HCHB Data Center Not Deploy ed 6509 Series Switch TBM06281282 Test Lab
HCHB Data Center Not Deploy ed 6509 Series Switch TBM06159025 Test Lab
HCHB Data Center Not Deploy ed 6509 Series Switch SCA044102L8 Test Lab
HCHB Data Center Not Deploy ed 6509 Series Switch SCA044400F6 Test Lab
HCHB Data Center Not Deploy ed 6509 Series Switch SCA044400D2 Test Lab
HCHB Data Center Not Deploy ed PIX 535 88806341865 Test Lab
HCHB Data Center Not Deploy ed PIX 535 406290627 Test Lab
HCHB Data Center Not Deploy ed 4507R Series Switch FOX093100QN Test Lab
HCHB Data Center Not Deploy ed 4507R Series Switch FOX093105JB Test Lab
HCHB Data Center Not Deploy ed 4507R Series Switch FOX093105MD Test Lab
HCHB Data Center Not Deploy ed 4507R Series Switch FOX093100PR Test Lab
HCHB Data Center Not Deploy ed 4507R Series Switch FOX0931057C Test Lab
HCHB Data Center Not Deploy ed 3750G Series Switch FDO1239Z0C1 Test Lab
HCHB Data Center Not Deploy ed 3750G Series Switch FDO1239X13U Test Lab
HCHB Data Center Not Deploy ed 3550 Series Switch CAT0923X0X4 Test Lab
HCHB Data Center Not Deploy ed 3550 Series Switch CHK0633V20V Test Lab
HCHB Data Center Not Deploy ed 3550 Series Switch CHK0633W1ZD Test Lab
HCHB Data Center Not Deploy ed 3550 Series Switch CAT0850N1ON Test Lab
HCHB Data Center Not Deploy ed ASA 5550 Firewall JMX1238L1FM Test Lab
HCHB Data Center Not Deploy ed 3560G Series Switch FOC0928W09S Test Lab
HCHB Data Center Not Deploy ed 3560G Series Switch CAT0833R26P Test Lab

HCHB Data Center Not Deploy ed 3750X-24-PS Series Switch
Unknown Racked and can't 
see Test Lab

HCHB Data Center Not Deploy ed 3750X-24-PS Series Switch
Unknown Racked and can't 
see Test Lab

HCHB Data Center Not Deploy ed 3750X-24-PS Series Switch
Unknown Racked and can't 
see Test Lab

HCHB Data Center Not Deploy ed 4507R Series Switch FOX093503NQ Retired
61020 Not Deploy ed 3550 Series Switch CAT0719Y27J Storage
61020 Not Deploy ed 3560G Series Switch FOC0919U0TG Storage
61020 Not Deploy ed 1700 Series Router IPM3U00DRA Storage



HCHB 
Data 
Center

Name of Device POWER CONNECT M6348 Serial 
Number

Active/Storage/
Retired

HCHB 
Data 
Center

Websense URL Network Agent 784 Dell PowerEdge R710 - Windows 2008 R2 Active

A001 Websense V10000 Secondary 784 Websense Appliance Active
HCHB 
Data 
Center

Websense V10000 Primary 784 Websense Appliance Active

A001 Websense Inside Agent 784 Dell PowerEdge R710 Active
HCHB 
Data 
Center

Websense Inside Agent 784 Dell PowerEdge R710 Active

HCHB 
Data 
Center

Websense URL Network Agent Dell PowerEdge 1950 - 2.5 GHx Xeon, 8 GB RAM, 136 GB HD Active

A001 Websense URL Network Agent Dell Active
HCHB 
Data 
Center

Websense V10000 Appliance Websense Appliance Active

A001 Websense V10000 Apppliance Websense Appliance Active
HCHB 
Data 
Center

Websense V5000 Appliance Websense Appliance Active

A001 Websense V5000 Appliance Websense Appliance Active
HCHB 
Data 
Center

Websense DLP Protector (Open Office Printer) Dell PowerEdge 1950 - Windows 2008 R2 ENT 2.2 GHz Xeon, 4 GB RAM, 136 GB 
HD Active

HCHB 
Data 
Center

Websense DLP Protector (Inside) Dell PowerEdge 1950 - 2.2 GHz Xeon, 4 GB RAM, 136 GH HD Active

HCHB 
Data 
Center

Websense DLP Protector (Remote) Dell PowerEdge 1950 - 2.2 GHz Xeon, 4 GB RAM, 136 GH HD Active

HCHB 
Data 
Center

Websense DLP Protector (G2G) Dell PowerEdge 1950 - 2.2 GHz Xeon, 4 GB RAM, 136 GH HD Active

HCHB 
Data 
Center

Websense DLP Protector (PDMZ) Dell PowerEdge 1950 - 2.2 GHz Xeon, 4 GB RAM, 136 GH HD Active

A001 Websense DLP Protector (G2G) Dell PowerEdge 1950 - 2.2 GHz Xeon, 4 GB RAM, 136 GH HD Active
A001 Websense DLP Protector (Inside) Dell PowerEdge 1950 - 2.2 GHz Xeon, 4 GB RAM, 136 GH HD Active
A001 Websense DLP Protector (PDMZ) Dell PowerEdge 1950 - 2.2 GHz Xeon, 4 GB RAM, 136 GH HD Active
A001 Websense DLP Protector (Remote) Dell PowerEdge 1950 - 2.2 GHz Xeon, 4 GB RAM, 136 GH HD Active
HCHB 
Data 
Center

Tenable Scanner Appliance Proprietary Active

HCHB 
Data 
Center

Physical Passive Vulnerability System Dell PE R710 Active

Tenable Passive Scanner (Virtual) Virtial Active
HCHB 
Data 
Center

Primary Intrushield  Sensor McAfee Intrushield I-4010 Active

A001 Secondary Intrushield Sensor McAfee Intrushield I-4010 Active
HCHB 
Data 
Center

McAfee ETM-6000G Threat Manager Active

HCHB 
Data 
Center

McAfee ELM-6000G Log Manager Active

HCHB 
Data 
Center

McAfee ACE-2600 Advanced Correlation Engine Active

HCHB 
Data 
Center

McAfee ERC-2600 Receiver Active

HCHB 
Data 
Center

McAfee ERC-2600 Receiver Active

HCHB 
Data 
Center

Secondary NSM Dell PowerEdge R430 Active



Location Name of Dev ice Model Activ e/Storage/Retired
2069 apHCHB2069 1

Cisco 3500I Series Unif ied Access 
Points Activ e

2069 apHCHB2069 2
Cisco 3500I Series Unif ied Access 
Points Activ e

APc464.13b4.4ab6
Cisco 3600I Series Unif ied Access 
Points Activ e

APf 40f .1b1a.0033
Cisco 3600I Series Unif ied Access 
Points Activ e

c100 DOC AP HCHB C 1 C100
Cisco 3600I Series Unif ied Access 
Points Activ e

C100 DOC AP HCHB C 2 C100
Cisco 3600I Series Unif ied Access 
Points Activ e

C100100 DOC AP HCHB C 3 C100
Cisco 3600I Series Unif ied Access 
Points Activ e

Law Library DoC AP HCHB 1 16 LawLibrary
Cisco 3600I Series Unif ied Access 
Points Activ e

Law Library DoC AP HCHB 1 38 LawLibrary
Cisco 3600I Series Unif ied Access 
Points Activ e

Autditorium DoC AP HCHB 1 Auditorium 1
Cisco 3600I Series Unif ied Access 
Points Activ e

Autditorium DoC AP HCHB 1 Auditorium 2
Cisco 3600I Series Unif ied Access 
Points Activ e

Law Library DoC AP HCHB 1 LawLibrary 1
Cisco 3600I Series Unif ied Access 
Points Activ e

Law Library DoC AP HCHB 1 LawLibrary 2
Cisco 3600I Series Unif ied Access 
Points Activ e

4846 DoC AP HCHB 4 07 RM 4846
Cisco 3600I Series Unif ied Access 
Points Activ e

3419 DoC AP HCHB 4 XX RM 3419
Cisco 3600I Series Unif ied Access 
Points Activ e

4836 DoC AP HCHB 4 XX RM 4836
Cisco 3600I Series Unif ied Access 
Points Activ e

5516 DoC AP HCHB 5 01 RM 5516
Cisco 3600I Series Unif ied Access 
Points Activ e

5029 DoC AP HCHB 5 04 RM 5029
Cisco 3600I Series Unif ied Access 
Points Activ e

5304 DoC AP HCHB 5 06 RM 5304
Cisco 3600I Series Unif ied Access 
Points Activ e

5033 DoC AP HCHB 5 08 RM 5033
Cisco 3600I Series Unif ied Access 
Points Activ e

5041 DoC AP HCHB 5 09 RM 5041
Cisco 3600I Series Unif ied Access 
Points Activ e

5051 DoC AP HCHB 5 10 RM 5051
Cisco 3600I Series Unif ied Access 
Points Activ e

5409 DoC AP HCHB 5 11 RM 5409
Cisco 3600I Series Unif ied Access 
Points Activ e

5410 DoC AP HCHB 5 12 RM 5410
Cisco 3600I Series Unif ied Access 
Points Activ e

5412 DoC AP HCHB 5 13 RM 5412
Cisco 3600I Series Unif ied Access 
Points Activ e

5417 DoC AP HCHB 5 14 RM 5417
Cisco 3600I Series Unif ied Access 
Points Activ e

5414 DoC AP HCHB 5 15 RM 5414
Cisco 3600I Series Unif ied Access 
Points Activ e

5423 DoC AP HCHB 5 16 RM 5423
Cisco 3600I Series Unif ied Access 
Points Activ e

5424 DoC AP HCHB 5 17 RM 5424
Cisco 3600I Series Unif ied Access 
Points Activ e

5425 DoC AP HCHB 5 18 RM 5425
Cisco 3600I Series Unif ied Access 
Points Activ e

5852 DoC AP HCHB 5 19 RM 5851
Cisco 3600I Series Unif ied Access 
Points Activ e

5851 DoC AP HCHB 5 20 RM 5852
Cisco 3600I Series Unif ied Access 
Points Activ e

5850 DoC AP HCHB 5 22 RM 5850
Cisco 3600I Series Unif ied Access 
Points Activ e

5843 DoC AP HCHB 5 23 RM 5843
Cisco 3600I Series Unif ied Access 
Points Activ e

5842 DoC AP HCHB 5 24 RM 5842
Cisco 3600I Series Unif ied Access 
Points Activ e

5838 DoC AP HCHB 5 25 RM 5838
Cisco 3600I Series Unif ied Access 
Points Activ e

5836 DoC AP HCHB 5 27 RM 5836
Cisco 3600I Series Unif ied Access 
Points Activ e

Law Library DoC AP HCHB 5 28 LawLirbary
Cisco 3600I Series Unif ied Access 
Points Activ e

5833 DoC AP HCHB 5 29 RM 5833
Cisco 3600I Series Unif ied Access 
Points Activ e

5830 DoC AP HCHB 5 30 RM 5830H
Cisco 3600I Series Unif ied Access 
Points Activ e

5827 DoC AP HCHB 5 33 RM 5827
Cisco 3600I Series Unif ied Access 
Points Activ e

5855 DoC AP HCHB 5 37 RM 5855
Cisco 3600I Series Unif ied Access 
Points Activ e

5855 DoC AP HCHB 5 38 RM 5855
Cisco 3600I Series Unif ied Access 
Points Activ e

5858 DoC AP HCHB 5 39 RM 5858
Cisco 3600I Series Unif ied Access 
Points Activ e

5863 DoC AP HCHB 5 40 RM 5863
Cisco 3600I Series Unif ied Access 
Points Activ e

5862 DoC AP HCHB 5 41 RM 5862
Cisco 3600I Series Unif ied Access 
Points Activ e

5862 DoC AP HCHB 5 42 RM 5862
Cisco 3600I Series Unif ied Access 
Points Activ e

5865 DoC AP HCHB 5 43 RM 5865
Cisco 3600I Series Unif ied Access 
Points Activ e

5866 DoC AP HCHB 5 44 RM 5866
Cisco 3600I Series Unif ied Access 
Points Activ e

5866 DoC AP HCHB 5 45 RM 5866
Cisco 3600I Series Unif ied Access 
Points Activ e

5869 DoC AP HCHB 5 46 RM 5869
Cisco 3600I Series Unif ied Access 
Points Activ e

5870 DoC AP HCHB 5 47 RM 5870
Cisco 3600I Series Unif ied Access 
Points Activ e

5872 DoC AP HCHB 5 48 RM 5872
Cisco 3600I Series Unif ied Access 
Points Activ e

5872 DoC AP HCHB 5 49 RM 5872
Cisco 3600I Series Unif ied Access 
Points Activ e

DoC-AP-HCHB-5-Hallway
Cisco 3600I Series Unif ied Access 
Points Activ e

5519 DoC AP HCHB 5 X RM 5074
Cisco 3600I Series Unif ied Access 
Points Activ e

5074 DoC AP HCHB 5 XX RM 5519
Cisco 3600I Series Unif ied Access 
Points Activ e

6733 DoC AP HCHB 6 01 RM 6733A
Cisco 3600I Series Unif ied Access 
Points Activ e

6895 DoC AP HCHB 6 02 RM 6895
Cisco 3600I Series Unif ied Access 
Points Activ e

6894 DoC AP HCHB 6 03 RM 6894
Cisco 3600I Series Unif ied Access 
Points Activ e

6895 DoC AP HCHB 6 04 RM 6895
Cisco 3600I Series Unif ied Access 
Points Activ e

6889 DoC AP HCHB 6 05 RM 6889
Cisco 3600I Series Unif ied Access 
Points Activ e

6889 DoC AP HCHB 6 06 RM 6889
Cisco 3600I Series Unif ied Access 
Points Activ e

6889 DoC AP HCHB 6 07 RM 6889
Cisco 3600I Series Unif ied Access 
Points Activ e

6886 DoC AP HCHB 6 08 RM 6886A
Cisco 3600I Series Unif ied Access 
Points Activ e

6631 DoC AP HCHB 6 10 RM 6631
Cisco 3600I Series Unif ied Access 
Points Activ e

6620 DoC AP HCHB 6 12 RM 6620
Cisco 3600I Series Unif ied Access 
Points Activ e

6616 DoC AP HCHB 6 13 RM 6616
Cisco 3600I Series Unif ied Access 
Points Activ e

6612 DoC AP HCHB 6 14 RM 6612
Cisco 3600I Series Unif ied Access 
Points Activ e

6611 DoC AP HCHB 6 15 RM 6611
Cisco 3600I Series Unif ied Access 
Points Activ e

6600 DoC AP HCHB 6 17 RM 6600A
Cisco 3600I Series Unif ied Access 
Points Activ e

6087 DoC AP HCHB 6 18 RM 6087B
Cisco 3600I Series Unif ied Access 
Points Activ e

6081 DoC AP HCHB 6 19 RM 6081
Cisco 3600I Series Unif ied Access 
Points Activ e

6086 DoC AP HCHB 6 20 RM 6086
Cisco 3600I Series Unif ied Access 
Points Activ e

6078 DoC AP HCHB 6 22 RM 6078
Cisco 3600I Series Unif ied Access 
Points Activ e

6073 DoC AP HCHB 6 23 RM 6073
Cisco 3600I Series Unif ied Access 
Points Activ e

6512 DoC AP HCHB 6 24 RM 6512
Cisco 3600I Series Unif ied Access 
Points Activ e

6511 DoC AP HCHB 6 25 RM 6511
Cisco 3600I Series Unif ied Access 
Points Activ e

6068 DoC AP HCHB 6 26 RM 6068
Cisco 3600I Series Unif ied Access 
Points Activ e

6508 DoC AP HCHB 6 27 RM 6508
Cisco 3600I Series Unif ied Access 
Points Activ e

6066 DoC AP HCHB 6 28 RM 6066
Cisco 3600I Series Unif ied Access 
Points Activ e

6069 DoC AP HCHB 6 29 RM 6069
Cisco 3600I Series Unif ied Access 
Points Activ e

6065 DoC AP HCHB 6 30 RM 6065
Cisco 3600I Series Unif ied Access 
Points Activ e

6062 DoC AP HCHB 6 31 RM 6062
Cisco 3600I Series Unif ied Access 
Points Activ e

6029 DoC AP HCHB 6 32 RM 6029
Cisco 3600I Series Unif ied Access 
Points Activ e

6027 DoC AP HCHB 6 34 RM 6027
Cisco 3600I Series Unif ied Access 
Points Activ e

61020 DoC AP HCHB 6 35 RM 61020
Cisco 3600I Series Unif ied Access 
Points Activ e

61020 DoC AP HCHB 6 37 RM 61020
Cisco 3600I Series Unif ied Access 
Points Activ e

3407 DoC AP HCHB 6 5 RM 3407
Cisco 3600I Series Unif ied Access 
Points Activ e

DoC-AP-HCHB-6-RM-6051
Cisco 3600I Series Unif ied Access 
Points Activ e

6051 DoC AP HCHB 6 RM 6839
Cisco 3600I Series Unif ied Access 
Points Activ e

6839 DoC AP HCHB 6 XX Hallway
Cisco 3600I Series Unif ied Access 
Points Activ e

6629 DoC AP HCHB 6 xx RM 6629
Cisco 3600I Series Unif ied Access 
Points Activ e

A200 DoC AP HCHB A 1 RM A200
Cisco 3600I Series Unif ied Access 
Points Activ e

A200 DoC AP HCHB A 2 A200
Cisco 3600I Series Unif ied Access 
Points Activ e

A200 DoC AP HCHB A 3 A200
Cisco 3600I Series Unif ied Access 
Points Activ e

A200 DoC AP HCHB A 4 RM A200
Cisco 3600I Series Unif ied Access 
Points Activ e

B009 DoC AP HCHB B 1 RM B009
Cisco 3600I Series Unif ied Access 
Points Activ e

B42 DoC AP HCHB B 16 HVAC B42
Cisco 3600I Series Unif ied Access 
Points Activ e

B009 DoC AP HCHB B 2 RM B009
Cisco 3600I Series Unif ied Access 
Points Activ e

B009 DoC AP HCHB B 3 RM B009
Cisco 3600I Series Unif ied Access 
Points Activ e

C 100 DoC AP HCHB C 4 C100
Cisco 3600I Series Unif ied Access 
Points Activ e

D200 DoC AP HCHB D 1 RM D200
Cisco 3600I Series Unif ied Access 
Points Activ e

D200 DoC AP HCHB D 2 RM D200
Cisco 3600I Series Unif ied Access 
Points Activ e

D100 DoC AP HCHB D 3 RM D100
Cisco 3600I Series Unif ied Access 
Points Activ e

D200 DoC AP HCHB D 3 RM D200
Cisco 3600I Series Unif ied Access 
Points Activ e

D100 DoC AP HCHB D 4 D100
Cisco 3600I Series Unif ied Access 
Points Activ e

D200 DoC AP HCHB D 4 RM D200
Cisco 3600I Series Unif ied Access 
Points Activ e

NOC HCHBNOC SPARE AP
Cisco 3600I Series Unif ied Access 
Points Activ e

60020 DoC AP HCHB 06 48 RM 60020
Cisco 3700E Series Unif ied Access 
Points Activ e

28010 DoC AP HCHB 1 02 RM 18008
Cisco 3700E Series Unif ied Access 
Points Activ e

28006 DoC AP HCHB 1 10 RM 10003
Cisco 3700E Series Unif ied Access 
Points Activ e

21030 DoC AP HCHB 1 11 RM 10007
Cisco 3700E Series Unif ied Access 
Points Activ e

21020 DoC AP HCHB 1 12 RM 10007
Cisco 3700E Series Unif ied Access 
Points Activ e

21008 DoC AP HCHB 2 01 RM 28010R
Cisco 3700E Series Unif ied Access 
Points Activ e

21004 DoC AP HCHB 2 02 RM 28006R
Cisco 3700E Series Unif ied Access 
Points Activ e

21001 DoC AP HCHB 2 05 RM 21030R
Cisco 3700E Series Unif ied Access 
Points Activ e

20005 DoC AP HCHB 2 06 RM 21026
Cisco 3700E Series Unif ied Access 
Points Activ e

20011 DoC AP HCHB 2 07 RM 21020
Cisco 3700E Series Unif ied Access 
Points Activ e

20015 DoC AP HCHB 2 09 RM 21008R
Cisco 3700E Series Unif ied Access 
Points Activ e

20025 DoC AP HCHB 2 10 RM 21004
Cisco 3700E Series Unif ied Access 
Points Activ e

22005 DoC AP HCHB 2 11 RM 20001
Cisco 3700E Series Unif ied Access 
Points Activ e

28022 DoC AP HCHB 2 12 RM 20005
Cisco 3700E Series Unif ied Access 
Points Activ e

62013 DoC AP HCHB 2 25 RM 20011
Cisco 3700E Series Unif ied Access 
Points Activ e

20015 DoC AP HCHB 2 26 RM 20015R
Cisco 3700E Series Unif ied Access 
Points Activ e

20025 DoC AP HCHB 2 28 RM 20025B
Cisco 3700E Series Unif ied Access 
Points Activ e

22005 DoC AP HCHB 2 29 RM 22005
Cisco 3700E Series Unif ied Access 
Points Activ e

28002 DoC AP HCHB 2 31 RM 28022
Cisco 3700E Series Unif ied Access 
Points Activ e

62013 DoC AP HCHB 6 41 RM 62013
Cisco 3700E Series Unif ied Access 
Points Activ e

HCHB-F01-A-AP01
Cisco 3700E Series Unif ied Access 
Points Activ e

HCHB-F01-A-AP03
Cisco 3700E Series Unif ied Access 
Points Activ e

HCHB-F01-A-AP04
Cisco 3700E Series Unif ied Access 
Points Activ e

HCHB-F01-A-AP05
Cisco 3700E Series Unif ied Access 
Points Activ e

HCHB-F01-A-AP06
Cisco 3700E Series Unif ied Access 
Points Activ e

HCHB-F01-A-AP07
Cisco 3700E Series Unif ied Access 
Points Activ e

HCHB-F01-A-AP08
Cisco 3700E Series Unif ied Access 
Points Activ e

HCHB-F01-A-AP09
Cisco 3700E Series Unif ied Access 
Points Activ e

HCHB-F02-A-AP03
Cisco 3700E Series Unif ied Access 
Points Activ e

HCHB-F02-A-AP04
Cisco 3700E Series Unif ied Access 
Points Activ e

HCHB-F02-A-AP08
Cisco 3700E Series Unif ied Access 
Points Activ e

HCHB-F02-A-AP27
Cisco 3700E Series Unif ied Access 
Points Activ e

HCHB-F02-A-AP30
Cisco 3700E Series Unif ied Access 
Points Activ e

HCHB-F02-A-AP32
Cisco 3700E Series Unif ied Access 
Points Activ e

HCHB-F06-A-AP01
Cisco 3700E Series Unif ied Access 
Points Activ e

HCHB-F06-A-AP13
Cisco 3700E Series Unif ied Access 
Points Activ e

HCHB-F06-A-AP16
Cisco 3700E Series Unif ied Access 
Points Activ e

AP80e0.1d77.7f 70
Cisco 3700I Series Unif ied Access 
Points Activ e

APa89d.211e.dc84
Cisco 3700I Series Unif ied Access 
Points Activ e

APa89d.211e.dcd0
Cisco 3700I Series Unif ied Access 
Points Activ e

APa89d.2136.7180
Cisco 3700I Series Unif ied Access 
Points Activ e

DOC-AP-HCHB-01-A-AP38
Cisco 3700I Series Unif ied Access 
Points Activ e

DOC-AP-HCHB-01-A-AP42
Cisco 3700I Series Unif ied Access 
Points Activ e

62024 DOC AP HCHB 06 31 RM 62024
Cisco 3700I Series Unif ied Access 
Points Activ e

DOC-AP-HCHB-06-A-AP34
Cisco 3700I Series Unif ied Access 
Points Activ e

DOC-AP-HCHB-06-A-AP36
Cisco 3700I Series Unif ied Access 
Points Activ e

DOC-AP-HCHB-06-A-AP43
Cisco 3700I Series Unif ied Access 
Points Activ e

DOC-AP-HCHB-06-A-AP45
Cisco 3700I Series Unif ied Access 
Points Activ e

32019 DOC AP HCHB 3 36 RM 32019
Cisco 3700I Series Unif ied Access 
Points Activ e

52014 DOC AP HCHB 5 42 RM 52014R
Cisco 3700I Series Unif ied Access 
Points Activ e

52021 DOC AP HCHB 5 55 RM 52021
Cisco 3700I Series Unif ied Access 
Points Activ e

68013 DOC AP HCHB 6 21 RM 68013
Cisco 3700I Series Unif ied Access 
Points Activ e

68028 DOC AP HCHB 6 26 RM 68028
Cisco 3700I Series Unif ied Access 
Points Activ e

DOCAP02-BHCHBF03A
Cisco 3700I Series Unif ied Access 
Points Activ e

DOCAP04-BHCHBF05
Cisco 3700I Series Unif ied Access 
Points Activ e

DOCAP12-BHCHBF01A
Cisco 3700I Series Unif ied Access 
Points Activ e

DOCAP14-BHCHBF03B
Cisco 3700I Series Unif ied Access 
Points Activ e

62029 DoC AP HCHB 06 32 RM 62029
Cisco 3700I Series Unif ied Access 
Points Activ e

62023 DoC AP HCHB 06 33 RM 62023
Cisco 3700I Series Unif ied Access 
Points Activ e

62008 DoC AP HCHB 06 38 RM 62008R
Cisco 3700I Series Unif ied Access 
Points Activ e

60019 DoC AP HCHB 06 40 RM 60019
Cisco 3700I Series Unif ied Access 
Points Activ e

60020 DoC AP HCHB 06 47 RM 60020
Cisco 3700I Series Unif ied Access 
Points Activ e

62011 DoC AP HCHB 06 49 RM 62011
Cisco 3700I Series Unif ied Access 
Points Activ e

1414 DoC AP HCHB 1 02 RM 1414
Cisco 3700I Series Unif ied Access 
Points Activ e

32019 DoC AP HCHB 1 03 RM 1412
Cisco 3700I Series Unif ied Access 
Points Activ e

52014 DoC AP HCHB 1 04 RM 1412
Cisco 3700I Series Unif ied Access 
Points Activ e

52021 DoC AP HCHB 1 05 RM 1410
Cisco 3700I Series Unif ied Access 
Points Activ e

68013 DoC AP HCHB 1 06 RM 1411
Cisco 3700I Series Unif ied Access 
Points Activ e

68028 DoC AP HCHB 1 06 RM B0017
Cisco 3700I Series Unif ied Access 
Points Activ e

B00023 DoC AP HCHB 1 08 RM B00023
Cisco 3700I Series Unif ied Access 
Points Activ e

B00025 DoC AP HCHB 1 09 RM B00025
Cisco 3700I Series Unif ied Access 
Points Activ e

1414 DoC AP HCHB 1 1 RM 1414
Cisco 3700I Series Unif ied Access 
Points Activ e

DoC-AP-HCHB-1-11-Hallway
Cisco 3700I Series Unif ied Access 
Points Activ e

1414 DoC AP HCHB 1 13 RM 10010
Cisco 3700I Series Unif ied Access 
Points Activ e

1412 DoC AP HCHB 1 14 RM 10008
Cisco 3700I Series Unif ied Access 
Points Activ e

1410 DoC AP HCHB 1 14 RM B2013
Cisco 3700I Series Unif ied Access 
Points Activ e

1411 DoC AP HCHB 1 15 RM 10003
Cisco 3700I Series Unif ied Access 
Points Activ e

1414 DoC AP HCHB 1 15 RM B2023
Cisco 3700I Series Unif ied Access 
Points Activ e

18011 DoC AP HCHB 1 16 RM 11008
Cisco 3700I Series Unif ied Access 
Points Activ e

18017 DoC AP HCHB 1 18 RM B2029R
Cisco 3700I Series Unif ied Access 
Points Activ e

18012 DoC AP HCHB 1 19 RM B2023
Cisco 3700I Series Unif ied Access 
Points Activ e

18018 DoC AP HCHB 1 20 RM B2031A
Cisco 3700I Series Unif ied Access 
Points Activ e

18026 DoC AP HCHB 1 21 RM B2033R
Cisco 3700I Series Unif ied Access 
Points Activ e

18026 DoC AP HCHB 1 22 RM B2033RS
Cisco 3700I Series Unif ied Access 
Points Activ e

18021 DoC AP HCHB 1 23 RM B2033
Cisco 3700I Series Unif ied Access 
Points Activ e

12022 DoC AP HCHB 1 24 B2022T
Cisco 3700I Series Unif ied Access 
Points Activ e

12015 DoC AP HCHB 1 25 RM B2028
Cisco 3700I Series Unif ied Access 
Points Activ e

19020 DoC AP HCHB 1 27 RM B2028
Cisco 3700I Series Unif ied Access 
Points Activ e

11025 DoC AP HCHB 1 28 RM 11025
Cisco 3700I Series Unif ied Access 
Points Activ e

12015 DoC AP HCHB 1 31 RM 18007T
Cisco 3700I Series Unif ied Access 
Points Activ e

18019 DoC AP HCHB 1 33 RM B8024
Cisco 3700I Series Unif ied Access 
Points Activ e

12021 DoC AP HCHB 1 34 RM 18011
Cisco 3700I Series Unif ied Access 
Points Activ e

12015 DoC AP HCHB 1 35 RM 18017F
Cisco 3700I Series Unif ied Access 
Points Activ e

12012 DoC AP HCHB 1 36 RM 18012
Cisco 3700I Series Unif ied Access 
Points Activ e

12008 DoC AP HCHB 1 37 RM 18018
Cisco 3700I Series Unif ied Access 
Points Activ e

12001 DoC AP HCHB 1 39 RM 18026
Cisco 3700I Series Unif ied Access 
Points Activ e

12003 DoC AP HCHB 1 40 RM 18026
Cisco 3700I Series Unif ied Access 
Points Activ e

12023 DoC AP HCHB 1 41 RM 18021
Cisco 3700I Series Unif ied Access 
Points Activ e

10011 DoC AP HCHB 1 43 RM 12022
Cisco 3700I Series Unif ied Access 
Points Activ e

10012 DoC AP HCHB 1 44 RM 12015
Cisco 3700I Series Unif ied Access 
Points Activ e

10018 DoC AP HCHB 1 46 RM 19020R
Cisco 3700I Series Unif ied Access 
Points Activ e

19017 DoC AP HCHB 1 47 RM 19016R
Cisco 3700I Series Unif ied Access 
Points Activ e

Auditorium DoC AP HCHB 1 48 RM XX
Cisco 3700I Series Unif ied Access 
Points Activ e

12015 DoC AP HCHB 1 49 RM 12015
Cisco 3700I Series Unif ied Access 
Points Activ e

18019 DoC AP HCHB 1 50 RM 18019
Cisco 3700I Series Unif ied Access 
Points Activ e

28019 DoC AP HCHB 1 51 RM 12021
Cisco 3700I Series Unif ied Access 
Points Activ e

21031 DoC AP HCHB 1 52 RM 12017
Cisco 3700I Series Unif ied Access 
Points Activ e

21027 DoC AP HCHB 1 53 RM 12015
Cisco 3700I Series Unif ied Access 
Points Activ e

21019 DoC AP HCHB 1 53 RM B2006ME
Cisco 3700I Series Unif ied Access 
Points Activ e

21013 DoC AP HCHB 1 54 RM 12012
Cisco 3700I Series Unif ied Access 
Points Activ e

21013 DoC AP HCHB 1 54 RM B828
Cisco 3700I Series Unif ied Access 
Points Activ e

20010 DoC AP HCHB 1 55 RM 12008
Cisco 3700I Series Unif ied Access 
Points Activ e

22008 DoC AP HCHB 1 56 RM 12004
Cisco 3700I Series Unif ied Access 
Points Activ e

20012 DoC AP HCHB 1 57 RM 12001
Cisco 3700I Series Unif ied Access 
Points Activ e

20014 DoC AP HCHB 1 58 RM 12003
Cisco 3700I Series Unif ied Access 
Points Activ e

22007 DoC AP HCHB 1 59 RM 12023
Cisco 3700I Series Unif ied Access 
Points Activ e

22013 DoC AP HCHB 1 60 RM 10017F
Cisco 3700I Series Unif ied Access 
Points Activ e

22021 DoC AP HCHB 1 61 RM 10011
Cisco 3700I Series Unif ied Access 
Points Activ e

22013 DoC AP HCHB 1 62 RM 10012
Cisco 3700I Series Unif ied Access 
Points Activ e

22027 DoC AP HCHB 1 63 RM 10018R
Cisco 3700I Series Unif ied Access 
Points Activ e

22022 DoC AP HCHB 1 64 RM XXXX
Cisco 3700I Series Unif ied Access 
Points Activ e

22032 DoC AP HCHB 1 65 RM 19017R
Cisco 3700I Series Unif ied Access 
Points Activ e

28022 DoC AP HCHB 1 66 RM XXXX
Cisco 3700I Series Unif ied Access 
Points Activ e

28019 DoC AP HCHB 2 01 RM Auditorium
Cisco 3700I Series Unif ied Access 
Points Activ e

28019 DoC AP HCHB 2 02 Auditorium
Cisco 3700I Series Unif ied Access 
Points Activ e

20017 DoC AP HCHB 2 03 RM T15
Cisco 3700I Series Unif ied Access 
Points Activ e

38010 DoC AP HCHB 2 04 RM T19
Cisco 3700I Series Unif ied Access 
Points Activ e

38002 DoC AP HCHB 2 05 RM T10
Cisco 3700I Series Unif ied Access 
Points Activ e

31026 DoC AP HCHB 2 07 RM T24
Cisco 3700I Series Unif ied Access 
Points Activ e

31018 DoC AP HCHB 2 08 RM T13
Cisco 3700I Series Unif ied Access 
Points Activ e

31027 DoC AP HCHB 2 13 RM 28009R
Cisco 3700I Series Unif ied Access 
Points Activ e

31002 DoC AP HCHB 2 16 RM 21031
Cisco 3700I Series Unif ied Access 
Points Activ e

30009 DoC AP HCHB 2 17 RM 21027
Cisco 3700I Series Unif ied Access 
Points Activ e

30010 DoC AP HCHB 2 19 RM 21019
Cisco 3700I Series Unif ied Access 
Points Activ e

30031 DoC AP HCHB 2 20 RM 21013R
Cisco 3700I Series Unif ied Access 
Points Activ e

38014 DoC AP HCHB 2 21 RM 21013
Cisco 3700I Series Unif ied Access 
Points Activ e

38013 DoC AP HCHB 2 24 RM 20010R
Cisco 3700I Series Unif ied Access 
Points Activ e



38019 DoC AP HCHB 2 34 RM 20016
Cisco 3700I Series Unif ied Access 
Points Activ e

38026 DoC AP HCHB 2 36 RM 22008R
Cisco 3700I Series Unif ied Access 
Points Activ e

38029 DoC AP HCHB 2 37 RM 20012
Cisco 3700I Series Unif ied Access 
Points Activ e

38032 DoC AP HCHB 2 38 RM 20014R
Cisco 3700I Series Unif ied Access 
Points Activ e

32030 DoC AP HCHB 2 39 RM 22007
Cisco 3700I Series Unif ied Access 
Points Activ e

32039 DoC AP HCHB 2 40 RM 22013
Cisco 3700I Series Unif ied Access 
Points Activ e

32034 DoC AP HCHB 2 41 RM 22017F
Cisco 3700I Series Unif ied Access 
Points Activ e

38033 DoC AP HCHB 2 42 RM 22021F
Cisco 3700I Series Unif ied Access 
Points Activ e

38024 DoC AP HCHB 2 43 RM 22023R
Cisco 3700I Series Unif ied Access 
Points Activ e

38023 DoC AP HCHB 2 44 RM 22027F
Cisco 3700I Series Unif ied Access 
Points Activ e

38023 DoC AP HCHB 2 45 RM 22022F
Cisco 3700I Series Unif ied Access 
Points Activ e

38028 DoC AP HCHB 2 48 RM 22032R
Cisco 3700I Series Unif ied Access 
Points Activ e

32025 DoC AP HCHB 2 49 RM 28022
Cisco 3700I Series Unif ied Access 
Points Activ e

32017 DoC AP HCHB 2 50 RM 28019F
Cisco 3700I Series Unif ied Access 
Points Activ e

32014 DoC AP HCHB 2 52 RM 28011F
Cisco 3700I Series Unif ied Access 
Points Activ e

32008 DoC AP HCHB 2 53 RM 28012F
Cisco 3700I Series Unif ied Access 
Points Activ e

32013 DoC AP HCHB 2 54 RM 20017F
Cisco 3700I Series Unif ied Access 
Points Activ e

30030 DoC AP HCHB 3 03 RM 38010
Cisco 3700I Series Unif ied Access 
Points Activ e

30034 DoC AP HCHB 3 05 RM 38002
Cisco 3700I Series Unif ied Access 
Points Activ e

30033 DoC AP HCHB 3 06 RM 31030R
Cisco 3700I Series Unif ied Access 
Points Activ e

30027 DoC AP HCHB 3 07 RM 31026
Cisco 3700I Series Unif ied Access 
Points Activ e

32001 DoC AP HCHB 3 09 RM 31018
Cisco 3700I Series Unif ied Access 
Points Activ e

30019 DoC AP HCHB 3 11 RM 31027
Cisco 3700I Series Unif ied Access 
Points Activ e

30013 DoC AP HCHB 3 19 RM 31002
Cisco 3700I Series Unif ied Access 
Points Activ e

30012 DoC AP HCHB 3 22 RM 30009
Cisco 3700I Series Unif ied Access 
Points Activ e

30018 DoC AP HCHB 3 23 RM 30010
Cisco 3700I Series Unif ied Access 
Points Activ e

30015 DoC AP HCHB 3 25 RM 31031
Cisco 3700I Series Unif ied Access 
Points Activ e

30023 DoC AP HCHB 3 26 RM 38014
Cisco 3700I Series Unif ied Access 
Points Activ e

32004 DoC AP HCHB 3 28 RM 38013
Cisco 3700I Series Unif ied Access 
Points Activ e

4846 DoC AP HCHB 3 29 RM 38019
Cisco 3700I Series Unif ied Access 
Points Activ e

50009 DoC AP HCHB 3 30 RM 38026
Cisco 3700I Series Unif ied Access 
Points Activ e

5007 DoC AP HCHB 3 31 RM 38029
Cisco 3700I Series Unif ied Access 
Points Activ e

58006 DoC AP HCHB 3 32 RM 38032R
Cisco 3700I Series Unif ied Access 
Points Activ e

51024 DoC AP HCHB 3 33 RM 32030
Cisco 3700I Series Unif ied Access 
Points Activ e

51016 DoC AP HCHB 3 34 RM 32029
Cisco 3700I Series Unif ied Access 
Points Activ e

51010 DoC AP HCHB 3 35 RM 32024
Cisco 3700I Series Unif ied Access 
Points Activ e

51010 DoC AP HCHB 3 37 RM 38033
Cisco 3700I Series Unif ied Access 
Points Activ e

51006 DoC AP HCHB 3 38 RM 38024
Cisco 3700I Series Unif ied Access 
Points Activ e

51004 DoC AP HCHB 3 39 RM 38023
Cisco 3700I Series Unif ied Access 
Points Activ e

51002 DoC AP HCHB 3 40 RM 38028
Cisco 3700I Series Unif ied Access 
Points Activ e

50003 DoC AP HCHB 3 41 RM 32028
Cisco 3700I Series Unif ied Access 
Points Activ e

50003 DoC AP HCHB 3 42 RM 32025
Cisco 3700I Series Unif ied Access 
Points Activ e

5009 DoC AP HCHB 3 43 RM 32017
Cisco 3700I Series Unif ied Access 
Points Activ e

50009 DoC AP HCHB 3 44 RM 32014
Cisco 3700I Series Unif ied Access 
Points Activ e

50010 DoC AP HCHB 3 45 RM 32008
Cisco 3700I Series Unif ied Access 
Points Activ e

50008 DoC AP HCHB 3 46 RM 32013
Cisco 3700I Series Unif ied Access 
Points Activ e

51013 DoC AP HCHB 3 47 RM 30030
Cisco 3700I Series Unif ied Access 
Points Activ e

51017 DoC AP HCHB 3 48 RM 30034
Cisco 3700I Series Unif ied Access 
Points Activ e

51021 DoC AP HCHB 3 49 RM 30033R
Cisco 3700I Series Unif ied Access 
Points Activ e

51021 DoC AP HCHB 3 50 RM 30027
Cisco 3700I Series Unif ied Access 
Points Activ e

51027 DoC AP HCHB 3 51 RM 32001
Cisco 3700I Series Unif ied Access 
Points Activ e

51031 DoC AP HCHB 3 52 RM 30019
Cisco 3700I Series Unif ied Access 
Points Activ e

50013 DoC AP HCHB 3 53 RM 30013
Cisco 3700I Series Unif ied Access 
Points Activ e

50012 DoC AP HCHB 3 54 RM 30012
Cisco 3700I Series Unif ied Access 
Points Activ e

50020 DoC AP HCHB 3 55 RM 30018R
Cisco 3700I Series Unif ied Access 
Points Activ e

50023 DoC AP HCHB 3 57 RM 30015R
Cisco 3700I Series Unif ied Access 
Points Activ e

50027 DoC AP HCHB 3 58 RM 30023
Cisco 3700I Series Unif ied Access 
Points Activ e

50032 DoC AP HCHB 3 59 RM 32004B
Cisco 3700I Series Unif ied Access 
Points Activ e

52013 DoC AP HCHB 4 01 RM 48009
Cisco 3700I Series Unif ied Access 
Points Activ e

52008 DoC AP HCHB 4 03 RM 48008
Cisco 3700I Series Unif ied Access 
Points Activ e

52017 DoC AP HCHB 4 05 RM 48002
Cisco 3700I Series Unif ied Access 
Points Activ e

52022 DoC AP HCHB 4 06 RM 48002
Cisco 3700I Series Unif ied Access 
Points Activ e

52025 DoC AP HCHB 4 07 RM 41032
Cisco 3700I Series Unif ied Access 
Points Activ e

52028 DoC AP HCHB 4 08 RM 41030
Cisco 3700I Series Unif ied Access 
Points Activ e

58034 DoC AP HCHB 4 10 RM 41027
Cisco 3700I Series Unif ied Access 
Points Activ e

58028 DoC AP HCHB 4 11 RM 41026
Cisco 3700I Series Unif ied Access 
Points Activ e

58029 DoC AP HCHB 4 12 RM 41022
Cisco 3700I Series Unif ied Access 
Points Activ e

58019 DoC AP HCHB 4 14 RM 41018
Cisco 3700I Series Unif ied Access 
Points Activ e

58013 DoC AP HCHB 4 16 RM 41010
Cisco 3700I Series Unif ied Access 
Points Activ e

58012 DoC AP HCHB 4 19 RM 41011
Cisco 3700I Series Unif ied Access 
Points Activ e

59020 DoC AP HCHB 4 20 RM 41006
Cisco 3700I Series Unif ied Access 
Points Activ e

58022 DoC AP HCHB 4 21 RM 41004
Cisco 3700I Series Unif ied Access 
Points Activ e

58033 DoC AP HCHB 4 25 RM 40007
Cisco 3700I Series Unif ied Access 
Points Activ e

52006 DoC AP HCHB 4 27 RM 40010
Cisco 3700I Series Unif ied Access 
Points Activ e

50028 DoC AP HCHB 4 28 RM 40014
Cisco 3700I Series Unif ied Access 
Points Activ e

50022 DoC AP HCHB 4 30 RM 40013
Cisco 3700I Series Unif ied Access 
Points Activ e

50016 DoC AP HCHB 4 32 RM 40019
Cisco 3700I Series Unif ied Access 
Points Activ e

61020 DoC AP HCHB 4 33 RM 40019
Cisco 3700I Series Unif ied Access 
Points Activ e

61025 DoC AP HCHB 4 36 RM 42005
Cisco 3700I Series Unif ied Access 
Points Activ e

61013 DoC AP HCHB 4 38 RM 40031
Cisco 3700I Series Unif ied Access 
Points Activ e

61013 DoC AP HCHB 4 39 RM 40033
Cisco 3700I Series Unif ied Access 
Points Activ e

68019 DoC AP HCHB 4 41 RM 40030
Cisco 3700I Series Unif ied Access 
Points Activ e

68030 DoC AP HCHB 4 42 RM 40028
Cisco 3700I Series Unif ied Access 
Points Activ e

68021 DoC AP HCHB 4 43 RM 42007T
Cisco 3700I Series Unif ied Access 
Points Activ e

68034 DoC AP HCHB 4 44 RM 42009
Cisco 3700I Series Unif ied Access 
Points Activ e

68033 DoC AP HCHB 4 46 RM 40022
Cisco 3700I Series Unif ied Access 
Points Activ e

68027 DoC AP HCHB 4 47 RM 42006
Cisco 3700I Series Unif ied Access 
Points Activ e

68011 DoC AP HCHB 4 49 RM 42012
Cisco 3700I Series Unif ied Access 
Points Activ e

62014 DoC AP HCHB 4 50 RM 42013
Cisco 3700I Series Unif ied Access 
Points Activ e

62005 DoC AP HCHB 4 51 RM 42015
Cisco 3700I Series Unif ied Access 
Points Activ e

60034 DoC AP HCHB 4 52 RM 42019
Cisco 3700I Series Unif ied Access 
Points Activ e

60033 DoC AP HCHB 4 53 RM 42021
Cisco 3700I Series Unif ied Access 
Points Activ e

71004 DoC AP HCHB 4 54 RM 42023
Cisco 3700I Series Unif ied Access 
Points Activ e

71010 DoC AP HCHB 4 55 RM 42025
Cisco 3700I Series Unif ied Access 
Points Activ e

71015 DoC AP HCHB 4 57 RM 42022
Cisco 3700I Series Unif ied Access 
Points Activ e

78006 DoC AP HCHB 4 58 RM 42026
Cisco 3700I Series Unif ied Access 
Points Activ e

78012 DoC AP HCHB 4 59 RM42030
Cisco 3700I Series Unif ied Access 
Points Activ e

78002 DoC AP HCHB 4 60 RM 42032
Cisco 3700I Series Unif ied Access 
Points Activ e

78026 DoC AP HCHB 4 62 RM 48015
Cisco 3700I Series Unif ied Access 
Points Activ e

78030 DoC AP HCHB 4 64 RM 48018
Cisco 3700I Series Unif ied Access 
Points Activ e

78034 DoC AP HCHB 4 65 RM 48020
Cisco 3700I Series Unif ied Access 
Points Activ e

72015 DoC AP HCHB 4 66 RM 48026
Cisco 3700I Series Unif ied Access 
Points Activ e

70031 DoC AP HCHB 4 67 RM 48026
Cisco 3700I Series Unif ied Access 
Points Activ e

a004 DoC AP HCHB 4 68 RM 48026
Cisco 3700I Series Unif ied Access 
Points Activ e

A300 DoC AP HCHB 4 69 RM 48034
Cisco 3700I Series Unif ied Access 
Points Activ e

A300 DoC AP HCHB 4 70 RM 48033
Cisco 3700I Series Unif ied Access 
Points Activ e

A001 DoC AP HCHB 4 71 RM 48031
Cisco 3700I Series Unif ied Access 
Points Activ e

A300 DoC AP HCHB 4 72 RM 48027
Cisco 3700I Series Unif ied Access 
Points Activ e

A300 DoC AP HCHB 4 74 RM 48013
Cisco 3700I Series Unif ied Access 
Points Activ e

B0003 DoC AP HCHB 4 A56 RM 42027
Cisco 3700I Series Unif ied Access 
Points Activ e

B0005 DoC AP HCHB 4 XX RM 4846
Cisco 3700I Series Unif ied Access 
Points Activ e

T16 DoC AP HCHB 5 01 RM 50009
Cisco 3700I Series Unif ied Access 
Points Activ e

B2012 DoC AP HCHB 5 02 RM 5007T
Cisco 3700I Series Unif ied Access 
Points Activ e

B2023 DoC AP HCHB 5 03 RM 58010
Cisco 3700I Series Unif ied Access 
Points Activ e

B00011 DoC AP HCHB 5 04 RM 58008
Cisco 3700I Series Unif ied Access 
Points Activ e

B00016 DoC AP HCHB 5 05 RM 58006
Cisco 3700I Series Unif ied Access 
Points Activ e

B00020 DoC AP HCHB 5 07 RM 51034
Cisco 3700I Series Unif ied Access 
Points Activ e

B00021 DoC AP HCHB 5 08 RM 51032
Cisco 3700I Series Unif ied Access 
Points Activ e

A001 DoC AP HCHB 5 11 RM 51024
Cisco 3700I Series Unif ied Access 
Points Activ e

51020 DoC AP HCHB 5 12 RM 51020
Cisco 3700I Series Unif ied Access 
Points Activ e

51016 DoC AP HCHB 5 13 RM 51016
Cisco 3700I Series Unif ied Access 
Points Activ e

51010 DoC AP HCHB 5 14 RM 51010
Cisco 3700I Series Unif ied Access 
Points Activ e

51010 DoC AP HCHB 5 15 RM 51010
Cisco 3700I Series Unif ied Access 
Points Activ e

51016 DoC AP HCHB 5 16 RM 51006
Cisco 3700I Series Unif ied Access 
Points Activ e

51014 DoC AP HCHB 5 17 RM 51004
Cisco 3700I Series Unif ied Access 
Points Activ e

51002 DoC AP HCHB 5 18 RM 51002
Cisco 3700I Series Unif ied Access 
Points Activ e

50003 DoC AP HCHB 5 19 RM 50003
Cisco 3700I Series Unif ied Access 
Points Activ e

50003 DoC AP HCHB 5 20 RM 50003
Cisco 3700I Series Unif ied Access 
Points Activ e

5009 DoC AP HCHB 5 21 RM 5009
Cisco 3700I Series Unif ied Access 
Points Activ e

50009 DoC AP HCHB 5 22 RM 50009
Cisco 3700I Series Unif ied Access 
Points Activ e

50010 DoC AP HCHB 5 23 RM 50010
Cisco 3700I Series Unif ied Access 
Points Activ e

50008 DoC AP HCHB 5 24 RM 50008
Cisco 3700I Series Unif ied Access 
Points Activ e

51013 DoC AP HCHB 5 25 RM 51013
Cisco 3700I Series Unif ied Access 
Points Activ e

51017 DoC AP HCHB 5 27 RM 51017
Cisco 3700I Series Unif ied Access 
Points Activ e

51021 DoC AP HCHB 5 28 RM 51021
Cisco 3700I Series Unif ied Access 
Points Activ e

51021 DoC AP HCHB 5 29 RM 51021
Cisco 3700I Series Unif ied Access 
Points Activ e

51027 DoC AP HCHB 5 30 RM 51027
Cisco 3700I Series Unif ied Access 
Points Activ e

51031 DoC AP HCHB 5 31 RM 51031
Cisco 3700I Series Unif ied Access 
Points Activ e

50013 DoC AP HCHB 5 32 RM 50013
Cisco 3700I Series Unif ied Access 
Points Activ e

50012 DoC AP HCHB 5 33 RM 50012
Cisco 3700I Series Unif ied Access 
Points Activ e

50020 DoC AP HCHB 5 34 RM 50020
Cisco 3700I Series Unif ied Access 
Points Activ e

50023 DoC AP HCHB 5 36 RM 50023
Cisco 3700I Series Unif ied Access 
Points Activ e

50031 DoC AP HCHB 5 37 RM 50031F
Cisco 3700I Series Unif ied Access 
Points Activ e

50027 DoC AP HCHB 5 38 RM 50027
Cisco 3700I Series Unif ied Access 
Points Activ e

50032 DoC AP HCHB 5 39 RM 50032
Cisco 3700I Series Unif ied Access 
Points Activ e

52013 DoC AP HCHB 5 40 RM 52013
Cisco 3700I Series Unif ied Access 
Points Activ e

52008 DoC AP HCHB 5 41 RM 52008
Cisco 3700I Series Unif ied Access 
Points Activ e

52017 DoC AP HCHB 5 43 RM 52017
Cisco 3700I Series Unif ied Access 
Points Activ e

52022 DoC AP HCHB 5 44 RM 52022
Cisco 3700I Series Unif ied Access 
Points Activ e

52025 DoC AP HCHB 5 45 RM 52025
Cisco 3700I Series Unif ied Access 
Points Activ e

52028 DoC AP HCHB 5 46 RM 52028
Cisco 3700I Series Unif ied Access 
Points Activ e

53034 DoC AP HCHB 5 47 RM 58034F
Cisco 3700I Series Unif ied Access 
Points Activ e

58028 DoC AP HCHB 5 48 RM 58028
Cisco 3700I Series Unif ied Access 
Points Activ e

58029 DoC AP HCHB 5 49 RM 58029
Cisco 3700I Series Unif ied Access 
Points Activ e

58019 DoC AP HCHB 5 50 RM 58019
Cisco 3700I Series Unif ied Access 
Points Activ e

58013 DoC AP HCHB 5 51 RM 58013R
Cisco 3700I Series Unif ied Access 
Points Activ e

58012 DoC AP HCHB 5 52 RM 58012
Cisco 3700I Series Unif ied Access 
Points Activ e

58020 DoC AP HCHB 5 53 RM 58020
Cisco 3700I Series Unif ied Access 
Points Activ e

58020 DoC AP HCHB 5 54 RM 58022
Cisco 3700I Series Unif ied Access 
Points Activ e

58033 DoC AP HCHB 5 56 RM 58033R
Cisco 3700I Series Unif ied Access 
Points Activ e

52006 DoC AP HCHB 5 57 RM 52006
Cisco 3700I Series Unif ied Access 
Points Activ e

50028 DoC AP HCHB 5 58 RM 50028
Cisco 3700I Series Unif ied Access 
Points Activ e

50022 DoC AP HCHB 5 59 RM 50022A
Cisco 3700I Series Unif ied Access 
Points Activ e

50016 DoC AP HCHB 5 60 RM 50016F
Cisco 3700I Series Unif ied Access 
Points Activ e

61020 DoC AP HCHB 6 09 RM 61020
Cisco 3700I Series Unif ied Access 
Points Activ e

68007 DoC AP HCHB 6 15 RM 68007T
Cisco 3700I Series Unif ied Access 
Points Activ e

61025 DoC AP HCHB 6 17 RM 61025
Cisco 3700I Series Unif ied Access 
Points Activ e

61025 DoC AP HCHB 6 18 RM 61025
Cisco 3700I Series Unif ied Access 
Points Activ e

61013 DoC AP HCHB 6 19 RM 61013
Cisco 3700I Series Unif ied Access 
Points Activ e

61013 DoC AP HCHB 6 20 RM 61013
Cisco 3700I Series Unif ied Access 
Points Activ e

68019 DoC AP HCHB 6 22 RM 68019
Cisco 3700I Series Unif ied Access 
Points Activ e

68030 DoC AP HCHB 6 23 RM 68030
Cisco 3700I Series Unif ied Access 
Points Activ e

AP16 DoC AP HCHB 6 24 Hallway
Cisco 3700I Series Unif ied Access 
Points Activ e

68021 DoC AP HCHB 6 25 RM 68021F
Cisco 3700I Series Unif ied Access 
Points Activ e

68034 DoC AP HCHB 6 27 RM 68034R
Cisco 3700I Series Unif ied Access 
Points Activ e

68033 DoC AP HCHB 6 28 RM 68033F
Cisco 3700I Series Unif ied Access 
Points Activ e

68027 DoC AP HCHB 6 29 RM 68027
Cisco 3700I Series Unif ied Access 
Points Activ e

62030 DoC AP HCHB 6 30 RM 62030
Cisco 3700I Series Unif ied Access 
Points Activ e

68011 DoC AP HCHB 6 35 RM 68011
Cisco 3700I Series Unif ied Access 
Points Activ e

62014 DoC AP HCHB 6 37 RM 62014
Cisco 3700I Series Unif ied Access 
Points Activ e

60020 DoC AP HCHB 6 39 RM 60020
Cisco 3700I Series Unif ied Access 
Points Activ e

62005 DoC AP HCHB 6 42 RM 62005
Cisco 3700I Series Unif ied Access 
Points Activ e

60034 DoC AP HCHB 6 44 RM 60034F
Cisco 3700I Series Unif ied Access 
Points Activ e

60033 DoC AP HCHB 6 46 RM 60033
Cisco 3700I Series Unif ied Access 
Points Activ e

70003 DoC AP HCHB 7 04 RM 70003F
Cisco 3700I Series Unif ied Access 
Points Activ e

70003 DoC AP HCHB 7 05 RM 70003F
Cisco 3700I Series Unif ied Access 
Points Activ e

71004 DoC AP HCHB 7 06 RM 71004
Cisco 3700I Series Unif ied Access 
Points Activ e

71010 DoC AP HCHB 7 08 RM 71010
Cisco 3700I Series Unif ied Access 
Points Activ e

71015 DoC AP HCHB 7 09 RM 71015
Cisco 3700I Series Unif ied Access 
Points Activ e

71014 DoC AP HCHB 7 10 RM 71014
Cisco 3700I Series Unif ied Access 
Points Activ e

71030 DoC AP HCHB 7 14 RM 71030
Cisco 3700I Series Unif ied Access 
Points Activ e

78006 DoC AP HCHB 7 18 RM 78006
Cisco 3700I Series Unif ied Access 
Points Activ e

78012 DoC AP HCHB 7 20 RM 78012
Cisco 3700I Series Unif ied Access 
Points Activ e

78022 DoC AP HCHB 7 22 RM 78022
Cisco 3700I Series Unif ied Access 
Points Activ e

78026 DoC AP HCHB 7 23 RM 78026
Cisco 3700I Series Unif ied Access 
Points Activ e

78030 DoC AP HCHB 7 24 RM 78030
Cisco 3700I Series Unif ied Access 
Points Activ e

78034 DoC AP HCHB 7 25 RM 78034
Cisco 3700I Series Unif ied Access 
Points Activ e

72025 DoC AP HCHB 7 27 RM 72025
Cisco 3700I Series Unif ied Access 
Points Activ e

72015 DoC AP HCHB 7 30 RM 72015
Cisco 3700I Series Unif ied Access 
Points Activ e

72015 DoC AP HCHB 7 31 RM 72015
Cisco 3700I Series Unif ied Access 
Points Activ e

72009 DoC AP HCHB 7 32 RM 72009T
Cisco 3700I Series Unif ied Access 
Points Activ e

70027 DoC AP HCHB 7 33 RM 70027
Cisco 3700I Series Unif ied Access 
Points Activ e

70031 DoC AP HCHB 7 35 RM 70031
Cisco 3700I Series Unif ied Access 
Points Activ e

70025 DoC AP HCHB 7 37 RM 70025
Cisco 3700I Series Unif ied Access 
Points Activ e

70024 DoC AP HCHB 7 38 RM 70024
Cisco 3700I Series Unif ied Access 
Points Activ e

A300 DoC AP HCHB A 1 A300
Cisco 3700I Series Unif ied Access 
Points Activ e

A004 DoC AP HCHB A 1 RM A004
Cisco 3700I Series Unif ied Access 
Points Activ e

A300 DoC AP HCHB A 2 RM A300
Cisco 3700I Series Unif ied Access 
Points Activ e

A001 DoC AP HCHB A 2 RM BM001
Cisco 3700I Series Unif ied Access 
Points Activ e

A300 DoC AP HCHB A 3 A300
Cisco 3700I Series Unif ied Access 
Points Activ e

A300 DoC AP HCHB A 4 RM A300
Cisco 3700I Series Unif ied Access 
Points Activ e

B0003 DoC AP HCHB B 01 RM B00003
Cisco 3700I Series Unif ied Access 
Points Activ e

B00005 DoC AP HCHB B 02 RM B00005
Cisco 3700I Series Unif ied Access 
Points Activ e

RMT16 DoC AP HCHB B 06 RM T16
Cisco 3700I Series Unif ied Access 
Points Activ e

B2014 DoC AP HCHB B 10 RM B2014
Cisco 3700I Series Unif ied Access 
Points Activ e

B2023 DoC AP HCHB B 16 RM B2023
Cisco 3700I Series Unif ied Access 
Points Activ e

B00011 DoC AP HCHB B 4 RM B00011
Cisco 3700I Series Unif ied Access 
Points Activ e

B00016 DoC AP HCHB B 48 RM B00016
Cisco 3700I Series Unif ied Access 
Points Activ e

B00020 DoC AP HCHB B 49 RM B00020
Cisco 3700I Series Unif ied Access 
Points Activ e

B0021 DoC AP HCHB B 7 RM B00021
Cisco 3700I Series Unif ied Access 
Points Activ e

BM001 DoC AP HCHB B BM001 1
Cisco 3700I Series Unif ied Access 
Points Activ e

BM001 DoC AP HCHB B BM001 4
Cisco 3700I Series Unif ied Access 
Points Activ e

BM001 DoC AP HCHB C 03 RM BM001
Cisco 3700I Series Unif ied Access 
Points Activ e

D100 DoC AP HCHB D 1 RM D100
Cisco 3700I Series Unif ied Access 
Points Activ e

D100 DoC AP HCHB D 2 RM D100
Cisco 3700I Series Unif ied Access 
Points Activ e

28015 Doc AP HCHB 5 51 RM 28015
Cisco 3700I Series Unif ied Access 
Points Activ e

AP49 HCHB F01 A AP17
Cisco 3700I Series Unif ied Access 
Points Activ e

AP50 HCHB F01 A AP18
Cisco 3700I Series Unif ied Access 
Points Activ e

AP51 HCHB F01 A AP19
Cisco 3700I Series Unif ied Access 
Points Activ e

AP52 HCHB F01 A AP20
Cisco 3700I Series Unif ied Access 
Points Activ e

AP53 HCHB F01 A AP21
Cisco 3700I Series Unif ied Access 
Points Activ e

AP54 HCHB F01 A AP22
Cisco 3700I Series Unif ied Access 
Points Activ e

AP55 HCHB F01 A AP23
Cisco 3700I Series Unif ied Access 
Points Activ e

AP56 HCHB F01 A AP24
Cisco 3700I Series Unif ied Access 
Points Activ e

AP57 HCHB F01 A AP25
Cisco 3700I Series Unif ied Access 
Points Activ e

AP58 HCHB F01 A AP26
Cisco 3700I Series Unif ied Access 
Points Activ e

AP59 HCHB F01 A AP27
Cisco 3700I Series Unif ied Access 
Points Activ e

AP60 HCHB F01 A AP29
Cisco 3700I Series Unif ied Access 
Points Activ e

AP61 HCHB F01 A AP30
Cisco 3700I Series Unif ied Access 
Points Activ e

AP62 HCHB F01 A AP32
Cisco 3700I Series Unif ied Access 
Points Activ e

AP63 HCHB F01 A AP33
Cisco 3700I Series Unif ied Access 
Points Activ e

AP64 HCHB F02 A AP14
Cisco 3700I Series Unif ied Access 
Points Activ e

AP65 HCHB F02 A AP15
Cisco 3700I Series Unif ied Access 
Points Activ e

AP66 HCHB F02 A AP18
Cisco 3700I Series Unif ied Access 
Points Activ e

AP67 HCHB F02 A AP22
Cisco 3700I Series Unif ied Access 
Points Activ e

AP68 HCHB F02 A AP23
Cisco 3700I Series Unif ied Access 
Points Activ e

AP69 HCHB F02 A AP33
Cisco 3700I Series Unif ied Access 
Points Activ e



AP70 HCHB F02 A AP35
Cisco 3700I Series Unif ied Access 
Points Activ e

AP71 HCHB F02 A AP46
Cisco 3700I Series Unif ied Access 
Points Activ e

AP72 HCHB F02 A AP47
Cisco 3700I Series Unif ied Access 
Points Activ e

AP73 HCHB F03 A AP01
Cisco 3700I Series Unif ied Access 
Points Activ e

AP74 HCHB F03 A AP02
Cisco 3700I Series Unif ied Access 
Points Activ e

AP03 HCHB F03 A AP04
Cisco 3700I Series Unif ied Access 
Points Activ e

AP04 HCHB F03 A AP08
Cisco 3700I Series Unif ied Access 
Points Activ e

AP06 HCHB F03 A AP10
Cisco 3700I Series Unif ied Access 
Points Activ e

AP07 HCHB F03 A AP12
Cisco 3700I Series Unif ied Access 
Points Activ e

AP08 HCHB F03 A AP13
Cisco 3700I Series Unif ied Access 
Points Activ e

AP09 HCHB F03 A AP14
Cisco 3700I Series Unif ied Access 
Points Activ e

AP10 HCHB F03 A AP15
Cisco 3700I Series Unif ied Access 
Points Activ e

AP12 HCHB F03 A AP16
Cisco 3700I Series Unif ied Access 
Points Activ e

AP26 HCHB F03 A AP17
Cisco 3700I Series Unif ied Access 
Points Activ e

AP02 HCHB F03 A AP18
Cisco 3700I Series Unif ied Access 
Points Activ e

AP03 HCHB F03 A AP20
Cisco 3700I Series Unif ied Access 
Points Activ e

AP04 HCHB F03 A AP21
Cisco 3700I Series Unif ied Access 
Points Activ e

AP05 HCHB F03 A AP24
Cisco 3700I Series Unif ied Access 
Points Activ e

AP06 HCHB F04 A AP02
Cisco 3700I Series Unif ied Access 
Points Activ e

AP07 HCHB F04 A AP04
Cisco 3700I Series Unif ied Access 
Points Activ e

AP08 HCHB F04 A AP09
Cisco 3700I Series Unif ied Access 
Points Activ e

AP10 HCHB F04 A AP13
Cisco 3700I Series Unif ied Access 
Points Activ e

AP11 HCHB F04 A AP15
Cisco 3700I Series Unif ied Access 
Points Activ e

AP12 HCHB F04 A AP17
Cisco 3700I Series Unif ied Access 
Points Activ e

AP14 HCHB F04 A AP18
Cisco 3700I Series Unif ied Access 
Points Activ e

AP15 HCHB F04 A AP22
Cisco 3700I Series Unif ied Access 
Points Activ e

AP17 HCHB F04 A AP23
Cisco 3700I Series Unif ied Access 
Points Activ e

AP01 HCHB F04 A AP24
Cisco 3700I Series Unif ied Access 
Points Activ e

AP02 HCHB F04 A AP26
Cisco 3700I Series Unif ied Access 
Points Activ e

AP03 HCHB F04 A AP29
Cisco 3700I Series Unif ied Access 
Points Activ e

AP04 HCHB F04 A AP31
Cisco 3700I Series Unif ied Access 
Points Activ e

AP05 HCHB F04 A AP34
Cisco 3700I Series Unif ied Access 
Points Activ e

AP07 HCHB F04 A AP35
Cisco 3700I Series Unif ied Access 
Points Activ e

AP10 HCHB F04 A AP37
Cisco 3700I Series Unif ied Access 
Points Activ e

AP11 HCHB F04 A AP40
Cisco 3700I Series Unif ied Access 
Points Activ e

AP12 HCHB F04 A AP45
Cisco 3700I Series Unif ied Access 
Points Activ e

AP13 HCHB F04 A AP48
Cisco 3700I Series Unif ied Access 
Points Activ e

AP14 HCHB F04 A AP61
Cisco 3700I Series Unif ied Access 
Points Activ e

AP15 HCHB F04 A AP63
Cisco 3700I Series Unif ied Access 
Points Activ e

AP16 HCHB F04 A AP73
Cisco 3700I Series Unif ied Access 
Points Activ e

AP17 HCHB F05 A AP06
Cisco 3700I Series Unif ied Access 
Points Activ e

AP19 HCHB F05 A AP09
Cisco 3700I Series Unif ied Access 
Points Activ e

AP21 HCHB F05 A AP10
Cisco 3700I Series Unif ied Access 
Points Activ e

AP26 HCHB F05 A AP26
Cisco 3700I Series Unif ied Access 
Points Activ e

AP27 HCHB F06 A AP02
Cisco 3700I Series Unif ied Access 
Points Activ e

AP28 HCHB F06 A AP03
Cisco 3700I Series Unif ied Access 
Points Activ e

AP29 HCHB F06 A AP04
Cisco 3700I Series Unif ied Access 
Points Activ e

AP31 HCHB F06 A AP05
Cisco 3700I Series Unif ied Access 
Points Activ e

AP32 HCHB F06 A AP06
Cisco 3700I Series Unif ied Access 
Points Activ e

AP33 HCHB F06 A AP07
Cisco 3700I Series Unif ied Access 
Points Activ e

AP34 HCHB F06 A AP08
Cisco 3700I Series Unif ied Access 
Points Activ e

AP36 HCHB F06 A AP10
Cisco 3700I Series Unif ied Access 
Points Activ e

AP37 HCHB F06 A AP11
Cisco 3700I Series Unif ied Access 
Points Activ e

AP38 HCHB F06 A AP12
Cisco 3700I Series Unif ied Access 
Points Activ e

AP39 HCHB F06 A AP14
Cisco 3700I Series Unif ied Access 
Points Activ e

AP40 HCHB F07 A AP01
Cisco 3700I Series Unif ied Access 
Points Activ e

AP03 HCHB F07 A AP02
Cisco 3700I Series Unif ied Access 
Points Activ e

AP05 HCHB F07 A AP03
Cisco 3700I Series Unif ied Access 
Points Activ e

AP06 HCHB F07 A AP07
Cisco 3700I Series Unif ied Access 
Points Activ e

AP08 HCHB F07 A AP11
Cisco 3700I Series Unif ied Access 
Points Activ e

AP09 HCHB F07 A AP12
Cisco 3700I Series Unif ied Access 
Points Activ e

AP11 HCHB F07 A AP13
Cisco 3700I Series Unif ied Access 
Points Activ e

AP12 HCHB F07 A AP15
Cisco 3700I Series Unif ied Access 
Points Activ e

AP13 HCHB F07 A AP16
Cisco 3700I Series Unif ied Access 
Points Activ e

AP14 HCHB F07 A AP17
Cisco 3700I Series Unif ied Access 
Points Activ e

AP15 HCHB F07 A AP19
Cisco 3700I Series Unif ied Access 
Points Activ e

AP17 HCHB F07 A AP21
Cisco 3700I Series Unif ied Access 
Points Activ e

AP18 HCHB F07 A AP26
Cisco 3700I Series Unif ied Access 
Points Activ e

AP19 HCHB F07 A AP28
Cisco 3700I Series Unif ied Access 
Points Activ e

AP20 HCHB F07 A AP29
Cisco 3700I Series Unif ied Access 
Points Activ e

AP21 HCHB F07 A AP34
Cisco 3700I Series Unif ied Access 
Points Activ e

AP22 HCHB F07 A AP36
Cisco 3700I Series Unif ied Access 
Points Activ e

AP23 HCHB F07 A AP39
Cisco 3700I Series Unif ied Access 
Points Activ e

AP24 HCHB F07 A AP40
Cisco 3700I Series Unif ied Access 
Points Activ e

AP25 HCHB FB1 A AP03
Cisco 3700I Series Unif ied Access 
Points Activ e

AP26 HCHB FB1 A AP05
Cisco 3700I Series Unif ied Access 
Points Activ e

AP27 HCHB FB1 A AP12
Cisco 3700I Series Unif ied Access 
Points Activ e

AP28 HCHB FB1 A AP13
Cisco 3700I Series Unif ied Access 
Points Activ e

AP29 HCHB FB1 A AP17
Cisco 3700I Series Unif ied Access 
Points Activ e

AP30 HCHB FB1 A AP26
Cisco 3700I Series Unif ied Access 
Points Activ e

AP31 HCHB FB1 A AP28
Cisco 3700I Series Unif ied Access 
Points Activ e

AP32 HCHB FB1 A AP29
Cisco 3700I Series Unif ied Access 
Points Activ e

AP33 HCHB FB1 A AP30
Cisco 3700I Series Unif ied Access 
Points Activ e

AP34 HCHB FB1 A AP31
Cisco 3700I Series Unif ied Access 
Points Activ e

AP35 HCHB FB1 A AP32
Cisco 3700I Series Unif ied Access 
Points Activ e

AP36 HCHB FB1 A AP34
Cisco 3700I Series Unif ied Access 
Points Activ e

AP37 HCHB FB1 A AP35
Cisco 3700I Series Unif ied Access 
Points Activ e

AP38 HCHB FB1 A AP36
Cisco 3700I Series Unif ied Access 
Points Activ e

AP39 HCHB FB1 A AP37
Cisco 3700I Series Unif ied Access 
Points Activ e

AP40 HCHB FB1 A AP38
Cisco 3700I Series Unif ied Access 
Points Activ e

AP41 HCHB FB1 A AP39
Cisco 3700I Series Unif ied Access 
Points Activ e

AP42 HCHB FB1 A AP40
Cisco 3700I Series Unif ied Access 
Points Activ e

AP43 HCHB FB1 A AP41
Cisco 3700I Series Unif ied Access 
Points Activ e

AP44 HCHB FB1 A AP42
Cisco 3700I Series Unif ied Access 
Points Activ e

AP45 HCHB FB1 A AP43
Cisco 3700I Series Unif ied Access 
Points Activ e

AP46 HCHB FB1 A AP44
Cisco 3700I Series Unif ied Access 
Points Activ e

AP47 HCHB FB1 A AP45
Cisco 3700I Series Unif ied Access 
Points Activ e

AP50 HCHB FB1 A AP46
Cisco 3700I Series Unif ied Access 
Points Activ e

AP51 HCHB FB1 A AP47
Cisco 3700I Series Unif ied Access 
Points Activ e

AP52 HCHB FB1 A AP50
Cisco 3700I Series Unif ied Access 
Points Activ e

AP53 HCHB FB1 A AP51
Cisco 3700I Series Unif ied Access 
Points Activ e

AP54 HCHB FB1 A AP52
Cisco 3700I Series Unif ied Access 
Points Activ e



Location Name of Device Model Serial Number Active/Storage/Retired
HCHB Data Center HCHBESXi1 UCS-C240M3 FCH1752V048 Active
HCHB Data Center HCHBESXi2 UCS-C240M3 FCH1752V0FF Active
HCHB Data Center HCHBESXi3 UCS-C240M3 FCH1752V0FP Active
HCHB Data Center HCHBESXi4 UCS-C240M3 FCH1751V1CN Active
A001 HCHBESXi5 UCS-C240M3 FCH1752V0E2 Active
A001 HCHBESXi6 UCS-C240M3 FCH1752V0GY Active
A001 HCHBESXi7 UCS-C240M3 FCH1752V0DY Active
A001 HCHBESXi8 UCS-C240M3 FCH1750V2BS Active

HCHB Data Center VoiceLab1 UCS-C210M2 QCI1546A6HN Active
HCHB Data Center VoiceLab2 UCS-C210M2 QCI1537A365 Active
HCHB Data Center VoiceLab3 UCS-C210M2 QCI1546A6K7 Active
HCHB Data Center VoiceLab4 UCS-C210M2 QCI1537A2Y8 Active
HCHB Data Center VoiceLab5 UCS-C210M2 QCI546A6HF Active
HCHB Data Center VoiceLab6 UCS-C210M2 QCI1546A6JC Active
HCHB Data Center VoiceLab7 UCS-C210M2 QCI1546A6EL Active
HCHB Data Center VoiceLab8 UCS-C210M2 QCI1546A6EI Active



 

 

KEY PERSONNEL QUALIFICATIONS MATRIX   
 

 

Proposed Personnel Name:   

Proposed Personnel Employer:  

Proposed Position:   

Proposed Labor Category:   

Clearance Level: (i.e. Not a requirement for this position, Secret, ect.)  

 

 

Requirements 

Place of 

work & 

client if 

appropriate 

Dates for 

cited 

experience 

Years of 

experience 

for each 

cited 

position 

held 

Official 

title for 

each 

cited 

position 

held 

Description of 

qualifications 

for each cited 

position held 

      

      

      

      

      

      

      

      

 

 

Note:  Multiple pages for qualifications are acceptable. 



Contractor: RIP Number:
Client: Date:

Project Name:
Project/Interagency Agreement (IA) Number:
Associated Line of Accounting:
Task Order Number:

Last Invoice submitted:
TO: (Insert First and Last Name) , GSA Contracting Officer's Representative (COR) CLIN X00X VALUE:                  -$                                 

CUMULATIVE AMOUNT BILLED: -$                                 
FROM: (Insert First and Last Name of requestor) CURRENT CLIN X00X BALANCE:                           -$                                 
THROUGH: (Insert client organization and First and Last Name) , Technical Point of Contact GTR RIP ESTIMATE:                   -$                                 

NEW CLIN X00X BALANCE:                                  -$                                 
SUBJECT:  Request to Initiate Purchase #  (insert number)

DATE: (Insert Month Date, Year)

If the prime contractor has an approved purchasing system, the contractor shall prepare and submit a RIP to be reviewed and signed by the GSA COR.

REQUEST TO INITIATE PURCHASE (RIP) FOR EQUIPMENT, MATERIALS, OTHER DIRECT COSTS (ODCs), AND/OR SERVICES

Signature                                                                                       Date       

-$                                                                                                                                   
-$                                                                                                                                   

PURPOSE/JUSTIFICATION OF REQUEST:

ESTIMATED PURCHASE COST:

Please contact me at (area code) 000-0000 (insert requestor's phone number) if you have any concerns or questions.

GSA COR Approval:

Total Not to Exceed (NTE) cost
Indirect costs authorized by the Task Order (insert as appropriate)

All equipment, materials, and ODCs shall be purchased in accordance with client requirements. All equipment, materials, and ODCs shall become the property of the Government and shall be regarded as Government 
Furnished Property (GFP), and unless previously approved by the Contracting Officer, shall be used only in performance of this Task Order. All materials shall be purchased in accordance with applicable Federal 
Acquisition Regulation (FAR) and/or Defense Federal Acquisition Regulation Supplement (DFARS) clauses (choose as appropriate) and approved purchasing procedures. All equipment, materials, and ODCs shall be 
purchased in accordance with Task Order requirements and shall not exceed the funded amount on this Task Order. The contractor shall ensure that the prices quoted are fair and reasonable at the time of submission and 
are in the best interest of the Government. 

-$                                                                                                                                   

Item: (insert item(s))
Item Cost



CONSENT TO PURCHASE PARTS/TOOLS/ODCs AND/OR SERVICES (CTP)

Industry Partner: TOOL#: 
Client: Date: 

Project Name:
Project/IA#:
Contract/Task Order:

If the prime contractor does not have an approved purchasing system, the contractor will prepare and submit a Consent to Purchase (CTP), to be reviewed by the COR and signed by the CO.
Last Inv submitted:

TO: GSA Contracting Officer Representative CLIN # VALUE:                  $0.00
CUM AMT BILLED:                    $0.00
BALANCE:                           $0.00

FROM: CTP ESTIMATE:                   $0.00
THROUGH: Client POC BALANCE:                                  $0.00

SUBJECT:  

PURPOSE/JUSTIFICATION OF REQUEST:

The purpose of this request is to 

Description of supplies or sevices (FAR 52.244-2(e)(1)(i)):

Type of subcontract (FAR 52.244-2(e)(1)(ii)):

Requestor

Consent to purchase #

Client Point of Contact:



Propose subcontractor (FAR 52.244-2(e)(1)(iii)):

Below is the estimated cost of purchase (FAR 52.244-2(e)(1)(iv)):

ITEM
Tool (CLIN #):

Cost to Government: @#
Fee

General & Administrative (G&A) Cost
Total Cost NTE:

All material purchases shall be made in accordance with customer requirements. All materials shall become the property of the Government and shall be    
regarded as Government Furnished Property (GFP), and unless previously approved by the Contracting Officer, shall be used only in performance of this 
Task Order.  All materials will be purchased in accordance with regulations contained in FAR 52.244-2 approved purchasing procedures. All Tools  
and ODCs shall be procured in accordance with contract requirements and shall not exceed the funded amount on this contract. 

It is the responsibility of the Industry Partner to ensure that the prices quoted are fair and reasonable at the time of submission and
are in the best interest of the client.  The Industry Partner is to furnish price quotes for hardware and software purchases.

The following documents are attached (as necessary):
1) Subcontractor's certified cost or pricing data as required in FAR 52.244-2(e)(1)(v)

3) Negotiation memo as required in FAR 52.244-2(e)(1)(vii)

Please contact me at (000) 000-0000 if you have any concerns or questions.

GSA CO Approval:

Signature Date

-$                                               
-$                                               

-$                                               
-$                                               

2) Subcontractor's Disclosure Statement or Certification relating to Cost Accounting Standards as required in FAR 52.244-2(e)(1)(vi)





Corporate Non-Disclosure Agreement 
 

AN AGREEMENT BETWEEN    [INSERT NAME OF CONTRACTOR]                                                                                            
AND THE UNITED STATES                                                          

 

1.  Intending to be legally bound, [INSERT NAME OF CONTRACTOR] hereby accepts 
the obligations contained in this agreement in consideration of [INSERT NAME OF 
CONTRACTOR] being granted access to sensitive data.  As used in this Agreement, 
sensitive data is marked or unmarked “sensitive but unclassified information” (SBU), 
including oral communications, that meets the standards set by Office of Management 
and Budget (OMB) Circular A-130 Appendix 3 and DOC.  I understand any data or 
systems of records protected from unauthorized disclosure by the provisions of Title 5, 
United States Code Sections 552 (often referred to as (“The Freedom of Information 
Act”) and 552a (“The Privacy Act”) is/are sensitive data.  In addition, other categories of 
information, including but not limited to medical, personnel, financial, investigatory, visa, 
law enforcement or other information which, if released, could result in harm or unfair 
treatment to any individual or group, or could have a negative impact upon individual 
privacy, federal programs, or foreign relations is sensitive data.  The term includes data 
whose improper use or disclosure could adversely affect the ability of the Agency to 
accomplish its mission, as well as proprietary data and information received through 
privileged sources.  Data of this type which requires protection and limited 
dissemination must be designated by any official having signing authority for the 
material.  I understand and accept that by [INSERT NAME OF CONTRACTOR] being 
granted access to sensitive data, special confidence and trust has been placed in me by 
the United States Government. 

2.  [INSERT NAME OF CONTRACTOR] acknowledge that it has been given access to 
DOC’s sensitive data to facilitate the performance of duties assigned to it for 
compensation. [INSET NAME OF CONTRACTOR] understands its responsibility to 
safeguard sensitive data disclosed to it, and to refrain from disclosure sensitive data to 
persons not requiring access for performance of official duties.  Before disclosing 
sensitive data, [INSERT NAME OF CONTRACTOR] must determine the recipient’s 
“need to know” or “need to access” sensitive data. 

3.  [INSERT NAME OF CONTRACTOR] has been advised that any breach of this 
Agreement may result in the termination of [INSERT NAME OF CONTRACTOR] access 
to sensitive data, which, if such termination effectively negates [INSERT NAME OF 
CONTRACTOR] ability to perform assigned duties, may lead to the termination of this 



contract and/or other relationships with the Departments or Agencies that granted it 
access.  [INSERT NAME OF CONTRACTOR] is aware that unauthorized release or 
mishandling of sensitive data may be grounds for adverse action against [INSERT 
NAME OF CONTRACTOR].  In addition, should [INSERT NAME OF CONTRACTOR] 
misuse records requiring protection under the Privacy Act, [INSERT NAME OF 
CONTRACTOR] has been advised that unauthorized disclosure of data protected by 
the Privacy Act may constitute a violation, or violations, of United States criminal law, 
and that Federally-affiliated workers (including some contract employees) who violate 
privacy safeguards may be subject to disciplinary actions, a fine up to $5,000.00, or 
both. 

4.  [INSERT NAME OF CONTRACTOR] understands that all sensitive data to which 
[INSERT NAME OF CONTRACTOR] has access or may obtain access by signing this 
Agreement is now and will remain the property of, or under the control of the United 
States Government.  [INSERT NAME OF CONTRACTOR] agrees that it must return all 
sensitive data which has, or may come into its possession or for which it is responsible 
because of such access: 

(a) upon demand by an authorized representative of the United States Government; or 
(b) upon the conclusion of the contract or other relationship that requires access to 

sensitive data. 
 

Unless and until [INSERT NAME OF CONTRACTOR] is released in writing by an 
authorized representative of the United States Government, [INSERT NAME OF 
CONTRACTOR] understands that all conditions and obligations imposed upon it by this 
Agreement apply during the time [INSERT NAME OF CONTRACTOR] is granted 
access to sensitive data, and at all times thereafter. 

5.  In accordance with Public Law No. 108-447, Consolidated Act, 2005, the 
following is applicable: 

 These restrictions are consistent with and do not supersede, conflict with, or 
otherwise alter the employee obligations, rights, or liabilities created by 
Executive Order No. 12958; section 7211 of title 5, United States Code (governing 
disclosures to Congress); section 1034 of title 10, United States Code, as 
amended by the Military Whistleblower Protection Act (governing disclosure to 
Congress by members of the military); section 2302(b)(8) of title 5, United States 
Code, as amended by the Whistleblower Protection Act (governing disclosures of 
illegality, waste, fraud, abuse or public health or safety threats); the Intelligence 
Identities Protection Act of 1982 (50 U.S.C. 421 et seq.) (governing disclosures 
that could expose confidential Government agents); and the statutes which 
protect against disclosure that may compromise the national security, including 



sections 641, 793, 794, 798, and 952 of title 18, United States Code, and section 
4(b) of the Subversive Activities Act of 1950 (50 U.S.C. 783(b)). The definitions, 
requirements, obligations, rights, sanctions, and liabilities created by said 
Executive order and listed statutes are incorporated into this agreement and are 
controlling.'   

6.  [INSERT NAME OF CONTRACTOR] further agrees: 

(a) Signed Agreements. The Contractor further agrees to sign an agreement to this 
effect with other private or public entities providing proprietary data for performance 
under this contract. As part of this agreement, the Contractor will inform all parties of its 
agreement to allow certain Government designated contractors access to all data as 
described in paragraph (c) below. One copy of each signed agreement shall be 
forwarded to the Contracting Officer (CO).  

(b) Government Designated Contractors. The Contractor agrees to allow the below 
listed Government-designated support contractors, possessing appropriate proprietary 
agreements and retained by the Government to advise the Government on cost, 
schedule and technical matters pertaining to this acquisition, access to any unlimited 
rights data acquired under the terms and conditions of this contract and to sign 
reciprocal nondisclosure agreements with them. One copy of each signed agreement 
shall be forwarded to the CO. 

List designated contractors: 

____________________________________ 

____________________________________ 

____________________________________ 

 

All Government-designated contractors stated herein, or added at a future date shall 
also enter into nondisclosure agreements with all parties providing proprietary 
information to the contractor.  

(c) Remedy for Breach. The Contractor agrees that any breach or violation of the 
certifications or restrictions of this clause shall constitute a material and substantial 
breach of the terms, conditions and provisions of the contract and that the Government 
may, in addition to any other remedy available, terminate this contract for default in 
accordance with the provisions of FAR 52.249-6. Nothing in this clause or contract shall 
be construed to mean that the Government shall be liable to the owners of proprietary 



information in any way for the unauthorized release or use of proprietary information by 
this contractor or its subcontractors. 

 

 

GOVERNMENT WITNESS                   CONTRACTOR ACCEPTANCE 

THE EXECUTION OF THIS AGREEMENT WAS           THE UNDERSIGNED ACCEPTED  

WITNESSED BY THE UNDERSIGNED          AGREEMENT ON BEHALF OF    

[INSERT NAME OF ONTRACTOR]  

BEFORE                                                             
ACCESSING SENSITIVE                                                   
DATA OF THE UNITED STATES                                                   
GOVERNMENT. 

 

 

              

SIGNATURE                            DATE                   SIGNATURE                             DATE 

 

 

 

TITLE/POSITION:      TITLE/POSITION:   

 

 

 

 

 

 

 



 
 

QUALITY ASSURANCE SURVEILLANCE PLAN (QASP) 
 
 
 
 

IN SUPPORT OF: 
 

Department of Commerce (DOC) 
 

Office of the Chief Information Officer (OCIO) 
 

Office of IT Services (OITS) 
 
 
 
 

NCR AAS Project Number ID11160043 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



1. PURPOSE 
  
The QASP is a Government developed and applied document used to make sure that systematic 
quality assurance methods are used in the administration of this Performance Based Work 
Statement Contract (PBWSC).  Standards identified in the Performance Requirements Summary 
in Attachment 1. The intent is to ensure that the Contractor performs in accordance with the 
performance metrics set forth, that the Government receives the quality of products/services 
called for in the contract and that the Government only pays for the acceptable products/services 
received. 
 
This Quality Assurance Surveillance Plan (QASP) has been developed to evaluate contractor 
performance of the requirements set forth in the PWS.  It is designed to provide an effective and 
systematic surveillance method of monitoring contractor performance for each Performance 
Requirements Summary (PRS).   
 
The Contractor, and not the Government, is responsible for management and quality control 
actions to meet the terms of the task order.  The role of the government is to promote quality 
assurance to ensure PRS standards are achieved. 
 
The Contractor is required to develop a Quality Control Plan (QCP) that describes its method for 
measuring quality and plan for meeting or exceeding the Performance Requirements Summary 
(PRS) standards.   
 
2. AUTHORITY  
 
This QASP provides for the inspection and acceptance of products/services required in the task 
order.  Inspection and acceptance will be accomplished by the Contracting Officer or his duly 
authorized representative.  
 
3. SCOPE 
 
The QASP contains the basis for inspection and acceptance of all of the products/services 
required under this task order.  
 
4. GOVERNMENT RESOURCES 
 
The following definitions for Government resources are applicable to this plan: 
 
Contracting Officer (CO) - A person duly appointed with the authority to enter into, administer 
or terminate contracts and make related determinations and findings on behalf of the 
Government. 
 
PPM/ GSA COR – An individual acting as the authorized representative of the CO for the 
technical administration of the task order. 
 
 



5. RESPONSIBILITIES 
 
The Government resources shall have responsibilities for the implementation of this QASP as 
follows: 
 
Contracting Officer (CO) - The CO ensures performance of all necessary actions for the 
compliance with the terms of the task order and safeguards the interests of the United States in 
the contractual relationships. It is the CO that assures the Government receives impartial, fair and 
equitable treatment under this task order. The CO is ultimately responsible for the final 
determination of the adequacy of the Contractor’s performance. 
 
PPM/ GSA COR - The COR provides detailed technical oversight of the Contractor’s 
performance. The COR will report to the CO as necessary in a timely, complete and impartial 
fashion to support the CO in the technical contract administration activities.  While the COR may 
serve as a direct conduit to provide Government guidance and feedback to the Contractor on 
technical matters, he or she is not empowered to make any contractual commitments or to 
authorize any contractual changes on the Governments behalf. Any changes that the Contractor 
deems may affect contract, price, terms or conditions shall be referred to the CO for action. 
 
6. METHODS OF QA SURVEILLANCE 
 
The below listed methods of surveillance shall be used in the administration of this QASP. In 
addition to specific instructions that may be mentioned, the appropriate and standardized form 
that is to be used for documentation of a QA surveillance is the QASP/Surveillance Plan 
Checklist included in Attachment A. 
 
Feedback – Feedback may be obtained either from surveys or from random customer 
complaints.   To be considered valid, complaints  must be set forth clearly and in writing the 
detailed nature of the complaint, must be signed and be forwarded to the CO and to the COR if 
warranted, The COR will maintain a summary log of all formally received complaints as well as 
a copy of each complaint in a documentation file. The COR shall also keep the results of all 
customer surveys on file and shall enter the summary results into the QASP/Surveillance Plan 
Checklist. 
 
100% Inspection - This level of inspection shall be accomplished by monitoring and 
documentation. Each month the COR shall review the generated documentation and enter the 
summary results in the QASP/Surveillance Plan Checklist. 
 
Periodic Inspection – Periodic inspection shall be conducted if and when specified in individual 
task orders. For the potential tasks that have been identified so far and included in this QASP, the 
appropriate COR typically performs the periodic inspection on a routine basis.  
 
Random Monitoring – Random monitoring shall be conducted if and when specified in the task 
order. For the potential tasks that have been identified so far and included in this QASP, the 
random monitoring shall be performed by the COR and reported to the COR and recorded in the 
QASP/Surveillance Plan Checklist as appropriate. 



ATTACHMENT 1: PERFORMANCE REQUIREMENTS SUMMARY 
 
 

REQUIRED SERVICES 
(TASKS/DELIVERABLES) 

PERFORMANCE 
STANDARDS 

ACCEPTABLE 
QUALITY 
LEVELS 

METHODS OF 
SURVEILLANCE 

Transition In Plan – Draft Due at Kickoff Meeting 95% of the time 100% Inspection 
Document Review 

Transition In Plan - Final 10 Days after receipt of 
Government Comments 

95% of the time 100% Inspection 
Document Review 

Transition Out Plan Draft NLT 90 days before Task 
Order expiration 

95% of the time 100% Inspection 
Document Review 

Transition Out Plan - Final 10 Days after receipt of 
Government Comments 

95% of the time 100% Inspection 
Document Review 

Kickoff Meeting Within 5 days of award 95% of the time 100% Inspection 
Document Review 

Monthly Status Reports Monthly, 10th calendar day 
of the next month 

95% of the time 100% Inspection 
Document Review 

Weekly Technical Status Report Weekly, Wednesday  by 9:30 
a.m. 

95% of the time 100% Inspection 
Document Review 

Project Management Plan - Draft NLT 20 days after kickoff 
meeting and then annually 
for updates 

95% of the time 100% Inspection 
Document Review 

Project Management Plan - Final 10 days after receipt of  
Government Comments 

95% of the time 100% Inspection 
Document Review 

Project Management Plan Updates At least annually 95% of the time 100% Inspection 
Document Review 

QCP - Draft NLT 20 days after kickoff 
meeting 

95% of the time 100% Inspection 
Document Review 

QCP - Final 10 Days after receipt of 
Government Comments 

95% of the time 100% Inspection 
Document Review 

QCP - Updates At least annually 95% of the time 100% Inspection 
Document Review 

Network Hardware Installation 
Documentation 

At the time of Installation 95% of the time 100% Inspection 
Document Review 

Network Maintenance 
Documentation 

Prior to Network 
Maintenance Activity 

95% of the time 100% Inspection 
Document Review 

Network Infrastructure Diagrams and 
AutoCad Drawings 

NLT 10 days after changes 
are made 

95% of the time 100% Inspection 
Document Review 

Network, VOIP, and EBS 
Performance Statistical Reports 

Weekly, Monthly, Quarterly 95% of the time 100% Inspection 
Document Review 

Vulnerability scanning and reporting Monthly 95% of the time 100% Inspection 
Document Review 

Work Breakdown Structure NLT 10 days after need is 
identified 

95% of the time 100% Inspection 
Document Review 

Network Engineering Studies, Design NLT 20 days after optional 95% of the time 100% Inspection 



and Engineering Plan for Virtual 
Server Migration 

CLIN is exercised Document Review 

New Technical Architecture 
Documentation 

NLT 10 days after emerging 
technology is identified 

95% of the time 100% Inspection 
Document Review 

Provide archived versions of events 
and viewer data 

NLT 10 days after event 95% of the time 100% Inspection 
Document Review 

Daily Health Check  Daily 95% of the time Periodic Inspection 
Software and Hardware Test Result 
Documentation 

Prior to Implementing Any 
Change 

95% of the time 100% Inspection 
Document Review 

System Performance and Utilization 
Reports 

Weekly, Monthly, Quarterly 95% of the time Periodic Inspection 

New Technology Recommendations As New Technology 
Becomes Available 

95% of the time Periodic Inspection 

Standard Operating Procedure 
Updates 

As appropriate as changes 
are made 

95% of the time 100% Inspection 
Document Review 

Initial IT Security Orientation 
Training  

NLT 10 days after task order 
award 

95% of the time 100% Inspection 
Document Review 

Provisions Acknowledgment NLT 10 days after task order 
award 

95% of the time 100% Inspection 
Document Review 

System Certification Work Plan NLT 14 days after task order 
award 

95% of the time 100% Inspection 
Document Review 

System Security Plan and 
Certification Documentation 

NLT 14 days after approval 
from Government 

95% of the time 100% Inspection 
Document Review 

Invoices Invoices are accurate 
(i.e. amounts, backup 
documentation) and 
submitted on the 10th of 
each month 

95% of the time Monthly surveillance 

Deliverables and Reports. 
The contractor submits all 
deliverables outlined in the 
contract.  
 

95% accuracy of the 
deliverables/reports 
and are corrected 
within five business 
days. The remaining 
5% of the documented 
discrepancies cause no 
slip in schedule.  

 

95% resolved in 
10 days. No slip 
in schedule.  
 

Periodic 
surveillance  

 

 
 
 
 
 
 
 
 
 
 
 



ATTACHMENT 2: Monthly Evaluation of Contractor’s Performance  
For  

 
Task Order: ________ 

  
 

Contractor_______________________  Evaluation Period: _________ 
Contract #: _________    Task Order #:_________      
Method of surveillance:   ________________ 
 
The contractor shall be evaluated monthly using the following ratings: 
3 = Excellent:  Contractor exceeded performance requirements   
2 = Satisfactory:  Contractor met performance requirements.   
1 = Unsatisfactory:  Contractor did not meet all performance requirements.   
 
 
1. Submittal of Deliverables – Contractor personnel’s work is timely.   
Rating:  1 _____  2 _____  3 _____ 
Comments:   

 
 
2. Quality of Work of Deliverables – Contractor personnel’s work is complete and accurate.   
Rating:  1 _____  2 _____  3 _____ 
Comments:   

 
 
3. Contractors’ adherence to security requirements as required in the task order. 
Rating:  1 _____  2 _____  3 _____ 
Comments:   

 
 
 

 

 

 



 
 
Additional Comments:   

 
Name of Evaluator:_________________________ 
Title of Evaluator: __________________________ 
Phone Number: __________________________ 
Signature: __________________________   
Date: __________________________ 
 
 
 

 



Reading rooms located at Department of Commerce (DOC) (1401 Constitution Ave, NW, 

Washington, DC 20230) will be made available to all Alliant Small Business prime contractors 

for the purpose of reviewing proprietary materials, guides, manuals, and documents pertinent to 

understanding the services and requirements under this procurement. Potential and interested 

subcontractors must accompany an Alliant Small Business prime contractor for viewing 

purposes. The rooms will be available between April 10th and April 17
th

.  Please contact the 

following individuals to schedule: 

 

Kevin Carpenter; kcarpenter@doc.gov; 202-482-0982 

Charlene Grant; cgrant@doc.gov; 202-482-4444 

Wes Ky; wky@doc.gov; 02-482-6038 

 

The following rules will apply to all contractors.  Failure to fully comply could result in a 

contractor’s disqualification for consideration on this requirement.    
 

1. Rooms can be reserved for one (1) four hour block during the following times; 7:30am 

to 1:00 pm and 1:30pm – 5:00pm EST daily.  Contractors are restricted to reserving a 

room for no more than four hours total. 

2. Contractors are allowed up to 5 individuals in the reading room to review documents; 

3. No cellular phones, cameras, computers, or recording devices are permitted inside a 

reading room; 

4. A confidentiality agreement must be executed by each member of the contractor’s 

review team. DOC will provide the agreement via e-mail at the time of reservation. The 

signed agreement(s) must be presented prior to accessing the reading room. In addition, 

a copy of the signed agreement(s) must be email to the contracting office at 

daniel.r.miller@gsa.gov and Julius.bradshaw@gsa.gov; 

5. Documents shall not be removed from the room; 

6. The use of paper and pen are allowed.  

 

DOC will provide the following materials, guides, manuals, and documents in the reading room: 

 

 System Security Plans  

 NOC Standard Operating Procedures Register with dates that they were last updated 

 SOC Standard Operating Procedures Register with dates that they were last updated 

 HCHBNet Equipment that have been recently refreshed and/or slated for refresh this 

Phase 3 

 MTIPS Bandwidth Utilization Report for the past 90 days 

 HCHBNet Network Diagram (sanitized PDF version) to include remote sites connectivity 

 NOC and SOC Daily Checklist 

 Typical Access Layer Switch Configuration 

 Typical Distribution and Core Switches Configuration 

 Security Hardening Guideline or procedures for hardening servers and network 

equipment 

 Mass Notification System or EBS As-Built Diagrams 

 EBS Testing Procedure depicting how often we conduct testing and how do we remedy 

issues 

mailto:Julius.bradshaw@gsa.gov


 VoIP and Analog Lines Count (most recent report) 

 Network Nodes Count (most recent report) 

 HCHBNet After Actions Report Template 

 NOC and SOC Maintenance Renewal Spreadsheet 

 
 

 

 



Function Initiative Description Support Type

Infrastructure Operations Security Operations & Maintenance Network Intrusion Detection and Prevention 
Support/Renewal Hardware

Infrastructure Operations Security Operations & Maintenance Websense Hardware Support Hardware
Infrastructure Operations Infrastructure Support APC Maintenance Data Center Maintenance

Infrastructure Operations Security Operations & Maintenance Security Information and Event Monitoring 
Software (McAfee/Nitro) Maintenance

Infrastructure Operations Server Virtualization Environment VSPHERE 64 licenses for Processor Maintenance
Infrastructure Operations Infrastructure Support Vcloud Automation Center Maintenance

Infrastructure Operations Infrastructure Support APC NetBotz Datacenter Maintenance 
Renewal Maintenance

Infrastructure Operations Infrastructure Support Comm Vault simpana 10 Maintenance
Infrastructure Operations Infrastructure Support 619 RSA Tokens Hardware
Infrastructure Operations Infrastructure Support 150 RSA Tokens Hardware
Infrastructure Operations Infrastructure Support RSA Authentication Manager Maintenance
Infrastructure Operations Infrastructure Support ServiceNow Licenses Maintenance

Infrastructure Operations Security Operations & Maintenance Vulnerability Scan and Management 
Licensing (Tenable) Maintenance

Infrastructure Operations Infrastructure Support Men & Mice Maintenance
Infrastructure Operations Infrastructure Support DNSSEC Software Maintenance
Infrastructure Operations Infrastructure Support symantec backup Maintenance
Infrastructure Operations Infrastructure Support Infortel Call Accounting Maintenance

Infrastructure Operations Infrastructure Support Solarwinds Orion Network Performance 
Monitor Maintenance

Infrastructure Operations Infrastructure Support SSL Certificate for Wireless Maintenance
Infrastructure Operations Infrastructure Support Entrust SSL Certificate Maintenance
Infrastructure Operations Infrastructure Support SolarWinds Virtual Manager Maintenance

Infrastructure Operations Infrastructure Support SolarWinds Network Configuration Manager Maintenance

Infrastructure Operations Infrastructure Support SolarWinds User Device Tracker v3 Maintenance

Infrastructure Operations Infrastructure Support Solarwinds Orion Network Traffic Analyzer Maintenance

Infrastructure Operations Infrastructure Support Callrex call center software Maintenance
Infrastructure Operations Infrastructure Support SolarWinds IP Address Manager Maintenance

Infrastructure Operations Infrastructure Support Solarwinds VOIP and Network Quality 
Manager Maintenance

Infrastructure Operations Infrastructure Support Solarwinds Engineer Toolset for desktop Maintenance
Infrastructure Operations Infrastructure Support Airmagnet wireless survey tool Maintenance
Infrastructure Operations Infrastructure Support LANDesk Maintenance
Infrastructure Operations Infrastructure Support Hitachi ID Password Manager Maintenance
Infrastructure Operations Infrastructure Support ProofPoint Anti-Spam Maintenance
Infrastructure Operations Infrastructure Support Quest License Renewal Maintenance
Infrastructure Operations Infrastructure Support ActivIdentity Maintenance













DOC ITSD Last 6 Months Tickets by Category  
 

 

 

 

 

 



 

 

Breakdown of the “Other” category.  



Month and Year Help Desk Abandonment Help Desk Total

Oct-17 175 1635

Nov-17 105 1482

Dec-15 179 1360

Jan-16 336 1427

Feb-16 148 1483

Mar-16 255 1638

Apr-16 356 1460

May-16 300 1615

Jun-16 233 1730

Jul-16 149 1514

Aug-16 234 1795

Sep-16 454 1754



Abandonment Rate 

11%

7%

13%

24%

10%

16%

24%

19%

13%

10%

13%

26%



 

 

 

Report Title: All Incidents by Assignment Group Weekly Trend

Run Date and Time: 2017-04-06 12:46:37 Eastern Standard Time

Run By:

Table name: incident

Query Condition: Assignment group = LAN

Group by: Assignment group

Created Totals Count Totals Percent

(empty) Total 54 0.39%

Aug/2015 Total 352 2.54%

Sep/2015 Total 640 4.62%

Oct/2015 Total 540 3.89%

Nov/2015 Total 675 4.87%

Dec/2015 Total 513 3.70%

Jan/2016 Total 462 3.33%

Feb/2016 Total 632 4.56%

Mar/2016 Total 733 5.29%

Apr/2016 Total 708 5.11%

All Incidents by Assignment Group Weekly
Trend

2017-04-06 12:46:37 Eastern Standard Time



 

Created Totals Count Totals Percent

May/2016 Total 571 4.12%

June/2016 Total 693 5.00%

July/2016 Total 656 4.73%

Aug/2016 Total 791 5.70%

Sep/2016 Total 933 6.73%

Oct/2016 Total 870 6.27%

Nov/2016 Total 991 7.15%

Dec/2016 Total 803 5.79%

Jan/2017 Total 707 5.10%

Feb/2017 Total 676 4.87%

Mar/2017 Total 723 5.21%

Apr/2017 Total 144 1.04%

Created Assignment group Count Percent

(empty) LAN 54 100.00%

Aug/2015 LAN 352 100.00%

Sep/2015 LAN 640 100.00%

Oct/2015 LAN 540 100.00%

Nov/2015 LAN 675 100.00%

Dec/2015 LAN 513 100.00%

Jan/2016 LAN 462 100.00%

Feb/2016 LAN 632 100.00%

Mar/2016 LAN 733 100.00%

Apr/2016 LAN 708 100.00%

May/2016 LAN 571 100.00%

All Incidents by Assignment Group Weekly
Trend

2017-04-06 12:46:37 Eastern Standard Time



Created Assignment group Count Percent

June/2016 LAN 693 100.00%

July/2016 LAN 656 100.00%

Aug/2016 LAN 791 100.00%

Sep/2016 LAN 933 100.00%

Oct/2016 LAN 870 100.00%

Nov/2016 LAN 991 100.00%

Dec/2016 LAN 803 100.00%

Jan/2017 LAN 707 100.00%

Feb/2017 LAN 676 100.00%

Mar/2017 LAN 723 100.00%

Apr/2017 LAN 144 100.00%

Total 13,867

All Incidents by Assignment Group Weekly
Trend

2017-04-06 12:46:37 Eastern Standard Time



Month Tickets Count

Mar-16 109

Apr-16 84

May-16 70

Jun-16 95

Jul-16 96

Aug-16 104

Sep-16 101

Oct-16 70

Nov-16 103

Dec-16 81

Jan-17 103

Feb-17 105

Mar-17 45

Total 1166

Network Port Activation: Moves, Adds, and 

Changes Historical Tickets



 

 

 

Report Title: All Incidents by Assignment Group Weekly Trend

Run Date and Time: 2017-04-06 12:43:03 Eastern Standard Time

Run By:

Table name: incident

Query Condition: Assignment group = SOC

Group by: Assignment group

Created Totals Count Totals Percent

(empty) Total 6 1.21%

Aug/2015 Total 8 1.61%

Sep/2015 Total 7 1.41%

Oct/2015 Total 11 2.22%

Nov/2015 Total 17 3.43%

Dec/2015 Total 14 2.82%

Jan/2016 Total 18 3.63%

Feb/2016 Total 11 2.22%

Mar/2016 Total 28 5.65%

Apr/2016 Total 24 4.84%

All Incidents by Assignment Group Weekly
Trend

2017-04-06 12:43:03 Eastern Standard Time



 

Created Totals Count Totals Percent

May/2016 Total 31 6.25%

June/2016 Total 20 4.03%

July/2016 Total 12 2.42%

Aug/2016 Total 34 6.85%

Sep/2016 Total 57 11.49%

Oct/2016 Total 42 8.47%

Nov/2016 Total 22 4.44%

Dec/2016 Total 26 5.24%

Jan/2017 Total 33 6.65%

Feb/2017 Total 22 4.44%

Mar/2017 Total 51 10.28%

Apr/2017 Total 2 0.40%

Created Assignment group Count Percent

(empty) SOC 6 100.00%

Aug/2015 SOC 8 100.00%

Sep/2015 SOC 7 100.00%

Oct/2015 SOC 11 100.00%

Nov/2015 SOC 17 100.00%

Dec/2015 SOC 14 100.00%

Jan/2016 SOC 18 100.00%

Feb/2016 SOC 11 100.00%

Mar/2016 SOC 28 100.00%

Apr/2016 SOC 24 100.00%

May/2016 SOC 31 100.00%

All Incidents by Assignment Group Weekly
Trend

2017-04-06 12:43:03 Eastern Standard Time



Created Assignment group Count Percent

June/2016 SOC 20 100.00%

July/2016 SOC 12 100.00%

Aug/2016 SOC 34 100.00%

Sep/2016 SOC 57 100.00%

Oct/2016 SOC 42 100.00%

Nov/2016 SOC 22 100.00%

Dec/2016 SOC 26 100.00%

Jan/2017 SOC 33 100.00%

Feb/2017 SOC 22 100.00%

Mar/2017 SOC 51 100.00%

Apr/2017 SOC 2 100.00%

Total 496

All Incidents by Assignment Group Weekly
Trend

2017-04-06 12:43:03 Eastern Standard Time
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